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WARNING

To ensure that the equipment described by this manual, as well as all equipment connected to and used
with it, operate satisfactorily and safely, all applicable local and national codes that apply to installing and
operating the equipment must be followed. Since codes can vary geographically and can change with time,
it is the user’s responsibility to determine which standard and codes apply, and to comply with them.

FAILURE TO COMPLY WITH APPLICABLE CODES AND STANDARDS CAN RESULT IN DAMAGE TO
EQUIPMENT AND / OR SERIOUS INJURY TO PERSONNEL.

INSTALL EMERGENCY POWER STOP SWITCH WHICH OPERATES INDEPENDENTLY OF THE
PROGRAMMABLE CONTROLLER TO PROTECT THE EQUIPMENT AND / OR PERSONNEL IN CASE
OF THE CONTROLLER MALFUNCTION.

Personnel who are to install and operate the equipment should carefully study this manual and any others
referred to by it prior to installation and / or operation of the equipment. Hitachi, Ltd. constantly strives to
improve its products, and the equipment and the manual(s) that describe it may be different from those
already in your possession.

If you have any questions regarding the installation and operation of the equipment, or if more information
is desired, contact your local Authorized Distributor or Hitachi, Ltd.

IMPORTANT

THIS EQUIPMENT GENERATES, USES, AND CAN RADIATE RADIO FREQUENCY ENERGY AND, IF
NOT INSTALLED AND USED IN ACCORDANCE WITH THE INSTRUCTION MANUAL, MAY CAUSE
INTERFERENCE TO RADIO COMMUNICATIONS. AS TEMPORARILY PERMITTED BY REGULATION,
IT HAS NOT BEEN TESTED FOR COMPLIANCE WITH THE LIMITS FOR CLASS A COMPUTING
DEVICES PURSUANT TO SUBPART J OF PART 15 OF FCC RULES, WHICH ARE DESIGNED TO
PROVIDE REASONABLE PROTECTION AGAINST SUCH INTERFERENCE.

OPERATION OF THIS EQUIPMENT IN A RESIDENTIAL AREA IS LIKELY TO CAUSE INTERFERENCE
IN WHICH CASE THE USER, AT HIS OWN EXPENSE, WILL BE REQUIRED TO TAKE WHATEVER
MEASURES MAY BE REQUIRED TO CORRECT THE INTERFERENCE.




LIMITED WARRANTY AND IMITATION OF LIABILITY

Hitachi, Ltd. (Hitachi) warrants to the original purchaser that the programmable controller (PLC)
manufactured by Hitachi is free from defects in material and workmanship under normal use and service.
The obligation of Hitachi under this warranty shall be limited to the repair or exchange of any part or parts
which may prove defective under normal use and service within eighteen (18) months from the date of
manufacture or twelve (12) months from the date of installation by the original purchaser whichever occurs
first, such defect to be disclosed to the satisfaction of Hitachi after examination by Hitachi of the allegedly
defective part or parts. This warranty in expressly in lieu of all other warranties expressed or implied
including the warranties of merchantability and fitness for use and of all other obligations or liabilities and
Hitachi neither assumes, nor authorizes any other person to assume for Hitachi, any other liability in
connection with the sale of this PLC. This warranty shall not apply to this PLC or any part hereof which has
been subject to accident, negligence, alteration, abuse, or misuse. Hitachi makes no warranty whatsoever
in respect to accessories or parts not supplied by Hitachi. The term "original purchaser", as used in this
warranty, shall be deemed to mean that person for whom the PLC in originally installed.

In no event, whether as a result of breach of contract, warranty, tort (including negligence) or otherwise,
shall Hitachi or its suppliers be liable for any special, consequential, incidental or penal damages Including,
but not limited to, loss of profit or revenues, loss of use of the products or any associated equipment,
damage to associated equipment, cost of capital, cost of substitute products, facilities, services or
replacement power, down time costs, or claims of original purchaser’s customers for such damages.

To obtain warranty service, return the product to your distributor, or send it with a description of the
problem, proof of purchase, post paid, insured, and in a suitable package to:

Quality Assurance Dep.

Hitachi Industrial Equipment Systems Co., Ltd.
46-1, Ooaza-Tomioka Nakajo-machi
Kitakanbara-gun, Niigata-ken

959-2608 JAPAN




Copyright 2000 by Hitachi Industrial Equipment Systems Co., Ltd.
All Rights reserved - Printed in Japan

The information and/or drawings set forth in this document and all rights in and to inventions disclosed herein
and patents which might be granted thereon disclosing or employing and the materials, techniques or
apparatus described herein are the exclusive property of Hitachi, Ltd.

No copies of the information or drawings shall be made without the prior consent of Hitachi, Ltd.

Hitachi, Ltd. provides customer assistance in varied technical areas. Since Hitachi does not posses full access
to data concerning all of the uses and applications of customer‘s products, responsibility is assumed by Hitachi
neither for customer product design nor for any infringements of patents or rights of others which may result
from Hitachi assistance.

The specifications and descriptions contained in this manual were accurate at the time they were approved for
printing. Since Hitachi, Ltd. Incorporated constantly strives to improve all its products, we reserve the right to
make changes to equipment and/or manuals at any time without notice and without incurring any obligation
other than as noted in this manual.

Hitachi, Ltd. assumes no responsibility for errors that may appear in this manual.

As the product works with user program and Hitachi, Ltd. cannot test all combination of user program
components, it is assumed that a bug or bugs may happen unintentionally. If it is happened: please inform the
fact to Hitachi, Ltd. or its representative. Hitachi will try to find the reason as much as possible and inform the
countermeasure when obtained.

Nevertheless Hitachi, Ltd. intends to make products with enough reliability, the product has possibility to be
damaged at any time. Therefore personnel who are to install and operate the equipment has to prepare with
the counter-measure such as power off switch can be operated independently of the controller. Otherwise, it
can result in damage to equipment and/or serious injury to personnel.



Safety Precautions

Read this manual and attached documents thoroughly before installing, operating, maintaining and
inspecting this unit for proper use. Be sure to use this unit with sufficient knowledge of the equipments, all
safety information and precautions. Also, make sure to deliver this manual to the person in full charge of
maintenance.

In this manual, safety cautions are classified as either “Danger” or “Caution” depending on the level of care

required.
@ : Cases in which this unit may, if handled incorrectly, cause a dangerous situation,
resulting in possible serious or fatal injury.
DANGER
é : Cases in which this unit may, if handled incorrectly, cause a dangerous situation
resulting in possible minor to moderate injury or property damage.
CAUTION

Be aware that even the cases classified as A CAUTION | can lead to a serious consequence under

certain circumstances.
In either case, the instructions contain important information and must be followed.

Prohibitions and requirements are indicated by the following icons.

: Indicates prohibitions (things that users must not do). For example, @ indicates that open fire is
prohibited.

0 : Indicates requirements (things that users must do). For example, 9 indicates that grounding is

required.

1. Installation

/\ CAUTION

o Use this unit in an environment as described in the catalogue and this manual.
Electric shock, fire or malfunction may be caused if this unit is used in an environment with high
temperature, high humidity, excessive dust, corrosive gases, vibration or shock.

« Install this unit in accordance with the instructions in this manual.
Improper installation may cause this unit to fall off, develop troubles or malfunction.

o Never allow foreign matters such as wire chips to enter this unit.
They may cause fire, failure or malfunction,




2. Wiring

@ REQUIRED

o Always ground this unit (FE terminal).
Failure to ground may cause electric shock or malfunction.

/\ CAUTION

o Power supply to be connected to this unit must meet the rating.
Connecting a higher or lower power supply may cause fire.

o Wiring must be conducted by a qualified technician.
Improper wiring may cause fire, failure or electric shock.

3. Precautions for Use

<> DANGER

o To reduce the risk of electric shock, never touch the terminals while the power is on.

o Emergency stop circuit, interlock circuit and other related circuits must be assembled outside the
programmable controller (hereinafter referred to as “PLC”). Otherwise, PLC may develop troubles that
can cause damage to equipment or accident.

Never interlock this unit with the external load via the relay drive power supply of the relay output
module.

/\ CAUTION

o Make sure of safety to perform operations including program change, forced output and RUN/STOP.
Erroneous operation may cause damage to equipment or accident.

o Follow the instructed steps to supply power to this unit in order to reduce the risk of malfunction that
may cause damage to equipment or accident.

4. Maintenance

<> DANGER

« To reduce the risk of explosion and fire, never connect the () and O on the battery in reverse. Also,
never charge, disassemble, heat, place in fire, or short circuit the battery.

& PROHIBITED

o Never disassemble or modify this unit.
Such attempt may cause fire, failure or malfunction.

/\ CAUTION

o Make sure to turn off the power supply before installing or removing this unit.
Installation/removal while the power is supplied may cause electric shock, failure or malfunction.
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Chapter 1  Features

|1 A Features

A palm-sized, all-in-one controller with an easy installation

Web Controller is an all-in-one controller with a power supply, CPU, memory, and input/output unit, and is
equipped with an Ethernet communication interface as a standard.
In addition to the unit’s intelligent control, it also supports the construction of a monitoring system using a

personal computer (PC) connected to a network either by a Web browser or by communication.

Input

1] Realtime OS for building-in

i 2] Intelligent control
Intelligent control
3] HMI communication processing
4] General purpose message communication processing
5] Serial communication processing
Ethernet port

6] Web service processing
7] E-mail processing
8] Time retrieval processing

RS-232C 9] TCP/IP, Ethernet driver

port 10]  Serial communication processing, driver

11] /O driver

Output

Figure 1.1 All-in-one controller

Compact size for easy installation and maintenance

Its size is as small as 75 (W) x 80 (H) x 47 mm (D), and is ideal as a built-in device for an empty space of
machines and equipment. In addition, it is DIN Rail mountable. So it is not necessary to purchase special
metal fittings. The removal of the unit is easy when it is required for a wiring or maintenance. Of course, it is

possible to fasten the unit with screws.

80

47 Unit:mm

Figure 1.2 Compact framework adequate for the built-in



Chapter 1 Features

User programmable intelligent control function
Web Controller has input units for loading the ON/OFF information from equipment or from sites, and has

output units which can be turned ON or OFF from an upper PC as a standard.
As basic functions, it also has a programmable controller operated by software prepared by users for a
signal processing unit (logic unit / control unit) of a logical circuit (hard-wired logic) which consists of a relay,

timer and counter. According to the input conditions including push switches and sensors used by equipment

/ sites, the output load of motors and pilot lamps is controlled.

Control Function of a Web Controller

Web Controller

Input units

Output units

Programming

software Computi
puting
Download  zreesreess

<::| Information
[:>Signal

Memory

Figure 1.3 Controller Function

Programmable Controller:
Its acronym, PLC, is used as a generic name of the Programmable Logic Controller.

It is also referred to as “sequencer,” as it is a controller which handles sequence.

User Programmable Software
Relay circuit
Ladder program

© F [) p——o-

Figure 1.4 User Program

Ladder program:
A software language which expresses relay circuits schematically. It is called “ladder program,” because its structure looks like a

ladder.
The lines on the left and right ends express the bus which corresponds to a power wire of a relay. Input conditions should be written on

the left side, and the operational output should be written on the right end.

ON/OFF:
It indicates the condition of current at contact points and coils, and “ON” indicates that the power is supplied, and “OFF” indicates that it

is not supplied.



Chapter 1 - Features

Equipped with arithmetic operation function
Web Controller has an arithmetic operation function which is used for the ON/OFF count, and is also

equipped with an IO memory. It serves as a remote I/O, and also enables the automatic control on the spot

according to the specified conditions and orders.

Arithmetic 10 memory
_| |_ WRO=WRO+1 |
BTS(WMO, 7) WR WM

Figure 1.5 Arithmetic operation function

10 memory:
PLC is equipped with data memory which uses 16 bits (1 word) as a unit. It is called “internal output” or “register.”

Programs are maintained without the help of batteries
User programs are stored on a flash ROM to avoid the loss of valuable user programs in case of power

failure.

Flash ROM:

It is an electronically rewritable read only memory which keeps stored data even after the power is turned off. EEPROM is rewritable
around 10,000 times, but a flash ROM is rewritable as many as 100,000 times. Traditionally, PLC programs were stored on SRAMs
backed up with batteries, but using flash ROMs for the purpose has become more common.

Digital filter is adopted for setting of the input response time

The input unit of Web Controller removes chattering, and adjusts process delay time of filters. Settings are flexible

between 0-20ms by 0.5ms.

NV D

Figure 1.6 Digital filter
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Web communication function

Web Controller is equipped with a function to register HTML (Hyper Text Markup Language) files and the
Web server function. Web Controller enables users to browse and update the HTML files in the unit using a
Web browser.

In addition, Web Contoller is equipped with several dedicated CGI (Common Gateway Interface). Using
these dedicated CGI, users can read and write values on data memory of Web Controller via a Web browser

without using special software.

Browsing the HTML files in EH-WD10DR via a Web browser

N |
- @0 *| Read/ write the values on data memory via a Web browser
addess [£2] oo |[unks @

Figure 1.7 Web service

Browsing the HTML files in Web Contoller via a Web browser

Web browser Web server CGI
. 1] Browse 2] Browse request 3] HTML file HTML
URL input D accepted retrieval filos
5 HTMLfile |41 HTML file >
return analysis
<
6] HTML <4

Figure 1.8 Browsing Web pages
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Reading out the values on data memory via a Web browser

Web server CGlI Data read
Web browser
HTML
) 1] Browse 2] Browse request | |31 HTML file files
URL input B % retrieval
-\
6] HTML file 4] HTML file analysis >
return 7
- )
7] HTML <4 Data
memory

5] Generation of HTML files includin
values on data memory

............ .

Figure 1.9Reading out the values of data memory via a Web browser

Writing values on data memory via a Web browser

Web browser Web server CGI
- 1] Browse request 2] Browse request | (31 HTML file HTML
URLinput! —p % retrieval files
— "
5] HTML file AJHTML file >

6] Screen display return analysis

including input ¢ P

boxes

SET

7] Inputting values
in input boxes

8] Data set request 9] Data set request 10] I/O pass tag
WRO= [63335 — p | _Accepted analysis
SET S
11] Password authenticatiol * When a password 'S>
screen returned necessary \
S ] * When a
12] Authentication «— |
] < tassword is not
Password ecessary
SUBMIT| [BACK 12] Password transmission 14] Password 15] Password
accepted -
—p _ ] authentication | Data
[~ process—————_/memory
17] Display of referenjced 16] Referenced HTML )
HTML files files returned _/J’
WRO = |:| < — |
SET
Figure 1.10 Setting values on data memory via a Web browser
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Web browsing, User ID/Password, I/O Set password
It is possible to put an access control on the files stored in Web Controller using a User ID/Password. An
access control enables users to differentiate files which are browsable by all users from those which are

browsable only by specified users. It is also possible to put a password protection for setting values on data
memory.

With user ID and password Without user ID and password

Access is impossible without
user ID and password

Files without an access control Files with an access control

Figure 1.11 Accessing files with an access control

Setting of various operation and update Web contents

The setup page for Web Controller, “System Configuration” enables users to configure the IP address of
Web Controller, various communications and operation and the update of Web contents. The “System

Configuration” page is protected with IDs and passwords for Super Users to provide a better security for
users.

With Super User ID and password Without Super User ID and password

Configuration
Update of files

Access is impossible without
Super User ID and password.

Figure 1.12 Access image to the System Configuration page

1-6



Chapter 1 - Features

Super User Registration
Super User ID and password are required to configure Web Controller in the System Configuration page.

There is a dedicated screen for the registration and administration of IDs and passwords for Super Users.
The configuration page is called “Super User Registration” page. It is possible to register four Super Users. It
is also possible to specify the items (authorization) which can be set by each Super User to provide better

security and flexible usages.

Super User A Super User B

‘09000

Example of how authorization is set for Super Example of how authorization is set

4|

User A User B

* Update of files * IP address setting

* |IP address setting * Ethernet Protocol setting

* Mail settings
Items not authorized
* Ethernet Protocol setting
* Update of files
* RS-232C Protocol setting
* Mail settings

* RS-232C Protocol setting

* Change password for mail settings

* Change password for I/O set

* Change password for I/O set

Figure 1.13 Sample setting of privileges for each Super User
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Convenient E-mail sending function for sending an alert
Web Controller is equipped with SMTP. According to the input ON/OFF conditions or the judgment by the

system on the combination of ON/OFF status, E-mails are easily sent either to the mail server of intranet or

Internet for an easy construction of an alert system.

MW Config Web page

i Subject: Trouble alert
Sender: aaa@bbb.co.jp

Q0D Qs Dferss Geee D5

=] e
o ¥ Body:
2 j A trouble occurred on the BB equipment\in
the A tower
Trouble code 0020

—— C part with troubles 0003
e : Temperature of the D part

Ethernet

User Program

Memory

:]" Mail sendin
processifig

=

Mail Server

Ethernet

Web Controller

Figure 1.14 Mail sending function
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Network communication function supporting system construction
(1) Supports general purpose HMI (Human Machine Interface) products

It is possible to use Web Controller with products including SCADA software or touch panel which are
compatible Hitachi programmable controllers. (Communication with general-purpose HMI products is
handled by commands and responses.) It is possible to construct a remote monitoring system without
developing new software for an upper host.

HMI Software TCP/IP
application

L

HMI software Web controller
Ethernet
Web controller e _
Communication driver Task code processing
Request task code
Touch panel B i B q L)
=S E i Response task code
og, i ——]
EEENSY===—= -
| Ceesggead o)
Figure 1.15 Supports general purpose HMI products

(2) Supports general purpose message communication

In addition to the command and response communication with general-purpose HMI products, message
communication which enables users to send events from Web Controller to an upper host is also supported.
Communication procedures are specified according to the system including the transmission of the values

stored on the specified I/O memory in a constant cycle.

[Communication with user-specified procedures] [Active Open]
TCP/IP «—— | [Passive Open]
Application ] Active Open Wating for the
connection
Connection open Connection
established established

Ethernet

[Passive Open]

Passive Open \

\Waiting  for Active Open
connection op
c i Connection
onnection established
established
[Send Broadcast] [Cyclic Send]
TCP/IP
applications
Ethernet

Figure 1.16 Message communication

1-9



Chapter 1 Features

RS-232C serial port communication function
Equipped with serial port communication function for an easy monitoring of controllers with serial ports in

existing facility. Only by connecting Web Controller with an existing controller with a dedicated cable and by
configuring the unit, acquisition and exchange of data to and from existing controllers is possible.

Web Controller can be used as a communication gateway to an upper host on a network by using the

network function.

Web controller

Ol B
28
Serial 3 It is convenient in such cases:
szl o) Establishment of a monitoring system using an existing network is planned, however,
Aetve HIPROTOCOL communication fonetion | - Minimum changes to an existing system are desirable.
- There is no spare slot for the implementation of Ethernet modules in existing

H200 EH-150 MICRO-EH H board controller.
i series series series . .
- The PLC used at The site does not have an Ethernet module as an option.

‘ g m - It is impossible to make a significant investment in the network introduction.

H302/702/1002/

Figure 1.17 RS-232C serial port communication function

Time retrieval function
Equipped with SNTP (Simple Network Time Protocol) client function which retrieves the current time from

the NTP server or SNTP server on a network. The current time retrieved from the server is stored on a

special internal output area (WRF00B - WRFOOFO, and the clock data can be used in user programs. This
function is convenient for data logging with time stamp.

SNTP server SNTP services including providers

.

E = The value of the calendar clock in this unit can be synchronized by retrieving the
current time using the SNTP service on intranet or Internet.
ChEsggs®ol
Figure 1.18 SNTP client function

SNTP(Simple Network Time Protocol):
Compared to NTP (Network Time Protocol) service, which is widely used on Internet for clock

synchronization, its function is limited to time synchronization.

Values between WR3F80 to WR3FFF are stored in “FROM.”
Values between WR3F80 to WR3FFF, which are part of data memory, can be stored on FROM. Usually,

these values are cleared when the power is turned ON/OFF, or the RUN is switched between RUN and
STOP. However, the values between these areas are stored on Flash ROM, and are read from the Flash
ROM after the switch turns to RUN, so they are not cleared even when the power is turned ON/OFF or the

RUN is switched between RUN and STOP. This function is convenient when handling invariable data.

1-10
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|1 .2  Web communication function

Web Controller is equipped with a Web server function, and with a Web communication function, which
enables the following via a Web browser on a personal computer (PC).
1] Browsing of files registered in Web Controller
2] Retrieval of values stored on data memory
3] Setting of values stored on data memory
4] Registration of HTML files

5] Setting of various operation

_—— e ———

s / Web communication\\
TCP/IP application -

Monitoring and setting of data on e
data memory via a Web browser

e —

F . e e
o

Sending

M

Intelligent Control

e ————————— -

(Combined with PLC if necessary)

Figure 1.19 Positioning of a Web controller and Web communication function

1-11
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|1 .3 Sample use of Web Controller

Using the Web communication function of Web Controller enables the following:

Easy installation in a smaller space Networking of existing facility

Monitoring host

Existing Facility |
Network

Figure 1.20 Networking of existing facility

I/O operation from a Web browser on a PC via Ethernet

General purpose Web browser

‘H,——',WJ_,I Significant .co.st rquction using ®
existing wiring >® Lighting and others

Figure 1.21 1/O operation from a Web browser

Web Controller enables I/O transmission via Ethernet

Central control room

Intranet >
Sites
'00000002°. e @

ON/OFF iy N .
—-—
A

T/0 transmission nsin

R
- > @ Panel display

C)

information

Only the following settings are required Only the following settings are required
1] IP address 1] IP address
2]JWXO is sent in a one-second intervals (initial setting) 2] Receiving data is output on WY'10 (initial setting)

Figure 1.22 I/O transmission via Ethernet

1-12
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|1 4 Sample Web pages

(1) Tabular display of the current data monitor and logging data

1
“J EH-WD10DR - Microsoft Internet Explorer [_ [T}

| Fle Edb View Favores Took Hep |

[ « | G} | @search [EFavortes Hristory | [ S

# = Go | |Links **
‘ Welcome to MSN.com - Microsoft Internet Explorer ]

F
| Fle Edt Wew Favortes Taoks Help o | i -
| = Batt v S a m ﬁ | @m [ Favorites @!‘W‘! '[5" é Today Yesterday (1 day before) >

” T 33| Fundamental wave leakage current (mA)
|nddress| | 0 R : : - -
— e == . — - - Circuit No02 Circuit No.03 Circuit HoO4 Clreuit Mo0§ Circuit Na6
- 37 00 a0 [ e [ ez
Web monitor for low pressure cirguit a2 a8 n 17 [ e
insulation monitoring [Current Value Screen] 40 oo o 19 [ es
42 0 [ 12 €7
40 oo oo 16 62
1 N Fumicienid sy Bk ap AT T, R bk LU (1) 34 a0 on 14 60
N ame Cament Pk M Crenl M3 ) 39 oo on 18 45
m A Fead 15 4 o a3 an o m r M o r 25 r ”
a ; oo ;

= 83 oo oo 12 8

CFe 1 =8 128 g 1z Ll oo it - nE -
- . s - 8 K] 00 61 &1
m E i g on o Q 77 10 oo 66 EAl
[ Freed 74 e an EE] TE 0 [ [ee [ 0 [ e [ s
L afeed: A a3 an oo e oo - L 77 12 o0 66 77
E B [ [ [ s
81 [ 14 [ [ [ e
6 T a0 [ 74 [ 5
79 2 [ [ [ er
50 00 [ 40 a
ix 12 T o0 [ 27 [ a3

=
4] | » [

— —————— [ R my Computer 4
&1 I | Inkernat o

(2) Bar chart display of data using JavaScript

/] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J doBach = = a ol | @Search [3|Favarites @Histury ||%~r =h

Dartrw woquisibion B

. el
e 1

it

1 2 @ & W& g

VTR DL BB RV | VaEn RS | BEE DR VIS VAL A2 PN RLA TRIERORG 1823 7R (WO WK 1 WI20 IR

13

a B

|@ Done I_ I_ |@. My Compuker

1-13
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(3) Monitoring of machines / equipment’s status

/] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites Tools  Help

J Back » = - €3 o | (i search [FFavorites CHistory ||%- =

Oill-free screw compressar

10:10

Control setting:

Discharge pressure 065 MFPa
Intermediate pressure:; 000 hFs
Feeding pressuna: 015 WFa
Caoolant pressure: 025 MFa
Operating hours: 350 Haurs
Load time: 410 Hours

Mumber of load fimes: 81 Times
Discharge temperature: 360
Discharge temperafure; 0000
Feeding temperature: 5% “IC
Coolant temperature: 42 T

2step suclion lemp. 000K G
Oudput: d0%5 By
Current: 200 &

Calendar
Remaining time
Wext maintenance
Frequenoy

Load factor

"ON time

OFF time

‘Operation data

Pressure

-':-l.ll'l'l!ﬂt

Temperature

‘Load data

Avprage pressure

-.ﬁuemgz current

Average lcad

17, Mar, 2004

2420 Hours
05 year
a1.3 He
Bos

B0 Seoonds

10 Seconds
Year/Month

[
[

b

Year/Month
X =F]

|@ Dane

I_ I_ |@. My Compuker

[
7

(4) Others

3 tH-wolooe - Microsoft L., [[E] E3 T EH-WD10DR - Micrasolt 1... [ E3
| Fle Edt Vew Favortes * '|mm“w“n-
| % : o = HEE ad Bt v o ﬂ na -
e | v] Fao ||unks ® |.|'Jdchus G0 |I1'k=*
| =
W =
II—I!II'I'.lﬁl'L'::HI We
napire the Mgk o
Setting autput ﬁ:
Y01 Y102 Y10E Wz
C 0O C 00 =[x =] SET
Input status = [aN = ﬂ
VI03 = [on =] SET
| S
Ec] [ S vy Computer 7 [T L= 1oy Computer P
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Chapter 2  Getting started

Follow the procedures described below for the preparation and setup before using Web Controller. Set up

each function as appropriate.

(1) To use Web Controller

1. Introduction
Understand the names, functions and specifications of each part.
Chapter 3 Names of Parts and Functions

Chapter 16 List of specifications

—

2. Hardware Preparation
Prepare necessary equipment and make a connection

Chapter 4 Preparation

Chapter 17 Installation / Wiring

—

3. Network Preparation

Set up the environment for client PC

Chapter 4 Preparation

—

4. Access Web pages of Web Controller

Access the Web pages stored in Web Controller.

Chapter 5 Access to Web pages
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(2) To know the functions of Web Controller

5. About the Web server functions

What are Web server functions?

Chapter 6 What users can do with a Web browser

N

6. About E-mail sending function
What is the E-mail sending function?

Chapter 7 Sending E-mails

]

7. About the mail settings function

What is the mail setting function?

Chapter 8 Mail Setting with a Mobile Phone

N

8. About the Ethernet communication function
What is the Ethernet communication function?

Chapter 9 Ethernet communication

N

9. About the serial port communication function

What is the serial port communication function?

Chapter 10 Serial Port Communication

]

10. About Other Network Functions

What other convenient functions does Web Controller have?

Chapter 11 Network Setting
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(3) To perform various configurations

11. Perform various configuration
How to set up

Chapter 12 Super User Registration

Chapter 13 System Configuration

(4) To prepare HTML files

12. To prepare HTML files
How to prepare HTML files

Chapter 14 Web Controller Extension HTML Tags

Chapter 15 Setting values from a Web browser to data memory

(5) To perform control

13. Prepare control programs
How to control

Refer to the “Controller Manual™

(6) When you have troubles in controlling Web Controller

14. Check with the List or Error Messages and Troubleshooting

When noticing abnormalities

Refer to the “Controller Manual”™!
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Chapter 3

Names of Parts and Functions

|3.1 Names of Parts and Functions

Names of Parts and Functions |

Format EH-WD10DR
Weight Approx. 160g
Current Consumption [0.15 A
1/0 Allocation X48/Y32/Vacant 16

9] Input Terminal

L w— — —— 1 o w— —— :ﬁ
O levoooo22@

1] POW LED
2] OK LED
14] MAC Address Cemnect{ 0 1 2 3 @ 4 5 3% RUN LED
DC INPUTS: 24VDC 7.SmA
5] Ethernet Port HITACHI con o o700 3
- 1 z
K @ Eg $23 8] Operation Mode
~Na RN @ 40000 Setting Switch
ETHERNET Web CONTROLLER 4] IN/OUT LED

6] Serial Port EH-WD10DR
—

15] MFG No.
SERTAL HY DuTFUTﬁ 1DE| ZA0VAC

24v0¢ INT 28V GV\

% Z

2| o
olg| |wo
= m

C _Max. 2.0A

10] Output Terminal

N 0 1 2 3 ¢

ﬂ?

N———
W
% )
24VD =

(

Q< Qo2 ] 7] RUN/STOP Switch
12] Mounting Hole
11] Power Terminal 13] DIN Fittin

No. ltem Description Remarks

1] [POW LED Lights up when power is supplied.

2] |OK LED Lights up during normal functioning.

3] |RUNLED Indicates running condition and lights up during normal running

4] |IN/OUT LED Indicates whether Input/Output terminals are ON (lights on) or OFF
(lights off).

5] | Ethernet port This RJ45 socket is used as Ethernet interface. Connect a
Use this port for various communications including programming Category 5 UTP
software, Web server or sending E-mails. or STP cable.

6] |Serial Port This RJ45 socket is used as RS-232C interface.

Use a Web-based configuration tool to select a communication function
to be used. (Refer to “Web Controller Users’ Manual, Appendix: Cable
Connection Diagram” for connection diagrams.)
7] |RUN/STOP Switches Web Controller to RUN or STOP.
Switch Slide the switch to “RUN” to run Web Controller and to “STOP” to stop it.
8] | Operation Mode Use this switch to set operation modes of Web Controller. Do not set it to
Setting Switch 0:Normal Operation Mode any other
2: IP Address Rescue Mode position
7: Factory Setting Initialized Mode )
9] |Input Terminal | These terminals are to connect to external input devices.
One AWG14 - AWG22 (2.1 - 0.36 mm?) wire or two AWG16 - AWG22
(1.30 - .36 mm?) wires can be connected per terminal.
1/0 numbers are X000 - X005, and WX00.

10] |Output Terminal | These terminals are to connect to external loads. Connection
specifications are the same with the input terminal.
1/0 numbers are Y100 - Y103, and WY10.

11] |Power Terminal |These terminals are to connect to power supply. Connection
specifications are the same with the input terminal.

12] |Mounting Hole |Use this hole to mount Web Controller directly onto a board.

13] | DIN Fitting Use this to mount Web Controller onto a DIN rail.

14] |MAC Address Indicates MAC Address of Web Controller. Use it as administrative
reference of network devices.

15] | MFG No. Indicates the Production Lot Number of Web Controller.

3-1




Chapter 3 Parts and their Functions

|3.2 Input/Output Terminals Configuration and Connection

. Input Power Supply *Power supply can be reversed as DC input
Input Terminal 24V DC can flow in both directions.

Bl el VLT
o 0000 OTT TTT

o oo
| co |

© 0000

“—O0 o—¢
w_(b O—e

NC | NC |

lnput Termmal

Output Terminal
.................................................. 24V | oV I (J__) | NC | 0 | 1 | ) | 3 | 0
I@@@@@@@@@ [0
.................. = Load Power Supply
Power Termmal Output Termmal ——— |Power Supply e 24V DC

24V DC —|_ 100-240V AC

Figure 3.1 Terminals Configuration and Connection

|3.3 Communication Port

(1) Ethernet Port

W Ethernet Port PinNo. | Signal Code | Remarks
1] TXD+ Sending Data (+)
—— S gg°° 2] TXD- Sending Data (-)
|| © o000 3] RXD+ Receiving Data (+)
4
| 5
6] RXD- Receiving Data (-)
200000000 (O 7]
8]

Figure 3.2Ethernet Port Pin Numbers and Descriptions
(2) Serial Port

N Serial Port
a—"%%%‘“_ PinNo. | Signal Code Direction Meaning
CPU ' Host
— © oooco 1] SG1 | Signal Ground
| | S oo0o 2] DCD(CD) | +——
3] DTR(ER) —
4] CTS(CS) —
5] TXD(SD) —_— Sending Data
6] RXD(RD) <—?_ Receiving Data
71 DSR(DR) —
_‘%& 8] RTS(RS) [

Figure 3.3 Serial Port Circuit Diagram and Pin Numbers

Caution:

DR signal should surely connect. The surveillance of CS signal is performed at the time of an Active-HIPROTOCOL
setup. Please surely connect CS at the time of Active-HIPROTOCOL use.
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3.4 Operation Mode Setting Switch

Operation modes can be switched by using the operation mode setting switch ("mode setting switch”).

o| fecoooo000]
© 0000 Hﬂ
© oo
© o000
’ -~
o 1
20000002 [O L

Figure 3.4 Operation Mode Setting Switch

The following table describes settings of the mode setting switch.
Table 3.1 Operation Mode Setting Switch

Switch Name Function Description
0 Normal Mode Set to this mode for normal operation.
1 (Unsettable) (Do not set.)
2 IP Address Set to this mode to reset the IP address to the factory setting
Rescue Mode address (192.168.0.1).
3~6 (Not in use) (Do not set.)
7 Initialization to Initializes all of Ladder, mwconfig parameters and comments.
factory setting
8 (Unsettable) (Do not set.)
/\ Caution!!

To effect the operation mode change, supply the power after changing the switch setting.
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Chapter4  Preparation

|4.1 Equipment Preparation

Web Controller (in the factory setting) provides the following functions with the equipment listed in Table
41.

(1) Ethernet task code communication function

(2) Read/write data in internal output areas via a Web browser

Table 4.1 Required Equipment

Equipment Specifications Qty.

24V DC power supply 20 W or higher 1

Personal computer (“PC”) with a LAN port Windows 98 or later 1
Internet Explorer ver. 6 or later

Programming software for H series HLW-PC3 1

HUB supporting 10 BASE-T Compatible with IEEE 802.3 1

LAN cable Category 5 UTP or STP cable, 1
straight type™.

*1: Use a cross LAN cable when Web Controller is connected directly to the PC and not through a HUB.
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|4.2 Network Preparation

(1) Cable connection

Refer to Figure 4.1 and connect appropriate cables to each equipment.

Web Browser

Ethernet Port

ooooo .

Operation Mode Setting Switch

LAN Cable Web Controller
Ethernet Port T ‘ @ ‘ “0”: Normal Mode

@ —

DC24V

C
D—

Figure 4.1 Sample Connections

The following procedures are required to have Web Controller complied with the CE Marking
(EMC regulations).

ACaution (1) Route the LAN cable through within a metal duct separately from the power cable and 1/0
signal cable.

(2) Install the supplied ferrite core around the LAN cable.

Ethernet Port
LAN Cable qf,@@@@@@@@

ETHERNET ‘Web CONTROLLER
/ @ EH-WD10DR

Ferrite Core T P

2400 WV ] @

Dimensions: 19.0 x 19.0 x 30.0mm g%
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(2) PC network settings

- Follow the steps below to change the PC network settings for the access to the Web-based configuration tool.

1. Click the Start menu, and doubleclick [Settings] >

cal Area Connet atus
[Network and Dial-up Connections] > [Local Area e
Connection] to open the window shown in the right. Generl |
Then click [Properties]. Emmecirl
Stabas Cormached
Duraion: 03z
Spesd 10.0 hibpz
Activky -
Sw—%— Recsived
Packats: zsi8 | 1591
Fropatios | Dissble |
Close
2. Doubleclick [Internet Protocol (TCP/IP)]. P —— T
Bml]
Correct usng
]ﬂ AMD PONET Faredy Ol Ethomet Avdaptes

Compenents chacked ms wed by this cormechion
I | Cliest deor Micsgsal Msaniics

[ =] Fle: ardd Brrtes Sharing for Mcesant Netears
Ll ;mmiil

rtal. | Uriatal - | Progesies |

|~ Desciphion
Trarnigaioes Conbol Protocelnbemet Paotacol. The dedault
ot e retvaath, prolocol that pecvades commuricafion

&c0ss diverss nbscormeclsd retwoks

I Shaw icon in baskbe when conrmcted

oK Caneel |

3. Select [Use the following IP address], and enter an IP
address other than 192.168.0.1 and 192.168.0.225 (the

Internel Frotacol { TCF/IF) Propesiies

example shown in the right uses 192.168.0.15) in the IP o - _
address field, and then enter 255.255.255.0 in the o
Subnet mask field. (ke appaceaste 1P smlinga

™ Dibtain an 1P sddbors sutomatically
== W= i balownp | P addiece

IF addnss 192 WE. 0 .19
Subrad mash! IEE'J 28,25, 0
Diodandk gateveans I

L e | Pl |

1 Use the balewn g DNE server sddipssas
Prefesied DNS server I
Abeerate DNS o |

o ] _ewed |

4. Click [OK].

- Supply the power to Web Controller when “Installation and Wiring” and “PC network settings” are completed.

- Confirm that the network is properly established.




Chapter 4 Preparation

|4.3 Network Connection Check

Follow the steps below to confirm the network connection is properly established. The following steps

describe procedures for Windows 2000.

Microsoft ﬁlﬁdous 2888 [Version 5.88.21951]
{C> Copyright 1985-199% Microsoft Corp.

CaN>

ommand Prompt

Microsoft Windows 2888 [Version 5.88.21951
{C> Copyright 1985-199% Microsoft Corp.

C:n>ping 192.168.8.1_

ommand Prompt

L
C:\>ping 192.168.08.1

Pinging 192.168.8.1 with 32 hytes of data

Reply from 1922.168.8.
Ping statistics for 211.14.15.5:

Approximate round trip times in milli-—seconds:
Hinimum = Bms, Maximum = 28ms. Average =

LHES

Reply from 192.168.8.1: bytes=32 time=28ms TTL=242
192.168.8.1: hytes=32 time<{iBms TTL=242
192.168.8.1: hytes=32 time{iBms TTL=242

: bhytes=32 time<1Bms TTL=242

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>.

Sms

Command Prompt

Microsoft Windows 2868 [Version 5.88.2195]
{C>» Copyright 1985-199% Microsoft Corp.

C:\>ping 192.168.08.1
192.168.8.1 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.
Ping statistics for 192.168.8.1:

Approximate round trip times in milli-—seconds
Minimum = Bms,. Maximum = Bms,. Average =

LHE

ent = 4, Received = B, Lost = 4 (188x loss>.

Select [Start] > [Programs] >
[Accessories] > [Command
Prompt] to open the Command
Prompt window.

Type the following command.

ping 192.168.0.1

Note:
This command is not case
sensitive.

When the computer returns
Reply from 192.168.0.1 ...

in four consecutive lines™, then
your PC settings are completed.

Go to “4.6 Access to a Web
Server.”

*1:
In default, the ping command
returns the response for four
times. For details of the ping
command, type the following
command:

ping/help

If the following response is
returned for the ping command,
the communication between your
PC and EH-WD10DR is not
established:

Request timed out.
Check the following points again.
[Check Points]

- Have the communication
settings of Web Controller
been changed?

(They are not in the factory
setting.)

- Are the PC network settings
correct?

- Are the network devices
operating properly?

- Are appropriate cables used?
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|4.4 On-line Connection of LADDER EDITOR for Windows

For Windows 98 or later

Start the LADDER EDITOR for
» Windows.

» &P HLadder - Help

Favarites L4 HLadder - Readme

LDiocuments
@ Settings

& Log OFf Prafi...
Shut Down...

1| Windows98

!ﬂz{ Select [Off-line].

Help(t)

A o )
|| ] e =l gl 22| ZETP ]| zeom [o0 = %

ETE A e o e P e e o e B e |

Press [F1] to display Help menu. [ [e [ [ 2|

When you are off-line, an

FIMED BAUE) Yoewleh BudlEl Modell] Uitl) Wedem(d) fabitd

e 1] 2 o Made () WindowO)  Help(H) o K u o
wEl Lo P e S| P N indication stating “off-line
: |:‘—|ﬂ| Printer Sat(E).. £ gppears as shown in the red
B 2 Print Title Set(H). 3 . . . .
N p:::t L;y:,utesg(m) —— circle in the left illustration.

Q) ) - .
— Keyboard (K. Select [Utilities] > [Environment
CPU Sat(L).. > set].

Status Table (A
Crozs Reference(X) ¢

Chack(E)..
I‘”’ 2| Felailo| eloloial «leq=]] o Initialize ) b
pres [F1] o e Ha, rarss o o | T Ca ] Program Mame ()

Data Memory Edit(D)
IC Card (). »




Chapter 4 Preparation

Environment setting E

— Select the [Communication] tab,
Ladder Communication | Mode I Displayl

Communication Type Communication Port[P] enter “192.168.0.1” in [HOSt
" RS-232C(19.2k bps)[R) COM1: | Name] and “3004” in [Port No.],
" R5-2320(4.8K bps](S) et (R and then click the [OK] button.

192.168.0.1
% Ethernet(E]

Part Mo.[M]
' RS-232C(38.4k bps)(C) 3004

€ Modem(h) PhoneMa ——— Select [File] > [GRS] to return to
|468514 the GRS screen.
[oial S ettinal T

oK I Cancel |

R B o RiaBPEl [ B 2 Select [On-line].

3t 2 e o et | o o] el = |

ez I ity e [ 0

Ladder editor for Windows - [Ladder] = .
| Fiel]) ERE) Viewly) BuldE) Models) Uil Windowlw) HoplH) INETE] When you are on-Ilne, an

Rt e e A AL | o | i A indication stating the operation
| condition of EH-WD10DR (RUN
or STOP) appears as shown in
: the red circle in the left
illustration.

=
L |
KT} B
A3l el et @ e ol olol #[o4=[ 1|
Jereaman is nor teana
Press [F1] o display Help mena. % [Home. 182168 [PE [Edt [16 [48511step [0 7

Please refer to the “Hitach Programmable Controller, Personal Computer Software: LADDER EDITOR for
Windows (NJI-206*)” for further operation procedures of LADDER EDITOR for Windows.
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/\ Caution!!

If two PCs connected to Web Controller use the same port number for the connection with the LADDER
EDITOR for Windows, the LADDER EDITOR for Windows on the PC connected first stays on-line, but the
latter PC can not communicate with the LADDER EDITOR for Windows. Make sure that different port
numbers are used for LADDER EDITOR For Windows connections.

LADDER EDITOR For Windows LADDER EDITOR For Windows

2] On-line communication can not

1] On-line be established when the same
port number is used.
Figure 6.18 When the same port number is used for LADDER EDITOR for Windows connections.



Chapter 4 Preparation

|4.5 Access to a Web Server

Follow the steps below to confirm the network connection is properly established. The following steps

describe procedures for Windows 2000 to access a Web Server.

trol Panel Open [Control Panel] > [Internet
| Fle Edt View Favorbes Tooks Help | « | X

| oo Qsearch Foders (HiHstery | (5 00 X o - | Optlons]-

| peddeess [ 501 Control Panel =] e |

D ® & W B 5 o -

Acorssblty  Addfemove  AddiRemcve Administrabve  DabefTine Fokder Cptions
Optionz Hardware  Programs Tooks
] ] < =
g 4 & & O @ S
Fonts Game Keyboard Mouse Metwork and  Phane and
FETT——— [215] Select the [Connections] tab, and click
General | Secur\tyl Cantent Connections |Programs | Advanced | the [LAN Settlngs] bUtton-
% Use the Internet Connection Wizard ta Setup, .
conneck your computer ba khe Internet.

i Dial-up settings

& aieH Add

REmuve

SELLin s

[ ¢

05/ rieverdislla connection
! Dialwhieneyer & nebwark conneckEmis Nt ErEsent
€ Aliwzys dialimy default conmection

GrrEn: e Seb Defauls

i Local Area Metwark (LAN) settings

il

LAN Settings...

oK | Cancel I Appy |
Local Area Network {LAN) Settings Confi m that no proxy server iS
— Automatic configuration SpeCIerd
Aukomatic configuration may override manual settings, To ensure the !
use of manual settings, disable automatic configuration,
" Automatically detect settings
[ Use automatic configuration script
Addfess I
i~ Proxy server
[ Use a prowy server
Addftess, I ity I Advanced.., |
I | Biymass proey server for lncal addresses
3 EH-WD10DR - Microsoft Internet Explorer Start Internet Explorer and enter
J Fie Edit “iew Favoites Took Help httQ/M 92.168.0.1 /browse.cgl?default.

htm (when the IP address is
192.168.0.1) in the address bar.

| Address |{&] hitp://152.168.0.1/browse. cai?default him

3 EH-WD10DR - Microsoft Intenet Explorer M=K
| Fio Edi Vew Faoites Too Hem H R E A
| &ddress [&] http:/#192.168.0.1/browse. coi?dsfault him | o6e
EH-WDI0DR
10 Monitor & IO Set

[[vo [ Stns [ Comments

[ =m0 [ oFF@m [

[zo0r [ oFF@ [

ooz [ oFFm [

[ =m0z [ oFFm [

[xo0s [ oFF@ [

[zmos [ oFF@m [




Chapter 5 Access to Web pages

|5.1 Web server function

Web Controller is equipped with HTTPD (Hyper Text Transfer Protocol Daemon) which enables users
monitoring and setting of the data in the unit, and dedicated CGl (Common gateway Interface) for a Web

server function.

(1) Equipment composition and access procedures

Outline of procedures to access Web pages are described in the following flow chart:

Start setting

Connect a personal computer with Web Controller]
using a LAN cable and a hub.

Check the network setting of the personal
computer.

Launch a Web browser on the PC, and access
the Web page of Web Controller.

Perform monitoring and setting.

Exit the Web browser.

< End of setting )

Browse request

Web browser

Return the specified fi Operation Mode

Setting Switch

LAN cable Web Controller ‘
Ethernetport (o/[sssssssss] ) @
_| a — % H 33”‘ ../ “0”: Normal mode
Q00! O

:D_‘ DC24V

Figure 5.1 Outline of access procedures
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(2) Network setting on a PC

To access the Web contents in Web Controller using the network composition described in Figure 5.1, the

network setting on a PC should meet the following requirements.

Condition 1 Subnet mask should be “255.255.255.0.”
Condition 2

The first three bytes of the IP address should be “192.168.0” and the last byte does not
overlap with the last byte "'of the IP address of the Web controller.

*1: The factory setting of the IP address of Web Controller is “192.168.0.1.”

If the subnet mask of the PC is “255.255.255.0” and the IP address is “192.168.0.128,” you do not have to
change the network setting on the PC.

If the subnet mask of the PC is “255.255.255.0” and the IP address is “172.16.0.128,” you have to change
the network setting on the PC.

How to change the network setting on a PC is described below. It is assumed that the operating system is
Windows 98 or later.

How to change the IP address

(1) Open [Network] from [Control Panel].
Select [TCP/IP] protocol, and click the [Property] button.

L0€alAPe LONNGCTION PITPaFIas [F1=]
Gesece |
Cannset uzing:
I BE} bl PTTE T Famiy P71 F tharnst Beiashar

Frebg e
Camperents chichod og wigd by iz comnestivn

4 B it Tor Mickoit Hetmorha

A B Flicaend Pt Shiting e Hiaualt * chwales

Sl g 11t 1 vet Piotcecd ITETAR)

batal, | Udneal || Ptz

EE——

Traranizion Contied Motcca.finzenal Mrotacal. The defalt
wids wenneimal praleaal It preides somrrmmie dion.
ey disen sy placur necled reveks,

I Showicon intevkier abiercormecd

05 l Carecel
(2) Select the [IP address] tag, and set to “192.168.0.128.”

InLerniel Prutuvad (TCP;IP) Properlivs.

Cenzra |
o4 6 02t 1= 32tings assiared auloniatizaly. Fyoul ACtol 3o
Feit rapahliy ~Hersity pon pend 0 ave a8 eenek sdmininar

toe spproprate [ setting]

1% -Rx 0w
2. 253, 255 O

(3) Clicking the [OK] button prompts you for the restart. Restart the PC when ready.
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|5.2 Access to Web pages

To browse the Web pages in Web Controller, enter the URL in the address bar of the Web browser

according to the following format:

Table 5.2 An example of the URL statement to access Web servers

URL statement Remarks

http://192.168.0.1/browse.cgi? 11 1[].htm

|_ Use this statement to access
Requested file name all files stored in Web
. Controller including HTML
Program for browsing )
files.
L——IP address

Connection requests from a Web browser are constantly accepted, if Web Controller is turned on when

the Operation Mode Setting Switch is in “Normal Mode.”

To access Web pages, enter the IP address, browsing CGl and the requested file name in the address bar

of the Web browser after launching a Web browser.

/\ Caution!!

Address bar

J Address |€| http:/ /19216801 /browse ceiZdefault htm

- ~Z

Web Controller

=

HUB

Figure 5.3 Access to Web pages

/\ Caution!!

If Web pages are not displayed after performing the procedures described in this section, it may possible that
the “proxy setting” of the Web browser is enabled.
Please refer to “4.2 - Network Preparation” of this manual, and use Web Controller without specifying any
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|5.3 Access to default Web pages

This section describes how to access the default Web page stored in Web Controller as a factory setting.
The following three HTML files are stored in Web Controller as a factory setting.

* default.htm

* comments.htm

* d_mobile.htm

default.htm
Launch a Web browser and enter the following URL in the address bar to access Web pages.

Table 5.4 An example of the URL statement to access Web servers

URL statement Remarks

1 . The IP address described
http://192.168.0.1/browse.cgi?default.ht here is the factory setting. If
the change has been made,
please enter the IP address
after the change.

— |P address

Following screens will be displayed. (These screens are displayed in two screens, because they are too long

to fit in one.)
=3 EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help

J hack + = - € ol | &l Search [ Favorites  C¥History ||%v =
EH-WDI10DR
10 Monitor & 10 Set

RLLLLTLLLLLTY FLLLLLLEErT]
IFo :S-lu!usl
oy "

000 W aOFFOe

1 1

[
VO Display _}‘E 4001 % mGFFe) e

Commants

w0z ¥ SOFF Comment Display

Status Display

IO Setting

Commants

YRR

51 Dane I_I_ @_ My Computer

Figure 5.5default.htm
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/2 EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J =Bach w5 o ° i | @Search [#Favarites @Histury ||%v =

W04 | GFFD ;I

=S GFFIR

Comments Sot

= O
Set
C OFF

Lo Status

Y0 QFF

=0

Vi [ 1FFOD Sar
: ] " OEE L]
- T eyl
FF1)
'l [ CIFF BEF Sat
. . = 0OM
¥I03 QOFFD 5
T [{NK] aFF (11

Calendar Clock

SUEEEEEEEEEsEEsEssEsEEEEEy
Calardar clock
20006 22 Tue 17

] 22 Tue, 1754 23
EREREREENERERERNAEREREnnd
watam Information ]

Firmwara Varsion [ ] 1 Hrmware
e p——————- |r‘TfCIrI"I‘IatIOI"I
Cink o comments o |
T ] LNk tO LOgoLL
|@ Done I_ I_ |@l My Compuker s
Figure 5.6 default.htm
Table 5.7 Contents of “default.htm”
Name Contents

1/0O Display Column

Indicates 1/O. It is described in the HTML file.

Status Display Column

Displays the current status of the external input/output (X000 - X005, Y100 -
Y103) in ON (1) or OFF (0).

Comment Display | Displays the comment set in “comments.htm.”
Column

1/0 Set Part Sets ON or OFF to the external output.

Calendar Clock Column Displays the current calendar time of Web Controller.
Firmware Information | Displays the current firmware version.

Column

Link to “comments.htm”

Accesses “comments.htm” stored in Web Controller.

Link to Logout

Logs out from the Web page.

(No login operation is necessary, because no access authorizations are set to
“default.htm” as a factory setting. Therefore, there is no logout operation. Please
refer to “Chapter 6 - What users can do with a Web browser” for details. Or set an
access authorization in “System Configuration,” and access “default.htm” again.
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comments.htm

The following screen is displayed after accessing “comments.htm.”

3 EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘“iew Fawarites Toals Help |

J ‘= Back = =0 o ° ﬁ| @58arch [3] Favarites @History ||%v =

IO Display

Comment Display

EH-WDT0DR
10 Comments Set
/O ajg  CGomments HH Sat H
R ——
_h'.xm1i H E: H
foouit  —
P oo i '
Eooidd i
—d i #—] Comment Setting
E YIE'JEE EE—E

Gnt

Link to default.htm

1

10 Maritar & [0 Set pege
"

¥——] Link to Logout |

|@ Done

[
I_ I_ |E.EJ. My Compuker o

Figure 5.8 comments.htm

Table 5.9 Contents of “default.htm”

Name

Contents

1/0O Display Column

Indicates 1/O. It is described in the HTML file.

2 | Comments Display
Column

Displays the comment set in the Comment Setting Column.

3 | Comments Set Column

Enabled by entering a comment and click the [Set] button.
Enter a half-width space and click the [Set] button to delete the comment you set.

4 | Link to default.htm

Accesses “default.htm” stored in Web Controller.

5 | Link to Logout

Logs out from the Web page.

(No login operation is necessary, because no access authorizations are set to
“‘comments.htm” as a factory setting. Therefore, there is no logout operation.
Please refer to “Chapter 6 - What users can do with a Web browser” for details.
Or set an access authorization in “System Configuration,” and access
“‘comments.htm” again.
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d_mobile.htm

The following screen is displayed after accessing “d_mobile.htm.”

<] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites  Tools  Help

J ‘= Back = = - ° ol | @SEarch [F] Favorites @History ||%v =

O Monitor

YO Maonitor
&
11O Setting

EH-ADIODR
I Mdonitor
10 Zat

e LT ELEEETTEY

|@ Done

=
I_ I_ |@l My Computer A

Figure 5

10

d_mobile.htm
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/3 EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J aBack = =t ° o | @Search [F]Favarites @Histnry ||%v =k

ALLE] = LFFW
F

W0 = 0000

Y100 = OFFO:

[oFF =]

¥l = OFF:

OFF =

102 = QFFoe

OFF =

Y103 = OFFi

OFF =
140 Set

IO Monitor

&

1O Setting :

fEeEEEEEEEEEEEEE

WD = 0000

I E [0 Smt

Link to Logout

|@ Daone

[~
I_ ’_ |Q| My Computer s

Figure 5.11 d_mobile.htm

Table 5.12 Contents of “d_mobile.htm”

Name

Contents

1 | I/O Monitor Column

Displays the current status of the external output (X000 - X005 and WX00) in ON

2 | /O Monitor &
Column

/0 Set

the [I/O Set] button either after selecting “ON” or “OFF” on a pulldown menu or
entering a value in the textbox in a hexadecimal digit, the value is set to Web
Controller.

3 | Link to Logout

Logs out from the Web page.

(No login operation is necessary, because no access authorizations are set to
“d_mobile.htm” as a factory setting. Therefore, there is no logout operation.
Please refer to “Chapter 6 - What users can do with a Web browser” for details.
Or set an access authorization in “System Configuration,” and access
“d_mobile.htm” again.
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Via a Web browser, it is possible to configure Web Controller as well as monitor or set values on the data
memory. This section describes each of these functions. Refer to Chapter 15 and later for actual setting

procedures.

|6.1 Super User Registration

Super Users, who is authorized to configure Web Controller, should be registered. It is possible to register

four Super Users, and the privileges which are set by each Super User can be separately defined.

Super User A Super User B

‘09000

Example of how authorizations are Example of how authorizations
set for Super User A are set for Super User B

- Update of files

- IP address setting

- Mail settings

- Ethernet Protocol setting

- RS-232C Protocol setting

- Change password for mail Items without privilegeUpdate of
settings files

- Change password for /O set - Mail settings _
- RS-232C Protocol setting

- Change password for I/O set

- IP address setting

. Ethernet Protocol settingChange
password for mail settings

Figure 6.1 Sample setting of privileges for each Super User

Access the following address to register Super Users. Refer to “Chapter 12 Super User Registration” for

details.

Table 6.1 An example of URL statement to access the Super User Registration CGl

URL statement Remarks

http://192.168.0.1/systemsetting.cgi

When accessing to
Super User Registration
CGl with the factory

Super User Registration CGI default IP address.

—— |P address
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|6.2 System Configuration

System Configuration is used for various settings of Web Controller. This function allows you to make
network settings (e.g. file registration/deletion and IP address), and to set up e-mail, communication using
Ethernet/RS-232C protocols, and ID/Password, as well as to make password change for e-mail address
book editing and for 1/0 settings. Super Users can set limited items depending on their respective

registrations.

With Super User ID and password Without Super User ID and password

Settings,
Access is impossible without

updating files,
Super User ID and password.
etc.

Figure 6.2Sample setting in “System Configuration”

Access the following address to set the System Configuration. When you access the address and log in to
this function, the browser displays the System Configuration index page where you can start various settings.

Refer to “Chapter 13 System Configuration” for details.

Table 6.2 An example of URL statement to access System Configuration CGI

URL statement Remarks

http://192.168.0.1/mwconfig.cgi

When accessing to
System Configuration
CGl with the factory

System Configuration CGl default IP address.

—— |IP address
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(1) Registering, deleting and downloading of files

You can register and delete files in Web Controller, and download files to the local disc.

Web browser File download

File registration/deletion

LAN cable Web Controller

Ethernet port 5 —
—d _)% see::“/

222 o

Operation mode switch

“0”: Normal Mode

:D—- DC24V

Figure 6.3 Registering, deleting and downloading of files

The following files can be registered in Web Controller. The following three files are stored in No.9

through No.11 as factory setting: “default.htm,” "comments.htm” and “d_mobile.htm.”

Table 6.3 File registration specifications

Iltem Description
1 Storable file types HTML(*.htm), JPEG(*.jpg) and GIF(*.qgif)
2 File names 1] number of characters 1 to 8 one byte

characters + extension: 4 characters (.htm, .jpg, .gif)

2] Usable characters“Ato Z,” "ato z,” “0t0 9,” “-“and “_”
3] Same file names can not be registered.

3 Storable file size and 16,380 byte: 8 file (No.1 to 8)

number of files 8,188 byte :16 file (No.9 to 24)

4,092 byte :16 file (No.25 to 40)

HTML files to be registered in Web Controller may be freely created as Web pages with HTML tags and

scripts.
Web Controller supports HTML tags adopted in Microsoft Internet Explorer (“IE”) 6.0 or later versions.
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(2) IP address settings
This function is used for network settings including IP address, DNS server and NTP server.

The following table shows initial factory settings.
Table 6.4 IP address factory settings

Iltem Factory Settings

1 | Node Name EH-WD10DR

2 | MAC Address MAC Address of this unit

3 | IP Address 192.168.0.1

4 | Subnet Mask 255.255.255.0

5 | Default Gateway (Not set)

6 | DNS Server (No checks)

7 | Primary DNS Server (Not set)

8 | Secondaly DNS Server (Not set)

9 | NTP Server (No checks)

10 | NTP Server Address (Not set)

11 | NTP Server Access Time O[Hr] 1[Min]

12 | Time zone GMT+09:00
/\Caution!!

Note that Web Controller must be restarted to reflect changes to IP address. Make sure to go through the
restarting process using this function to restart, but never shut off and re-supply the power for the purpose.
Refer to “Chapter 13 System Configuration” for details.

(3) E-mail settings

This function is used for settings for sending e-mails.
There are two areas to be set. One is for basic settings for e-mail address and server, and the other is
for mail trigger settings to define criteria of outgoing e-mails. Factory settings leave these areas

undefined. Make sure to make the settings in order to use the send e-mail function.

ACaution!!

Note that mail trigger function can be set only after e-mail basic settings are completed. Refer to “Chapter
13 System Configuration” for details.
Please be informed that not all e-mail servers are proven to support the send e-mail function.



Chapter 6 Web Browser-based Operations

(4) Ethernet protocol settings

This function is used for the settings of communication using Ethernet protocol.

Passive HIProtocol and message communication settings are required for Ethernet protocol. The
following table describes factory settings of Ethernet Passive HIProtocol. As for the Ethernet message
communication function, factory settings leave it undefined. Make sure to make the settings in order to

use this function.

Table 6.5 Ethernet HIProtocol factory settings

Iltem Factory Settings

1 | Task Code Port1 TCP/IP
2 | Task Code Port1 Port No. 3004

3 | Task Code Port2 TCP/IP
4 | Task Code Port2 Port No. 3005

5 | Task Code Port3 TCP/IP
6 | Task Code Port3 Port No. 3006

7 | Task Code Port4 TCP/IP
8 | Task Code Port4 Port No. 3007

9 | Port Timeout Enable
10 | Port Timeout Value 30

(5) Serial port settings

This function is used for settings of communication using RS-232C protocol.
Active HIProtocol, Passive HIProtocol and General Port settings are required for RS-232C protocol.
Factory settings leave these areas undefined. Make sure to make the settings in order to use this

function.

ACaution!!

Active HIProtocol, Passive HIProtocol and General Port can not be used at the same time. Note that the
setting of the one currently in use will be changed to “Not Use” status when the setting of another is changed
to “Use.” Refer to “Chapter 13 System Configuration” for details.
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(6) ID/Password settings

This function is used for access authorization settings for files stored in Web Controller.

With user ID and password Without user ID and password

| X
| Access is impossible

without User ID and

Password

Files without an Files with an access

access control control

Figure 6.4 File access authorization

Access authorization needs to be set for each file. The following table describes available access
authorization setting options.

Table 6.6 Available access authorization setting options

Setting Options

1 | Accessible without User ID nor Password

2 | Accessible only with User ID and Password

3 | Not accessible even with User ID and Password

No access authorizations are set for the three files stored as factory settings in Web Controller. They are

accessible without User ID or Password.

(7) Change password for mail settings

This function is used for changing a password to log in the mail setting page.

/\ Caution!!

The initial password to log in to the main settings screen is "1111." Unchanged password means leaving a
security hole open. _Make sure to change the password for the main settings page.

Refer to “Chapter 13 System Configuration” to change the password.
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(8) Change password for 1/O set

This function is used for changing the password for I/O set.

/\ Caution!!

The initial password for 1/0 set is "1111." Unchanged password means leaving a security hole open.

Make sure to change the password for the I/O set.
Refer to “Chapter 13 System Configuration” to change the password.
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|6.3 Browsing Web pages

Web Controller is equipped with HTTPD (Hyper Text Transfer Protocol Daemon) which enables users
monitoring and setting of the data in the unit, and dedicated CGl (Common gateway Interface) for a Web
server function.

The following flow chart describes the browsing process of Web pages stored in Web Controller.

URL input
(http://192.168.0.1/browse.cgi?xxx.htm)

Access privilege on xxx.htm ?

User ID/password required

User ID/password not|

required [ User ID/password Input ]

i ?
User ID/password authenticated? Not authenticated

Authenticated

A ible to xxx.htm? i
ccessible to xxx.htm Not accessible

Accessible

Y
4’[ Access to xxx.htm ] [ Access to error page ]

Figure 6.5Access flow chart

/\ Caution!!

The above figure illustrates an access flow with the factory setting IP address “192.168.0.1.” If IP address
has been changed, you should enter the IP address after the change. Further, the above example uses a
file name “xxx.htm.”  Enter the file name you want to browse instead.
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Browsing the HTML files in Web Controller via a Web browser

When Web Controller receives a request from a Web browser specifying an URL address for an HTML file
stored in it (1], 2]), it returns the requested HTML file (3], 4], 5], 6]).

Web browser Web server Cal
. 1] Browse request 2] Browse request 3] HTML file HTML
URL input accepted retrieval files

5] HTML file 4] :n';l}/llgizle >
return Yy

<G=

4;

6] HTML displayj

Figure 6.6 Browsing Web pages

Reading out the values on I/O memory via a Web browser
In order to read out values on 1/0O memory in Web Controller via a Web browser, users need to create an
HTML file conforming to the HTML tags which have been extended based on our original specifications
(“extension tags”), and also need to register the HTML file (“data read HTML file”) in Web Controller.

When Web Controller receives a browse request for an HTML file (1]), CGI analyzes the HTML file (2], 3],
4]) and checks if the file has an extension tag. If the HTML file contains an extension tag, CGl retrieves the
values on 1/0 memory and create a temporary HTML file to be sent back (5]). Web server sends back the
temporary HTML file to the Web browser (6], 7]).

This means that users can read out values on 1/0 memory in Web Controller via a Web browser by using
CGl and extension tags.

Web browser Web server CGl
1] Browse request 2] Browse request 3] HTML file HTML
URL input —b accepted retrieval files
\_
\
6] Return HTML | 4] HT'}’”—.f"e >
file analysis
7] HTML display | < \ ( Data
5] Generation of HTML files memory
including values on data
memory

Figure 6.7 Reading out the values of I/O memory via a Web browser
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Setting the values on I/O memory via a Web browser

In order to set values on I/O memory in Web Controller via a Web browser, users need to create an HTML
file conforming to the FORM tag, INPUT tag and SELECT tag as well as to the INPUT tag attribute format,
SELECT tag attribute format and I/O pass tag that we independently defined, and to register the HTML file
(“dataset HTML file”) in Web Controller.

When receiving a browse request for a dataset HTML file (1]), CGl returns the requested HTML file (2], 3],
4], 5]). Then, the Web browser displays a page including input boxes, check boxes, pull-down menus and
others (6]). Users input or select values they want to set (7)), and submit the dataset request (8)) on this
page. When Web Controller receives the dataset request (9)), it analyzes whether the I/O pass tag is defined
to require a password (10]). If a password is required, the Web browser displays a password authentication
page (11]). When a password is entered on the password authentication page (12)) and accepted (13), 14),
15)), the submitted data is written in the specified I/O number area on data memory, and the referenced page
is displayed on the Web browser again (16], 17]). If no password is required, the submitted data is written in
the specified 1/0 number area on data memory, and the referenced page is displayed on the Web browser

again (16], 17])

Web browser Web serve CaGl
] 1] Browse request 2] Browse request{ | 31 ML file HTML
URL input b accepted ] retrieval files
\
- . 4] HTML file > \
5] HTML file :
6] Screen display ]return analysis
including input| —
boxes )
SET
/] Inﬁ)uttin.g 9] Data set
values in 10] I/O path ta
input boxes 8] Data set request ;%%lée?éd inalygis ?
— |—
ATV E—
SET 1] Password Whena \
authentication | [password is *When a
S screen returned | [n€cessary. \ :
12] Authenticatior] <« <« 1 ﬁgtssword s
Password |:| 12] Password 14] Password 15] Password Inecessary.
SUBMIT| [BACK transmission accepted authentication | |
_ ——— | process | Data
- memory
17] Display of 16] Referenced /
referenced HTML files y
HTML files returned —
wo- [ |+ -
SET

Figure 6.8 Setting values on I/O memory via a Web browser
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(1) Simultaneous access to Web Controller

Web Controller controls a maximum of 6 sessions with a Web browser. A session as defined and

controlled by Web Controller starts when a Web browser submits a browse request for an HTML file and
ends when Web Controller returns the file.

Browse Request

Web browser

Web Controller
(o] [BZeses0ee] |

S

DGO.DOOOOI (=)

(Request for HTML file)

HTML file return

| rmerin

Session

Figure 6.9 Session
Therefore, after Web Controller receives a browse request from a Web browser for an HTML file, it can
receive up to five more browse requests for the same or other files before returning the initially requested
HTML file.

If browse requests exceeding six sessions are made, the Web browser will not receive the requested
HTML file to display as a Web page.

If no page is displayed, you need to submit the browse request
again via the Web browser.

| Cannot find server - Microsoft Internet Explorer [ [0[=]
Fle Edt Vew Favortes Took Help
Grack -~ - @ [ )| @search GaFavortss Fristory | R &
ncdress || ] @a |[unks 7
@ The page cannot be displayed
The page you are laking far is currently unavailable. The Web
site might be experiencing technical difficulties, or you may need
to adjust your browssr settings.
Please try the following:
» Click the [#] Refresh butten, or try again later.
+ If you typed the page address in the Address bar, make
sure that it is spelled correctly
 To check your connection settings, dlick the Taols menu,
and then click Internet Options. On the Connections
tab, dlick Settings. The settings should match those
provided by your local area network (LAN) administratar or =
€] Done: [ [ = My computer 4

Figure 6.10 When browse requests are submitted in excess of maximum number of sessions
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If you use the FRAME tag to display multiple Web files on the same Web page, you should consider this
maximum possible number of sessions when making up frame compositions. Also, the larger the file
size is, the longer it takes Web Controller to return the Web file. This means that one session is retained
for a longer period of time, causing situations where other Web files may not be displayed.

The figures below show the difference of retained sessions depending on the size of HTML files stored in
Web controller. Figure 6.11 illustrates session operation of small size files, while that of large size files is

shown in Figure 6.12.

Web Browser Web server six sessions
1 2 3 4 5 6 Small-size-framed.htm
Obtain small-framed.htm | |
| Display
Receive request small-left.htm
Return small-framed.htm in the left.
" L : Display
‘Dlsplay small-left.htm in the left, smallrighthtm )
N Smal-left.htm (i1 the right Small-right htm
Display small-right.htm in the right. :
<
Obtain small-left.htm »n
Receive request in the left in the right
. . Return small-left.htm
Obtain small-right.htm
-
Ll
in the left Receive request
< Return small-right.htm
= ‘ S m a I I
<
bl
Figure 6.11 Web server — six session operation: small file size
Web Browser Web server six sessions
1 2 3 4 5 6
Obtain large-framed.htm | | Large-size-framed.htm
» !
Receive request
Display
Return large-framed.htm small-left.htm
Display large-left.htm in the left. in the left.
4 Display
l small-right.htm
Display large-right.htm in the rigpt. in the right.
oreyessEsem—_a ooy
hl . i
Obtain large-left.htm Large-left.htm Large-right.htm
-
Ll
...... Receive request
h Return large-left.htm in the - inthe -
Obtain large-righthtm | (|} | | | -1 | -----
> _I left - right
Receive request
< Return large-right.htm
in the
<
il
in the
<
hl
P
-
DI a rg e
N
L I
-
L
-
left
<
N
right
<
-
Figure 6.12 Web server — six session operation: large file size
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|6.4 Mail Settings

If a mail trigger is already set on System Configuration, it is simple and easy to edit mail settings. This
function enables you to quickly reflect an address change of a mobile phone or other e-mail account to the
e-mail address book of Web Controller.

Access the following address to the mail settings page. Refer to “Chapter 8 - Mail Settings with a Mobile

Phone” for details.

Table 6.7 An example of URL statement to access the E-mail Address Book Editor CGl

URL statement Remarks

http://192.168.0.1/mailsetting.cgi

When accessing to e-
mail address book editor
CGl with the factory

Mail Settings CGI default IP address.

L——|P address

Web browser

Mobile Phone

Editable from the mail Editable from the mail

settings page settings page

Figure 6.13 Access diagram to the mail settings page

ACaution!!

To access the mail settings page from a mobile phone, Web Controller needs to be connected to Internet.
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Chapter 7 Mail Sending Function

|7.1 Mail sending function

Web Controller supports SMTP (Simple Mail Transfer Protocol), and it is possible to send e-mails to mail servers on a

network.

Web Controller sends an e-mail when it detects the change of a signal from OFF to ON in the bit data (I/O type is “R”)

specified as a mail sending request trigger. The following table describes the specifications of the mail sending function.

Table 7.1 Specifications of mail sending function

Item Specifications
Mail Server Protocol SMTP(Simple Mail Transfer Protocol)
User Authentication POP before SMTP (Account: 1 - 64 one byte characters, Password: 1 - 64 one byte
characters)
Encryption None
Server Configuration Compatible with DNS.

SMTP server: Up to 64 one byte characters.

POP server: Up to 64 one byte characters.

Registration of E-mail address | One address up to 56 one byte characters.

Triggers 16 triggers (Settable from RO - 7FF)

The signal set as a trigger for sending mails should be ON for one second or longer.

ON Ton: Trigger bit On duration (Min)
Trigger bit Rn Tos=1(s)
OFF J
Ton
Number of Registerable Up to 8 per trigger: up to 56 one byte characters.
Addresses
Subject Up to 32 double-byte characters (64 one byte characters).
Body Up to 128 double-byte characters (256 one byte characters).
Data 3 words (selected from WRO - 3FFF, FO0O - 1A9F, comment: up to 16 one byte
characters).

Parameters necessary for sending e-mails should be set on a MWConfig page accessible via a Web browser.

MW Config page

e s e me [ 1}
O St (et e (-8 |

. ER T |

Subject: Trouble alert
Sender: aaa@bbb.co.jp
Body

A trouble occurred on the BB
equipment in the A tower.
Trouble code 0020

C part with troubles 0003
Temperature of the D part 0080

Ethernet

Memory @

:].I I Mail delivery
processing

L -

| SMTP
Ethernet

Mail server

Web controller

Figure 7.1 Outline of mail sending function
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Mail sending operation (when DNS is used)

Default DNS server

(Specified in the MW Config page)

3] Query of the IP address of
server,

SMTP
sequence

RN
1] Query of the IP address
of POP server

A Caution!!

return

2] POP server and authenticétion

sequence

IP Address return

4] SMTP server and maﬁl\\
delivery sequence h

|
1
'| (Specified in the MW Config page)
\

\

\

\

v |

\

POP server

\

\
\

\\
/\\/' | SMTP server |

Figure 7.2 Mail sending operation

There is no guarantee of proper operation for any combination of DNS servers and mail servers.

|7 2  User program sample for sending mails

The following is a sample user program for sending e-mails with Web Controller.

External output for sending mails: X0

Trigger for sending mails: RO

Sample program

longer]
X0 RO
|
I
Mail sending Mail trigger
signal input

Figure 7.3 Sample user program for sending mails

[When X0 is an ON pulse for 1 second or longer]

[When X0 is not an ON pulse for 1 second or

X0 DIFO TDO RO
| | ] )
11 1 (O
Actual input Mail trigger
RO
|
Mail trigger
RO TDO
H () 0.1s X 11
Mail trigger Timer which measures duratior|
of pulse




Chapter 8 Mail Settings with a Mobile Phone

|8.1 Mail Settings

Web Controller provides a dedicated mail settings screen. Using the screen, users can refer to or change
addresses for each trigger by specifying mail sending triggers to the mail setting information configured on the
MW Config page via a Web browser.

The editor screen is compatible with CTML to enable the reference and configuration from mobile phones.

(1) Access to the mail settings screen

To access the mail settings, enter a URL according to the description in the Table 8.1.

Table 8.1 An example of the URL statement to access the mail settings page

URL statement Remarks

http://192.168.0.1/mailsetting.cgi

When accessing to the
Web page for editing mail
addresses with the factory

Mail Settings Page Program default IP address.

L——|P address of Web Controller

After the input of the above URL, a screen for entering a password is displayed as shown in Figure 8.2. The

password should be the one specified in the System Configuration page.

WaIC SETTING 2]

Pazsword:

3]
E% i
\ o T+ Ii J
Name of Screen Password Input Screen

No Name Contents Remarks
1] | Title Displays the title of the mail settings

screen.
2] | Password Input Field Field for the input of password to use this | Valid input format:

function. One byte character

(upper and lower cases)
1- 16 digits

3] | Password Input Button For the password authentication of the

input password.

»< Passwords can be changed in “The password setting for mail address” in the System Configuration screen.

»< Passwords input in the above 2] are displayed in asterisks (*).

Table 8.1 Mail Settings - Password Input Screen
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(2) Selection of mail triggers for reference or change

After the password match is confirmed, “Subject” of mails is displayed if valid mail sending triggers exist.

Name of Screen

Screen to select contents for edit and subject of the mail

1] MAIL SETTING

ELECT TITLE:

2]

(3) Mail Settings

from the screen.

No Name Contents Remarks
1] | Subject of mail Select the subject of the | Title Display Mode: X.Y
List of links mail for editing mail X: Mail Trigger Number
addresses. Y: Subject of mail
2] | Link to Logout Press the button to log out | Return to the password

input screen after the

logout.

* Only the subjects of mails with a valid trigger are displayed.

Table 8.2 Mail Settings - Mail Subject Selection Screen

Select the “Subject” of a mail, and the addressees of the mail will be displayed.

1] MAIL ZETTIMG

TLE:
HIEEIR

Send Distination 1 52

Send Distinetion 2 i}

Zend Distination &
same [ sBhooc, co. ip

SET:

| samelelBood, co jp” 3

Name of Screen

E-mail Address Book Editor Screen (sorted by mail

to be sent

be sent.

subjects)
No Name Contents Remarks
11 | Mail subject for edit | Displays the subject of the
mail in edit.
2] | E-mail address | Input E-mail addresses in | Valid input format:
input field this field. One byte character
(upper and lower
cases), numeric and
symbols.
1 - 16 digits
3] | Checkbox for mails | Check the box for mails to | Checked: Enabled

Unchecked: Disabled

from the screen.

4] | Registration Button | Registers the input E-mail
address.
5] | Logout Button Press the button to log out | Return to the password

input screen after the
logout.

% The symbols available for the above 2] are

‘@’ (“at” mark).

“ o«

Figure 8.3 Mail Settings screen

(hyphen),

“« n “n

(underbar), “.

5 the trigger to be edited is enabled, if there is no valid address, it causes an error.

(period), and
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(4) Registration of mail addressees

Specify addressees of the mail, and the following screen will be displayed.

- Name of Screen E-mail Address Registration Completion Screen
1] : No Name Contents Remarks
HAIL SETTING @ | Message Displays the result of
Operation iz conpleted. operation.
|m ® | Message Return to the screen to
2]/ LOGOUT Confirmation send the subject of a mail.
Button
® | Link to Logout Press the button to log out | Return to the password
3] from the screen. input screen after the
B3 E logout.
il ez
Y —
Figure 8.4 E-mail Address Registration Screen
(5) Error message
Table 8.2 E-mail address book editor - List of Error Messages

N | Error Message Contents and Measures

o]

1 Mail server is not setting. Displayed when a mail server is not specified in the

MW Config page. Set up a mail server.
2 Trigger is not found. Displayed when a mail trigger is not set.

3 ERROR: Input passwaord is not correct. Displayed when the input password does not match.
Check the password set in the “System Configuration”
page.

4 ERROR: Registration error Displayed when the registration does not end properly.
Check if the input format is valid.

A Caution!!

Operation is confirmed with the Microsoft Internet Explorer and NTT DoCoMo i-mode.

There is no guarantee of proper operation for any Web browser or mobile phone.
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|9.1 Ethernet Communication Function

Web Controller has the following two kinds of Ethernet communication function.

Ethernet task code communication

This task code communication is a dedicated protocol for Hitachi H/EH series Programmable Controllers.

Ethernet message communication

Data communication format which does not specify protocol such as commands between Web Controller and an

upper host.

|9.2 Ethernet task code communication

The following functions can be achieved by combining individual communication commands in an upper host program.
(1) CPU Control (occupy/release, CPU status read, etc.)
(2) /O control (various type of monitoring)
(3) Memory write (all clear, batch transfer, etc.)
(4) Memory read (reading of programs, etc.)

(5) Response (various responses from an CPU)

With this function, it is possible to establish a system using a touch panel such as HMI software (SCADA, etc.)

supporting Hitachi H/EH series PH Ethernet communication.

HMI software TCP/IP HMI software Web Controller

applications

/_;7 Applications Data memory

<=5 by
Ethernet Hitachi PLC ,
- . Task code processing
communication driver
Request task code A .
Web Controller — —— I
Bl s I
Touch panels ),
9 e Response task code l«——
— /
el o)
Figure 9.1 Composition of task code communication equipment

Table 9.1 Task code communication specifications

ltem Specifications

1 | Command System Hitachi H/EH series PLC Ethernet task code (server function).
(Refer to “Controller Manual, Appendix 2: Task Codes” for details.)

2 | Communication TCP/IP, UDP/IP
Protocol
3 | Logical Port Up to 4 (Select any from 1024 - 65535)

9-1
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|9.3 Ethernet message communication
Message communication function is useful for sending active messages from Web Controller to an
upper host when an event occurs or receiving message data from an upper host at any time, and

communication procedures according to the system can be established.

Table 9.2 Ethernet message communication specifications

Iltem Contents
1 | Communication TCP/IP, UDP/IP
Protocol
2 | Connections Upto6

3 | Maximum length Up to 730 words.
of messages

4 | Sending Area WXO0

WY10

Specify from WRO - 3FFF.
Specify from WMO - 3FF.
5 | Receiving Area WY10

Specify from WRO - 3FFF.
Specify from WMO - 3FF.

Communication type
Following three types can be specified as communication type.

Table 9.3 Ethernet message communication - Communication type

Type Contents
1 Transmission/R | Performs transmission and reception of
eception messages to the other station.
2 Transmission Performs transmission of messages to the other
only station only.

3 Reception only Performs reception of messages only.
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Connection type
About TCP/IP-Active and TCP/IP-Passive

When sending messages using TCP/IP, logical transmission path for the connection with an open request should

be established between Web Controller and the other station. There are two methods to establish connection.

Table 9.4 Ethernet message communication - Connection types

No Connection type Contents

1 Active Open A method to establish connection by sending an open request later to
the other station which is waiting for the connection open.

Passive Open

Waiting for th
connection open

Active Open

Connection
established

Connection
established

2 Passive Open Waiting for the connection open, and establish connection by receiving
an open request from the other station.

Passive Open
Waiting  for Active Open
connection open

Connection Connection

established

established

About “Specified” and “Optional” for the other station

Message communication can be achieved with any station if a TCP/IP-Active station is specified or UDP/IP

reception is specified.

Send Broadcast

“Transmission/Reception” or “Transmission only” is specified using UDP/IP, data can be exchanged
between logical ports which meet the following requirements.
(1) Nodes with the same network address (multiple other stations)
(2) Nodes with the same logical port which can achieve the UDP/IP communication (multiple other
stations)
(3) Nodes in status which can receive messages (multiple other stations)

This is called simultaneous transmission or “Send Broadcast.”
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Transmission Type

There are two transmission types described below.

Table 9.5 Ethernet message communication - Transmission types

Type Contents

1 | Event Send When the specified event sending trigger changes from OFF to ON, the data on
the specified Sending Area of the I/0O memory will be sent.

The trigger should be ON for one second or longer for transmission.

ON Ton: Trigger bit On duration (Min)
Ton>=300ms

Trigger bit Rn T
OFF =

2 | Cyclic Send The data on the specified Sending Area of the 1/0O memory will be sent in a
constant cycle with the interval specified with Cyclic Send Timer (1 - 65,535
seconds.)

Depending on the combination of the communication type, communication type and transmission type, items to

be set are different. Items which require settings are described in the following table:

Table 9.6 Ethernet message communication - Items to be set

el PRQ EQQ Zim 40 S0 |23 I® T 0
Com . FES EE2FES |33 | 39| 3¢ |35% |88 | &8
munic | Connection | Transmission | 5§ BS= | 8% | @~ | &5 32 13%¢)25 | 23
. 3 w o fos} =@ = 3| 3 |7
ation Type Type al . 2o ¢|S> |8 ¢
Type S s |8 | 2| 2| 8
TCP/IP-Active | Cvont Send 0 0 - o | o
Cyclic Send 0 o o - o
TCP/IP- Event Send o o o o - o -
Passive -
Trans | Specified Cyclic send 0 0 0 - 0 0 0 0 -
| missio | TCP/IP- Event Send 0 - - 0 - ) ) 0 -
n/Rec g?,?izlx; Cyclic Send 0 - - - o o o o B
eption ["pp/ip Event Send o o o o - o o o :
Specified Cyclic Send 0 0 0 - o o o o -
UDP/IP Event Send 0 - o 0 - 0 0 0 -
Optional Cyclic Send o - o - o ° 5 5 .
TCP/IP-Active | vont Send o | o | o J o - 0 - [ o | o
Cyclic Send ) 0 0 - ) 0 N ) °
TCP/IP- Event Send 0 0 o o - 0 - o -
Passive -
T Specified Cyclic Send 0 o o - o 0 - o -
rans T eRP- Event Send 5 - - 5 - 5 — -
2| missio | Passive -
nonly | Optional Cyclic Send 0 - - - 0 0 - o .
UDP/IP Event Send 0 ) ) ) - 0 - ) _
Specified Cyclic Send 0 o ° - ° ° . 5 .
UDP/IP Event Send o - ) 0 R o - o N
Optional Cyclic Send o - o - o ° . 5 .
. Event Send 0 o o - - - ) o )
TCP/IP-Active .
Cyclic Send 0 0 0 - - - ) ) )
TCP/IP- Event Send 0 o 0 - - - ) ) N
Passive -
Specified Cyclic Send 0 0 o - - - N o -
Recep " TCPIP- Event Send o - - - - - 5 S -
3| ton g?;?izlxgl Cyclic Send 0 - - - - - 0 o -
only UDP/IP Event Send 0 0 ) - - _ o ° .
Specified Cyclic Send ) ) ) - - _ o o B
TCP/IP- Event Send o - o - - - 0 0 -
Passive -
Specified Cyclic send 0 - 0 - - - 0 0 -

o: Specifying parameters is required for the communication.
- : Specifying parameters is not required for the communication.
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Sending Area / Receiving Area Information

In the message communication, areas in the I/O memory which store the data to be sent, and which store the
receiving data, should be specified.

Table 9.7 Ethernet message communication - Sending Area / Receiving Area Information

Type Contents Available 1/0 memory area Allowable size
1 | Sending Area 1/0 type WR: 0 - 3FFF WR: 1 - 730 words
Information First /0 number | WM: 0 - 3FF WM: 1 - 730 words
WX: 0 WX: 1 word
Size (words) WY: 10 WY: 1 word
2 | Receiving Area 1/0 type WR: 0 - 3FFF WR: 1 - 730 words
Information First I/O number WM: 0 - 3FF WM: 1 - 730 words
Size (words) WY: 10 WY: 1 word

Status Register and Control Register

The following table describes the contents of Status Register and Control Register related to the message

communication.

Table 9.8 Status Register and Control Register

N | Category Name of register Contents

o

1 Status 1] | Receiving Counter Stores the number of times packet data is received.
Register Specify the word I/O number.

Receiving Counter is not updated when the packet
exceeding the maximum number of words specified in
the Receiving Area is received.

2] | Sending Counter Stores the number of times packet data is sent. Specify
the word I/O number.
3] | Close Flag “1” is set when the connection is cut off from the other

station. Specify the bit /O number.
No close flag is set during the connection retry

processing.
The system does not clear the bit 1/0 specified as a
close flag.
4] | Receiving Buffer | Receiving buffer overflow means that a packet
Overflow exceeding the word number specified in the Receiving

Area is received.

When receiving buffer overflow is detected, the specified
word I/O number is incremented by “1.”

The system does not clear the 1/0 specified in the
receiving buffer overflow.

5] | Open Flag “1” is set when the connection is open, and “0” when the
connection is closed. Specify the bit I/O number.
2 Control 1] | Reopen Request Bit Specify the bit I/O number.
Register When the connection is closed (open flag is “0"),
connection open request is issued by setting “1” to this
bit.

The system clears the 1/0 specified in the reopen
request bit immediately after connection open process

starts.

2] | Number of Retry Times | Specify the number of retry times for the connection
open.

3] | Retry Interval Specify the retry interval for the connection open.
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Number of retry times and retry interval for connection open

When TCP/IP-Active is specified, the number of retry times and retry interval for connection open when it fails can
be specified.

When there is no response to the packet with SYN flag™ sent from Web Controller, perform retry three times, and
repeat this process for the specified number of retry times. Retry interval specifies the interval between cycles which
consist of three retries.

The following describes the example when the number of retry times is set to “3,” and retry interval is set to “10
seconds.”

*1: SYN flag is a connection open request flag.

Web Controller

[ < "
1 1.5s
P SYN |w
- A Fixed by the system
| 3
< < SYN }[ (Unchangeable by users)
P SYN |
- Ao
‘ Retry Interval
- A
P SYN|¥
First Retry | |4
Cycle < < SYN|Y
A
P SYN|¥
N b 4
YN |
r < 5 }
P SYN|¥
Second N 4
Retry Cycle< < SYN }
. SYN] ¥
- y
\
r €L SYNIY
- A
. SYN] y
Third Retry | ™ |4
Cycle < < SYN |y
< SYN “
R i Close Flag ON____

Figure 9.2 Connection Open Retry Sequence
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|10.1 Serial Port Communication Function

Web Controller provides three types of serial port communication function as follows. To start the serial
port communication, specify the usage on the MWConfig page.

General Purpose Communication

This function uses a user program on Web Controller to issue general purpose communication instructions and
communicate with externally connected devices.

Active-HIProtocol Communication

Active-HIProtocol communication means the master function to issue the task code, which is the protocol of HITACHI

H/EH series programmable controllers, by using the serial port of Web Controller.
Passive-HIProtocol Communication

Passive-HIProtocol communication means the slave function of the task code for HITACHI H/EH series
programmable controllers including Web Controller. The task code enables a master host computer to communicate

with Web Controller and to control (monitor) each I/O of the controller.

|10.2 General Purpose Communication

This communication system uses a user program for communication. This system enables communications in
accordance with the communication format and protocol of external devices.
Set the serial port to “General Port” and use general purpose communication instructions (TRNS 0. RECV 0) to enable

communications.

User Program

[ Communication Program]

Web Controller

O Q00 TRNSO (WRO, WMO, R100)|

v~ /P_re—ins%

(ne2g222d] (o)

(1]

RS-232C Cable

Figure 10.1 General Purpose Communication

10-1
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Transmission Instruction (TRNS 0)

(1) Transmission

Web Controller

(o] [FZ@esaaee] |

(2) Recention after transmission

Web Controller

[s) 20D

1] Transmission

E 30

1] Transmission

—

% e

(—Teceggescel [0

2] Reception

BOOOOOOQ [¢]

Figure 10.2 Transmission Instruction

Reception Instruction (RECV 0)

(1) Reception

Web Controller

Q 22O

(2) Transmission after reception

Web Controller
(o] Pecessoaa] )

s 1] Reception
F 3EI| (MRecep
i

% EE
Esseesssdl o

Figure 10.3  Reception Instruction

2] Transmission

The following table indicates the general purpose communication specifications.

Table 10.1 General Purpose Communication

1] Recepti i
! External Device
]
1

Iltem

Specifications

Communication instruction

Dedicated communication instruction by Ladder program of the main unit (TRNS 0/RECV 0)

Communication speed

300, 600, 1200, 2400, 4800, 9600, 19.2k, 38.4k, 57.6k bps

Communication system

Half duplex

Synchronization

Asynchronous

Startup system

Transmission, reception after transmission, reception, transmission after reception

Transmission system

Serial transmission (bit serial transmission)

Transmission code

Configured by user

Transmission code configuration

Configured by user (7/8 data, 1 start 1, 1/2 stop, parity; selection from 7 patterns)

Transmission code outgoing
sequence

Sent out from the lowest bit in character units

Error control

Vertical parity check, checksum, overrun check, framing check

Transmission unit

Message unit (variable length)

Maximum message length

1024 bytes (including control characters)

Control procedure

Configured by user

Refer to the Controller Manual for instruction specifications of TRNS 0/RECV 0 and a sample program.
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I 10.3 Active-HIProtocol

Connecting a HITACHI H/EH series programmable controller to the serial port of Web Controller enables data
transmission between the programmable controller and Web Controller. Sending/Receiving Areas can be specified

on the MWConfig page.

H302/702/1002/ 1500 series  EH-150 series
2002/4010

MICRO-EH H-Board
series series

Web Controller

[ =}

Data memory Data memory

Monitoring data | Monitoring
receiving area area on
corresponding
PLC

Sending data [ > Data area on
area ;cliréespondlng

Figure 10.4  Active-HIProtocol communication function
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Table 10.2 Active-HIProtocol Specifications List

Iltem

Specifications

Connectable programmable
controller

(PLC)

HITACHI Programmable Controller
H-20/28/40/64, H-200/250/252, H-300/700/2000
H-302/702/1002/2002/4010, EH-150, MICRO-EH

Communication area of connected WR/WM/WL
PLC
Data transfer mode Monitor

Monitor & 1/O Set/Reset Trigger (Trigger: specify RO — R7BF)
Data link (monitor and set)

Data transfer size

Read: 120 words; Write: 100 words

Communication speed

Automatic detection of communication speed of connected PLC

Communication system

Half duplex

Synchronization

Asynchronous

Startup system

One-sided startup using the host side command, LUMP address settable

Transmission system

Serial transmission (bit serial transmission)

Transmission code

ASCII

Transmission code configuration

7-bit data, 1 start, 1 stop, even parity

Transmission code outgoing
sequence

Sent out from the lowest bit in character units

Error control

Vertical parity check, checksum, overrun check, framing check

Transmission unit

Message unit (variable length)

Maximum message length

503 bytes (including control characters)

Control procedure

H-series dedicated procedure (HIProtocol) Standard protocol (transmission control procedure 1),
Simplified protocol (transmission control procedure 2)

(1) Communication speed and automatic detection

Serial port communication speed of connected PLC varies depending on the model and settings.

Web

Controller detects the communication speed set on connected PLC and communicates at the speed.

(2) Communication modes

1] Monitor only

Web Controller reads out data on a specified area in the connected PLC, and stores the data on a specified

area in Web Controller.

Web Controller

Monitor cycle is approximately one second.

Data
memory

Monitoring
data receiving
area

o

4] Store data

PLC
Active-HIProtocol Task code
processor processor Data
1] Request task code memory
- Monitoring
area on
corresponding
PLC
3] Response task code 4_/>
\
/ C 1>2]>3]>4] ) 2] Task code processing

Figure 10.5Active-HIProtocol Monitor operation
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2] Monitor & I/O Set/Reset Trigger
In addition to Monitor operation, data on a specified area in Web Controller can be set to a specified area in

the connected PLC by changing the signal in a specified bit from OFF to ON.

Web Controller PLC
Active-HIProtocol Task code
processor processor
Data memory 1] Request task code Data memory
.
D \ Monitoring area
Monitoring ) 02[ .
:raetz receiving 3] Responie task code | - | PLC )
+ [
-
/ 11> 2] >3] >4] 2] Task code processing
4] Store data
a) OFF > ON
Trigger bit f
Data memory c) Task code request Data memory
l—t — |
-
Sending data ( \‘ Data area on
area corresponding
PLC
e) Task code response
b) Read out dataset N 1 ]
d) Task code processing
L | a)>b)>c)>d)>e) L]

Figure 10.6Active- HIProtocol Monitor & 1/O Set/Reset Trigger

The trigger should be ON for one second or longer.

Ton: Trigger bit ON time (min.)
Ton >=1(s)

ON

Trigger bit Rn

OFF

Ton

Figure 10.71/0 Set/Reset Trigger
3] Data link

Monitor and Set are alternately carried out.

Web Controller PLC
Active-HIProtocol Task code
processor processor
Data memory 1] Request task code Data memory
—
\ Monitoring areal
Monitoring J coresponding
data receiving 3] Response task code PLC
area /’/
+ o A—T
/ 2] Task code processing
4] Store data
a) OFF > ON
Trigger bit T
Data memory c) Task code request Data memory
.
Sending data ( \‘ Data area on
area corresponding

PLC

e) Task code response

A1>2]>3]> 4]
Cay>b)> 0> a)> )~
/

Figure 10.8Active-HIProtocol data link

b) Read out dataset

d) Task code processing

Active-HIProtocol sequence

10-5



Chapter 10 Serial Port Communication

Web Controller

/
Corresponding PLC RS-232C p
< I
W
|
1. ERON
_DRON N
Sed. (A) Test data
|
NAK
\ \>
Cut-off command
-~
Release occupy state response TQ
lt—————— |
ACK
Seq. (B) I —
ENQ
Release occupy state respon:
: Monitor response TC
ACK
——
Seq. (C) ENQ
Monitor response TC
~N
-~ Set request TC
ACK
I ——
Seq. (D) ENQ
Set response TC
N

rocessing task

\

Data memory

[ ]

Abbreviations
TC: Task Code
ACK: Acknowledge

ENQ: Enquiry

NAK: Negative Acknowledge

eTC

Figure 10.9Sequence on the data link communication mode

Time (sec.)

Table 10.3 Description of sequence (data link communication mode)

Abbr.

Sequence name

Indication of the lines

Seq. (A)

Baud rate automatic detection

sequence

line

Dotted line: control of RS-232C control

Solid line: data on line

Seq. (B)

Initial sequence

Solid line: data on line

Seq. (C)

Data link (monitor)
communication sequence

Solid line: data on line
Dotted line: internal processing

Seq. (D)

Data link (set) communication
sequence

Solid line: data on line
Dotted line: internal processing
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|10.4 Passive HIProtocol

This is the task code slave function of HITACHI H/EH series programmable controllers.

HMI software

HMI software

Application

+

Web Controller

Data memory

by

Web Controller
HITACHI PLC !
M communication driver Task code processing
S y T Request task code A
: RS-232C E §8 — > | ]
:@E Response task code 4/
Touch panel |
===
Figure 10.10  Serial port Passive HIProtocol
Table 10.4 Passive HIProtocol
ltem Specifications

Communication speed

Dedicated port

Modem setting

4800, 9600, 19.2k, 38.4k bps

2400, 4800, 9600, 19.2 k, 38.4k,57.6 k bps

Communication system

Half duplex

Synchronization

Asynchronous

Startup system

One-sided startup using the host side command

Transmission system

Serial transmission (bit serial transmission)

Transmission code

ASCII

Transmission code configuration

7-bit data, 1 start, 1 stop, even parity

Transmission code outgoing
sequence

Sent out from the lowest bit in character units

Error control

Vertical parity check, checksum, overrun check, framing check

Transmission unit

Message unit (variab

le length)

Maximum message length

503 bytes (including control characters)

Control procedure

H-series dedicated procedure (HIProtocol) Standard protocol (transmission control procedure 1),
Simplified protocol (transmission control procedure 2)

Modem control function

Setting the serial port to Passive-HIProtocol enables modem connection.

When a modem is connected,

calls are automatically received from line when detected, and then the slave function of the task code

operates.

This function is called modem control function.

Connection may be difficult when using two modems with a significant difference in communication speed.

Use models with the same communication speed.

(1) Modem connection configuration

Personal
computer
Figure 10.11

Modem H Web Controller

Public

10-7
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Table 10.5 List of serial port signals when a modem is connected

. . Direction Meaning
Pin No. | Signal Code X
CPU | Modem
1] s&— : Signal Ground
1
2] CD::l I Carrier receive in-progress notification signal
B | Connected to CD in the modem
3] ERt—> : Terminal communication enabled signal
4] ER—D> ' Not in use
5] SD1 \ Data sent by CPU
—> Connected to SD in the modem
6] RD1 : Data received by CPU
é:— Connected to RD in the modem
7] D}E::l ! Modem communication enabled signal
B : Connected to DR in the modem
8] RS1 > ' Transmission request signal
| Connected to RS in the modem
(2) AT commands

AT commands are used to make various modem settings, and are set from the host computer. Web Controller issues
AT commands automatically for initial setting. AT commands are used only for the purpose.
Refer to instruction manuals or other documents furnished by modem manufacturers for details on the AT commands.
In AT commands, an instruction sent to a modem from the host is called “command,” and the character string in
response to the “command” returned to the host from the modem is called “result code.”
AT commands always begin with the character string “AT,” and a return code is input at the end of the command.
However, A/ is an exception. Commands that follow “AT” can have multiple inputs in a single line.

Example}

| A | T | & ] 1 | & ] O | P | 2 | CR [ LF |

- = =

AT commands CD signal: Follows the carrier signals generated by the other device DR signal: Always ON 20 pps

(pulse setting)
1] Format
a) AT command format
| A | T | command paramete command paramete ... | CR| LF |
b) Result code format
| CR| LF |Resultcode (word) | | LF | CR
| Result code (number) | CR| LF |

10-8
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2] List of commands (extract)

a) AT commands
Command Function overview Example
AT Automatically recognizes data format -
A/ Re-executes the response directly preceding -
ATA Forced reception
ATDmm Dial ATD12345678
ATEn Command echo (echo back a text string entered to a modem)  0: No ATEO
1: Yes
ATHn Line ON/OFF 0: On hook (disconnect) ATHO
1: Off hook ATH1
ATPn Pulse (dial) setting 0,1:10 pps ATPO, ATP1
2 120 pps ATP2
ATQn Result code setting 0: Yes ATQO
1: No
ATT Tone (push) setting ATT
ATSn=X Sets S register value ATS0=0
ATVn Result code display format 0: Number ATVO
1: Word ATV1
AT&Cn CD signal control 0: Always ON AT&CO
1: Depends on the carrier of the counter-party modem AT&C1
AT&Dn ER signal control 0: Always ON AT&DO
2: Turning from ON to OFF during communication AT&D2
disconnects line AT&D3
3: Turning from ON to OFF resets the software
AT&Sn DR signal 0: Always ON AT&S0
1: Depends on sequence AT&S1
2: Depends on CD signal AT&S2
AT&Rn RI (Cl) signal control 0: Turns on from calling start until communication AT&RO
begins AT&R1
1: Turns on from calling start until communication ends | AT&R2
2: Turns on/off in synchronization with the call signal
b) S register
S register Set value Function
SO 0 no automatic reception [ Setting for automatic reception/reception ring count
1 to 255
S2 0 to 127 (43 [+]) Escape code setting
S3 0to 127 (13 [CRY]) CR code setting
S4 0to 127 (10 [LF]) LF code setting
c) Result codes
Number format Word format Meaning
0 OK Normal execution
1 CONNECT Connection complete
2 RING Reception detected
3 NO CARRIER Line disconnected
4 ERROR Command error
5 CONNECT 1200 1200 bps connection
6 NO DIAL TONE No dial tone heard
7 BUSY Busy signal detected
8 NO ANSWER No tone heard
10 CONNECT 2400 2400 bps connection
11 CONNECT 4800 4800 bps connection
12 CONNECT 9600 9600 bps connection
13 CONNECT 14400 14400 bps connection
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Chapter 10 Serial Port Communication

3] Sequence

An example of communication sequence using Omron ME3314A modem is given bellows.

(a)

Reception sequence

2]
DRon 0 | CR

Modem 1] /
MICRO-EH \ /| ATEOQOVO0&C1&S0 | CR| LF| \

ERon

Initial setting Waiting for reception

2 |CR 2 | CR 2 | CR

Modem
MICRO-EH 3]

Forced connection
when three rings are detected

1|CR

Modem 4]
MICRO-EH ATA | CR|LF Port communication begins from here

Reception complete

1] Web Controller issues an AT command that performs the initial setting of the modem.
2] If the initial setting is OK, the modem returns “0.”
3] Web Controller detects the result code “2” three times while in the reception wait status.

4] It connects the modem.

Disconnect sequence

Modem
MICRO-EH Port communication ends \ 1

Line disconnected

1] The PC disconnects the line when the result code "3” is returned from the modem.

Note 1: The initial setup from Web Controller sets only minimal items on the modem
(refer to the next page). Connect the modem to a PC and perform necessary settings
before connecting to Web Controller. (Set the DR signal to “Always ON.”) Do not change
the following initial settings.

Contents of the initial settings

Command echo: None
Result code: Yes

Display format of result code: Numerical format

Note 2: The modem timeout (WRFOQ3C) stored in the special internal output refers to the time from
data transmission from Web Controller to the data reception from the other station (STX,
ENQ, NAK). Normally, this special internal output should be set to “0000” (default) or
“H8000” (no timeout). Set the timeout only when it is necessary to monitor the reception
time from the other station. When a timeout is detected, Web Controller cuts off the line.
When setting the timeout, set the time in the ** part of H80**. The unit is ** seconds
(hexadecimal).

Note 3: Before actually cutting off the line, issue the task code for the line cut off request (HIC — see

Appendix 2, “Task code list” for details) from the host.
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Chapter 11 Network Setting

|1 1.1 DNS client function

Web Controller is equipped with the DNS client function. It means to send a query about an IP address of

a host using a domain name to a DNS server on a network which has data to find IP addresses from the

domain name data.

DNS: Domain Name System

To use the DNS client function, settings of a DNS server should be made in the IP address configuration

screen in the MW Config page.
With this function, mail servers can be specified using their domain names.

((Specified in the MW Config page) Mail server

Default DNS server

2] Return the IP address for the
domain name in the query

3] Send mail to the returned IP address of the mail

1] Query of the IP address of the mail server to server (POP before SMTP)

DNS server using domain name

Figure 11.1 Mail sending operation when mail servers are specified with domain names

Caution!!
When you make “Use DNS” setting, make sure to specify mail servers using domain names. With this

setting, IP addresses cannot be used.
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|1 1.2 Current Time Retrieval Function

Web Controller is equipped with SNTP (Simple Network Time Protocol) client function which retrieves the
current time from the NTP server or SNTP server on a network.

The interval of retrievals can be set by specifying time and minute.

SNTP server SNTP services including providers

I

] iZ.| The value of the calendar clock in Web Controller can be synchronized by
[ ] retrieving the current time using the SNTP service on intranet or Internet.
Chegageed o)

Figure 11.2 Current Time Retrieval Function

Table 11.1 Specifications of Current Time Retrieval Function

ltem Specifications
Communication Protocol SNTP(Simple Network Time Protocol):
Retrieval Interval Specified by users (00:00 - 99:99)
Retrieved Time Data yyyy/mm/dd/tt/mm/ss
Where the time data is Special internal output area (WRF01B - WRFO1F)
stored
Update of clock using Update by software in Web Controller
retrieved time

The current time retrieved with this function is stored on the Calendar Clock Area in the special internal
output area of Web Controller, and update is made in the specified interval. Between the specified intervals,
software in Web Controller updates the time. The update of time using software has the accuracy of plus
minus 7 minutes a day. To maintain the accuracy of the calendar clock in Web Controller, we recommend

users to set the retrieval interval to a short cycle, e.g. one hour.

Special internal output

WRFOOB: year
WRFO00C: month and date

WRF00D: day Caution
WRFOOE:time and date When the NTP server is specified to be used, clock data cannot be set using the special
WRFOOF: second internal output.

Refer to the Controller Manual for details of special internal output.

s

Figure 11.3 Calendar Clock Area
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Chapter 12 Super User Registration

Super Users, who is authorized to configure Web Controller, should be registered. It is possible to
register four Super Users. Their IDs and passwords are specified using 1 up to 16 one byte characters
(upper and lower cases) or numeric. Authorization (items to be configured by the Super User) to each Super
User can be separately specified.

To register and configure Super Users, access the Super User Registration CGI stored in Web Controller.
To access the Super User Registration CGl, enter the following URL via a Web browser from a PC after

connecting Ethernet ports on Web Controller and a PC using a LAN cable.

Table 12.1  Example of URL statement to access the Super User Registration CGI

URL statement Remarks

http://192.168.0.1/systemsetting.cgi

When accessing to
Super User Registration
CGl with the factory

Super User Registration CGI default IP address.

L——|P address

(1) Super User Registration login screen
The following screen is displayed after accessing the URL of Super User Registration CGIl. To register
and configure Super Users, log in to the Super User Registration function. The user who is authorized to
log in to the function is called “System Administrator.” To log in to this function, enter the password for
System Administrator (initial password: “1111”) in the textbox, and click the [SUBMIT] button. Log in to this

function after the password for the System Administrator is authenticated.

/2] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools Help

J SBack — =2 v B ﬁ|@58arch [

Super User Registration Login.
Fassword
SUBMIT

Figure 12.1  Super User Registration login screen

/\ Caution!!

The initial password for the System Administrator is "1111." Unchanged password means leaving a security

Refer to “12.3 Password Change for System Administrator” to change the password.
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Chapter 12 Super User Registration

(2) Super User Registration screen composition
The following screen is displayed after log in to the Super User Registration CGl. The left part is the
“Menu Screen,” and the right part is the “Main Screen.” By clicking the link on the menu screen,
corresponding screens will be displayed in the main screen. The following table describes the contents of

the links on the menu screen.

';lll-'ﬂll:lltll:lﬁ.‘ - Flicrosoft Internet Doplorer

Fle Edt  Wiew Favorkes Tooks  Help _
:-- mmmm e =) Bt Sty = e e = === === -:

e Ui Bagiraton Pags

L T ITELSTIITISTIITE

I =

D e el el e L L L T S ————

1

Menu Screen Main Screen

Figure 12.2 Screen composition after log in to the Super User Registration CGI

Table 12.2  Screen information after log in to the Super User Registration CGI

No. Name Setting Options
1] | User Registration Register Super Users.
2] | Authorization Specify the authorization for each Super User.
Management
3] | System Admin.Password | Change the password to log in to Super User Registration.
4] | Logout Log out from the Super User Registration.
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Chapter 12 Super User Registration

|12.1 Registration of Super Users

This section describes how to register Super Users. To register Super Users, click [User Registration] from
the menu screen. By clicking the link, the following screen will be displayed. Enter the content to be

registered, and click the [SET] button. Registration is completed if there is no error on the contents.

‘] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J o Bach « = a ol | @Search [#|Favarites @Histnry ||%~r =h

a a ol
Welcomel User Registration —I
syatem Adminstrator
Leogin D Fasswerd
- = A ¥ |q!=:|m n |u1rv

Super User Registration
|-----------------=--: E O | |
. ker Registration  a
-------------.--------l G r | |

+ Authenzation Maragemant

o Swetern Admin Password Do | |
Logout I

]2] 3] 4]

[
|@ Done l_ l_ |@l My Computer o

Figure 12.3 Screen composition of User Registration

Table 12.3  Screen information of User Registration

No. Name Setting Options
1] Super User | Identification names of Super Users. There are four, which are A, B, C and D.
Identification Name They are used to register the authorization for each user.
2] | Checkbox for | Check this box to enable registered Super Users.
Enabling/Disabling Without checking this box, the ID for this Super User cannot be used even if the ID
Super Users and Password are registered.
3] | Super User ID Register Super User IDs.

1 up to 16 one byte characters (upper and lower cases) or numeric can be used.
@ | Super User Password | Specify Super User passwords.
1 up to 16 one byte characters (upper and lower cases) or numeric can be used.
Passwords are displayed in “*.”
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|12.2 Configuration of authorization

This section describes how to configure the authorization for Super Users. This function is used to configure
items to be set with “System Configuration” function. Refer to “Chapter 13 System Configuration” for
System Configuration.

To set the authorization for Super Users, click [Authorization Management] from the menu screen. By
clicking the link, the following screen will be displayed. To set the authorization, check the corresponding
checkbox and click the [SET] button. On this screen, the checkboxes for Super Users, which are not

enabled in [User Registration], are disabled and displayed in gray.

‘] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J o Bach « = a ol | @Search [#|Favarites @Histnry ||%~r =h

Welcomel Authonzation Management
System Adminstrator
Login A B C D
. g HTHL Filz Registration BT T ]
Super User Registration 16 Address B F [l 2]
] hail Settings F T 3]
E o Bithorization Maragement Ethernet Frotooo F T ]
g T R8-2320 Protoco 7 B R Fde5]
1DV Password F T T ]
Legout The passwerd setting for mail address F T T 7]
I/0 Set Password FT T T f—()

sl B

|@ Done l_ l_ |@l My Computer

Figure 12.4 Authorization Management screen

Table 12.4  Authorization Management screen

No. Name Setting Options

1] | HTML File Registration Register, delete and download HTML files.

2] IP Address Set IP addresses, DNS and NTP.

3] | Mail Settings Perform mail settings

4] | Ethernet Protocol Perform Ethernet settings

5] | RS-232C Protocol Perform RS-232C settings

6] | ID/Password Perform ID/Password settings

71 | The password setting for | Change the password to log in mail settings function.

mail address
8] | I/O Set Password Change the password for 1/O set.
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|12.3 Password change for System Administrator

This section describes how to change the password for System Administrator. To change the password for
System Administrator, click [System Admin.Password] from the menu screen. By clicking the link, the

following screen will be displayed. Enter the content to be changed, and click the [SET] button. Change is
completed if there is no error on the contents.

‘] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J o Bach « = a ol | @Search [#|Favarites @Histnry ||%~r =h

Wiloom el Svystem Admin. Password ;I
cystem Adminstrator
Legin Ol Passweord -{— 1]
Super User Registration Maw Pazsword — 2]

¢ Lser Remstration Mew Passwardleonfirmation? -*_ 3]

 Authonzation WMaragement
[ —————— SET
:o swetem Admin Fasseword .

Logout

[
|@ Done l_ l_ |@l My Computer o

Figure 12.5 Screen composition of System Admin.Password

Table 12.5  Screen information of System Admin.Password

No. Name Setting Options
1] | Old Password Enter the current password for System Administrator.
2] | New Password Enter the new password for System Administrator.

1 up to 16 one byte characters (upper and lower cases) or numeric can be
used for the password.

3] | New Password | Enter the new password for System Administrator again for confirmation.
(confirmation)
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Chapter 12 Super User Registration

|12.4 Remarks

(1) Access control

Simultaneous access to the Super User Registration page from multiple PCs is not permitted.

Access to the System Configuration page is not permitted during the login to the setting pages to the System
Configuration page or mail settings page.

Web browser Web browser

HUB
. Simultaneous access to
Accessing the Super User
Web Controller the Super User
Registration page O e

— Registration page is not

_% permitted

000

O

Figure 12.6 Access control

Web browser Web browser

HUB
Accessing System Configuration page / Access to the Super
Web Controller ; .
Mail Settings page i User Registration page
% — is not permitted
(I22a2922ad] o)

Figure 12.7 Access control

(2) Access timeout

If no operation is performed for 5 minutes after the login to the Super User Registration page from a Web
browser, logout is forced. If this is the case, log in again by entering a password.

Web browser

HUB ) Login is necessary
No operation for
. |38 EH-WD10DR - Microsoft Internet Explorer |
ACCeSS to the Su er User 5 mInUtes or longer File Edit ‘View Favorites Tools Help

P Web Controller ced - o - @ 6| Qseach

Registration page O sz B Supor User Rogistration Login

Pessword [

— S o300
—] 3 o _suanr |
(CTezagagese [0

Figure 12.8 Access timeout
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Chapter 13 System Configuration

Web Controller requires various settings. Only Super Users can perform settings of Web Controller.
Refer to “Chapter 12 Super User Registration” for details on Super Users.
To perform various setting, access the System Configuration CGI stored in Web Controller. To access the
System Configuration CGI, enter the following URL via a Web browser from a PC after connecting Ethernet

ports on Web Controller and a PC using a LAN cable.

Table 13.1  Example of URL statement to access System Configuration CGI

URL statement Remarks

http://192.168.0.1/mwconfig.cgi

When accessing to
System Configuration
CGl with the factory

System Configuration CGl default IP address.

—— IP Address

(1) System Configuration Login screen
The following screen is displayed after accessing the System Configuration CGl. To login to this
function, enter a Super User ID and a password registered in the Super User Registration in respective
textboxes, and click the [SUBMIT] button. Log in to this function after the ID and password are

authenticated.

/] EH-WD10DR - Microsoft Internet Explorer

J File Edit Yiew Favorites Tools  Help

J sl = x | ol | 0 search  (FFa

System Configuration Login
User 1D I
Passwerd |
SUBNIT

Figure 13.1  System Configuration Login screen
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Chapter 13 System Configuration

(2) System Configuration index screen

The following screen is displayed after log in to the System Configuration CGIl. (This screen is an

example for a Super User authorized for all settings in the Super User Registration.) The left part is the

“Menu Screen,”

and the right part is the “Main Screen.”

By clicking the link on the menu screen,

corresponding screens will be displayed. The following table describes the contents of the links on the

menu screen. The Menu screen displays only the links authorized for the Super User under the

configuration in the Super User Registration.

2 EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘Wiew Fawaorites Tools  Help

e e o

Search  [3|Favorites Histary: %vﬁ

Walcoma to Syatem Configumation Pags

I,
|
I
|
I
1] !
2] :
3] !
4] I
5] — i
[
6] — :
1 I
I
8] . i
9] — i
1
' i
1
' i
1
' i
1
' i
1
' i
1
' |
1
| I
I—-—-—-—-—-—-—-—-—J L—-—-—-—-—-—-—-—-—-—-—-—-—-—-—-—-—-—
Menu Screen Main Screen
Figure 13.2 System Configuration index screen
Table 13.2  System Configuration index screen
No. Name Setting Options
1] | HTML File Registration Register, delete and download HTML files.
2] IP Address Set IP addresses, DNS server and NTP server.
3] | Mail Settings Perform mail settings
4] | Ethernet Protocol Perform Ethernet Protocol settings
5] | RS-232C Protocol Perform RS-232C Protocol settings
6] | ID/Password Perform ID/Password settings
7] | Change password for Change the password to log in mail settings function.
mail settings
8] | Change password for /O | Change the password for I/O set.
writing
9] | Logout Logout from the System Configuration
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Chapter 13 System Configuration

/\ Caution!!

The following screen will be displayed when accessing the System Configuration without giving any setting
authorization in the Super User Registration. Super Users with no setting authorization is given see this

screen. No setting operation can be performed in this screen. Note that the Super User Registration gives
no setting authorization as the default.

| 771, W YLD ANIE
| «Fe -~ - @ @ 4| Que fasmcan Warg 3| S FE- =
| PRUAD 2] http 216801 /mwcantie_sertify el

Welcomel Welcome to System Configuration Dage.

System CGonfiguration

Logout

T e Aos=3sk

Figure 13.3 System Configuration screen with no setting authorization
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Chapter 13 System Configuration

|13.1 Web Files Registration

This section describes how to store files in Web Controller, delete the stored files, and download the stored

files from the unit.
By clicking [HTML File Registration] in the System Configuration index screen, the following screen will be

displayed.
] EH-WD10DR - Microsoft Internet Explorer
J File Edit Wiew Faworites Tools  Help
J o Bach = = - a ol | @Search [3|Favarites @Histury | %v =
Welcome! Walcoma to HTRAL Filk Begstration Paga
Super User
Lagin
System Configuration
HTML File Registraiton
1] Jo- + FILE LIST
2] — + ADD FILES
3] — « DELETE FILES
4] —_— » FILE DOWMBILOAD
5 ] — ap Menw
Figure 13.4 HTML File Registration Menu screen
Table 13.3 HTML File Registration Menu screen
No. Name Setting Options
1] | File list Displays the list of files stored in Web Controller.
2] | Add files Store files in Web Controller
3] | Delete files Delete files stored in Web Controller
4] | Download files Download files stored in Web Controller
5] | Top Menu Return to the System Configuration index screen
6] | Logout Logout from the System Configuration
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Chapter 13 System Configuration

The following files can be registered in Web Controller.

Table 13.4  File registration specifications

Iltem Description
Storable file types HTML(*.htm), JPEG(*.jpg) and GIF(*.gif)
2 File names 1] number of characters 1 to 8 one byte characters + extension: 4

characters (.htm, .jpg, .gif)

2] Usable characters“Ato Z,” "Jato z,” “0t0 9,” “-“and “_”
3] Same file names can not be registered.

3 Storable file size and 16,380 byte: 8 file (No.1 to 8)

number of files 8,188 byte  :16 file (No.9 to 24)

4,092 byte  :16 file (No.25 to 40)

HTML files to be registered in Web Controller may be freely created as Web pages with HTML tags and

scripts.
Web Controller supports HTML tags adopted in Microsoft Internet Explorer (“IE”) 6.0 or later versions.
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Chapter 13 System Configuration

(1) File list
Displays the list of files stored in Web Controller.
By clicking [File list] in the HTML File Registration menus on the left, the following screen will be displayed.

] EH-WD10DR. - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites Tools  Help

J goBach = S - a il | @Search (3| Favarites @Histury ||%v =h

Welome! FILELIST . 1] 2] 3] 4]
Super User
M$ N!’/Namc*"f Eizcﬁ:'-:‘ Lh!ﬂﬁ:':::
: 1 dafautt htm 5357 18330
System Configuration 2 commants htm a54E 15350
HTML File Remistriton 1 ik b 1870 1EIE0
+ FILE LIET j
« ADD FILES 8
« DELETE FILES 7
v FILE DOWMLOAD &
lap MMenw ﬁ]
12
13
14
15
16
17
12
14
20
Ep
22
el
24
a5
Figure 13.5 HTML File Registration — File list screen
Table 13.5 HTML File Registration — File list screen
No. Name Setting Options
1] | No. File number for the stored file. Select a number when storing a file. Note that
the storable file size varies depending on the file No.
2] | Name Name of the stored file.
3] | Size(byte) Size of the stored file.
4] | MaxSize(byte) Maximum size of the file storable under the file No. Note that the file size
varies depending on the file No.
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(2) Add files

Stores files in Web Controller.

By clicking [Add files] in the HTML File Registration menus on the left, the following screen will be

displayed.

] EH-WD10DR. - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites Tools  Help

J goBach = S a il | @Search [3|Favarites @Histury ||%v &=h

— ADD FILES 1] 2] 3]
Super User
Login FileMe:’ FikzMa me
System Configuration T i L
HTML File Registroiton
. FILE LIST 2 Al
- 1
« 60D FILES 1 Mo Sizalbyta) |
« DELETE FILES R 2 15330 II
» FILE DEVMBLOAD E :3 :,, g 3119:; : 5]
Top Menw :. .................. JI
Figure 13.6 HTML File Registration — Add files screen
Table 13.6 HTML File Registration — Add files screen
No. Name Setting Options
1] | FileNo. Select a file number. FileNo. under which no file is stored can be selected.
2] | FileName Input the path of the file name. Click the [Reference...] button (3)) to display
GUI for file options.
3] | [Reference...] button Click this button to view GUI to select a file to store.  Select a file, and the path
of the file will appear in the FileName box (2]).
4] | SET Click this button to store the specified file.
5] | Maximum file size File numbers and maximum file sizes storable under each file No. Check the

file size when storing a file.
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(3) Delete files

Delete files stored in Web Controller.

By clicking [Delete files] in the HTML File Registration menus on the left, the following screen will be

displayed.

] EH-WD10DR. - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites Tools  Help

J o Bach = = a i | @Search [3|Favarites @Histury ||%v &=h

Vakona DELETE FILES 1

Gugesr Liaar ]

Logn Kar Flibaims Mark Ma FlaMaima
f 1 dafautt him, 3]

Systern Configuration rog g s
HTML File Ragislraitan .

- mEoLeomoRR

'a-. [ |.I. 3]
: e
12 E
13 3z
14 a4
13 a5
(L} 1
17 ar
12 e
18 bE
0 40
s | o 4]
Figure 13.7 HTML File Registration — Delete files screen
Table 13.7 HTML File Registration — Delete files screen
No. Name Setting Options
1] | Check box Check the checkbox of the file to delete.
2] | No. File number for the stored file
3] | FileName Name of the stored file.
4] | SUBMIT Click this button to delete the files whose checkboxes are checked.

13-8




Chapter 13 System Configuration

(4) Download files

Download files stored in Web Controller
By clicking [Download files] in the HTML File Registration menus on the left, the following screen will be

displayed.

] EH-WD10DR. - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help

J o Bach = = a i | @Search Favarites @Histury | @v &=h
Weloome! FILE COWHLO AD
Super User Right-clck on vour required file
Lagin Lind, Sakect " Saved at & fil”
Systgm Ganﬁgura‘[_ign MNa FilaMame L] FilzMame
HT ML Fils Registraiton 1. default him 21
) : F commiagas htm 22
« FLELIS b o makile bim
« LDO FILES 4
« DELETE E[LES &
+ FILE DOWBLOLD tl
Top Menu I: 2]
Lagat E
0

Py

Pt
[ R R

18 K]
20n 40

Figure 13.8 HTML File Registration — Download files screen

Table 13.8 HTML File Registration — Download files screen

No. Name Setting Options
1] | No. File number for the stored file
2] | FileName Name of the stored file.

Each FileName is a link to the file stored with the name. To download a file,
place the cursor over the link, select [Save Target in] from the right-click

By clicking this link, descriptions of the file are displayed in the Download files
main screen on the right. Note that this operation will not convert the
extension tag to the data on data memory.
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|13.2 IP Address Registration

This section describes how to perform settings of the IP address, DNS and NTP for Web Controller.

By clicking [IP Address] in the System Configuration index screen, the following screen will be displayed.

#}J EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J coBack = = e ol | @Search [3|Favarites @Histury ||%v =h

Walcoma! 1P Addrees
Super User
Login Meda Mama EH-WON 00 ST 4]
p Y irecs i 7 A ————
System Configuration b s PRSI 4l
IP Address [P Addrass WEIJ_I_* = ﬁ]
- [k Suknet hask TN T 7 ]
Ciafault Gateway - 8]
I DNE Sarvar g 9]
Primary DMS Servar T e 10]
Epcordaly DM Server l_ [ I_ I_‘—\ 1 1 ]
T HTF Serves : 12 ]
MNTF Sapvar Sddress | .. f | "m 1 3 ]
NTF Sarvar Bcoses Tme B HAT e (Dl 14]
Tima zore m 15 ]

SET

Figure 13.9 |IP Address setting screen
Table 13.9  IP Address setting screen

No. Name Setting Options
1] | IP Address Displays the IP Address setting screen again in the Main screen on the right.
Use this menu to read out the current status while processing the setting.
2] | Top Menu Return to the System Configuration index screen
3] | Logout Logout from the System Configuration
4] | Node Name Input the node name. Specify using 0 - 32 one byte characters.
5] | MAC Address MAC address set to Web Controller is displayed. (Read only)
6] | IP Address Input the IP address of Web Controller.
7] | Subnet Mask Input the subnet mask of a network group in which Web Controller resides.
8] | Default Gateway Input the default gateway of a network group in which Web Controller resides.
9] | DNS Server Specify if DNS server is used or not. Check the checkbox to use the server.

domain names for sending e-mails..

10] | Primary DNS Server Input the IP address of Primary DNS server.
11] | Secondary DNS Server | Input the IP address of Secondary DNS server.
12] | NTP Server Set whether or not to access NTP server to update the current time. Check the
checkbox to update the current time.
13] | NTP Server Address Input the IP address of NTP server to be accessed from Web Controller
14] | NTP Server Access Set the interval of the access to NTP server from Web Controller.
Time Set it to 0 to 99 [Hr], 0 to 59 [Min].

15] | NTP Server Time Zone | Select a time zone. Default is the Japan Standard Time (GMT + 09:00). Note that
this function does not support Daylight Saving Time.
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Complete the IP address and other settings, and click the [SET] button.

following screen is displayed if all the data is properly set.

By clicking the button, the
Click the [OK] button on this screen, and Web
Controller reboots. Then, the OK LED on Web Controller will blink for several seconds. When the blinking

stops and the OK LED lights up again, reboot process is complete, and settings including the IP address is
reflected in Web Controller.

W EH-WOID0R - Microzoft Inernet Ceplorer

| Mo £t vew Fawrtes Took el
ﬂ@fﬂ Cisoarch [F|Favortes  (Fristery E_!‘a -
'.I:-u|.'\."‘-u E Addros J
i L
= Feboot mpetan
System Configuration in| Gareni
1P Akl yrsss

o 1 Addrees
Tung e

Figure 13.10 Reboot confirmation screen

F UH-WOIDOR - Microzoft Intermet Deplorer

| Fle Edt View Favoeites Took el -
-agjf.j Dl Search (W] Favorites  {HHstory @'ﬂ

':':‘\-::‘_‘I‘I-_ﬁ P feddress _-I

Lagr H e achar rapbaac

Bystem Configuration
1P kel ez

e
Tiog Wer

Figure 13.11 Reboot screen

ACaution!!

Note that Web Controller must be restarted to reflect changes to IP address. Make sure to go through the
restarting process using this function to restart, but never shut off and re-supply the power for the purpose.
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|13.3 Mail Setting

This section describes how to perform e-mail settings on Web Controller.

By clicking [Mail Settings] in the System Configuration index screen, the following screen will be displayed.

] EH-WD10DR. - Microsoft Internet Explorer
J File Edit Wiew Faworites Tools  Help
J coBachk = = o= a ol | @Search Favorites @Histury | %v =
Waloome! Whaloome to Mail Sattings Paga
Super User
Lagin
System Configuration
Mail Settings
1] gl
2] Jou o fhil Triggar b -
3]
4]
Figure 13.12 Mail Settings menu screen
Table 13.10 Mail Settings menu screen
No. Name Setting Options
1] | Mail Settings Displays the e-mail basic setting screen.
2] | Mail Trigger No. Select a trigger number from No.1 to 16 from the pull-down menu, and click the
[OK] button to view the e-mail trigger setting screen for each trigger No.
3] | Top Menu Return to the System Configuration index screen
4] | Logout Logout from the System Configuration
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(1) E-mail basic settings
Under the Mail Settings menu, basic settings for sending e-mails can be performed.
By clicking [Mail Settings] in the Mail Settings menu on the left, the following screen will be displayed.

3 EH-WD10DR - Microsoft Internet Explorer
|| Fie Edt Vew Favortes Toos  Help i
| =idede + = s g m ﬁ | @m:h [&] Favoribas @Hstcw:,' E" é |
Walkoama! Mail Settings J
;-Dii" = amail sddress | e | ]
N . TF San At ter————
System Gonfiguration SR R [ 2]
: ; DOP Server | A3 ]
Wil Snftlng:
T St Uear Aocount | %ml'!"— - 4]
e Usar Pagsword | rererms—5 |
v Wil Triggar Mo
= SET
Top Menw
_l:-g."‘Jt
- — .|
] Done L My Camputer o
Figure 13.13 Mail Settings - basic setting menu
Table 13.11 Mail Settings - basic setting menu
No. Name Setting Options
1] | e-mail address Input an e-mail address to be used as a sender of e-mails.
2] | SMTP Server Input the address of SMTP server.
3] | POP Server Input the address of POP server.
4] | User Account Input the user account for POP authentication.
5] | User Password Input a password for the user account for POP authentication.
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(2) E-mail trigger settings
This section describes how to set triggers for sending e-mails and e-mail contents on Web Controller.
By selecting a trigger number to set from the pull-down menu in the Mail Settings menu on the left, and
clicking the [OK] button, the following screen will be displayed (this is an example screen for Trigger No. 1).
Trigger No. 1 to 16 can be used.

3 EH-WD10DR - Microsoft Internet Explorer
J Fla Edit View Favorites Tooks  Help
J =Bpdi + = or @ m 12} | @ﬁarch [&] Favoribes @Hstuw E-— f=
Piggrmig] Mail Satting 1 rigsar Mol
e Ll
Lapa
System Configuration
Wil Snthings
o Bbd Sainings
= Bl Trigger b
Top hieny
=
1] L DOOU-IFFF FOOO-FIIF b Comtrity O-16(CarmctorD |
1 Sond Data Fiwk [ | ]
E ravk R0 [ \I“ 6]
. =1 S~ em—— | ———— -
=T
_|§] Done || E My Computer 7
Figure 13.14 Mail Settings - Trigger setting screen
Table 13.12 Mail Settings - Trigger setting screen
No. Name Setting Options

1] | Mail Trigger No. | Select a trigger No. to be used for sending e-mails.
(Description of the selected trigger is indicated in 4].)
Up to 16 triggers can be set.

2] | Trigger Settings of the e-mail send trigger.
Select “Use” or “Not Use” for each trigger.
If you select “Use,” select a bit internal output “R” to be used as the trigger and input it.

3] | E-mail address | Input destinations of outgoing e-mails.
Up to 8 destinations can be set for each trigger.

4] | Subject Input the subject of the outgoing e-mail. Up to 64 one-byte characters or 32 double-
byte characters can be used.*

3] | Text Input the text of the outgoing e-mail. Up to 256 one-byte characters or 128 double-byte
characters can be used. *

6] | SentData Internal output data can be added to the e-mail text to the maximum of 3 words.
A comment can also be added for each word. Up to 16 one-byte characters or 8

double-byte characters can be used to add a comment. *

Make sure not to exceed the maximum byte when both one byte characters and double-byte characters are

specified.
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|13.4 Ethernet Protocol Settings

This section describes how to perform settings of network connection information for programming Web

Controller with the programming software (LADDER EDITOR for Windows).

This information is also

required for application of HMI software including display devices supported by Ethernet connection for

HITACHI H/EH series PLC and SCADA.

By clicking [Ethernet Protocol] in the System Configuration index screen, the following screen will be

displayed.
-'3 EH-WD10DR - Microsoft Internet Explorer
| Fle Edt View Favortss Tooks Help “
| S8 = =2 - 8 6 | Dsearch [Favorites (HHistory | [y S |
Wekome! Vialzoma to Etharnet Paga LI
Super User
Lagin
System Configuration
Ethemet Protocal
2) —— [ "7 RidenaiE et Traremeain
‘€] Dene || S vy Computer 7
Figure 13.15 Ethernet Protocol setting screen
Table 13.13 Ethernet Protocol setting screen
No. Name Setting Options

1] | Passive HIProtocol

Settings of task code communication

2] | Automatic Data
Transmission

Settings of message communication

3] | Top Menu

Return to the System Configuration index screen

4] | Logout

Logout from the System Configuration
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(1) Task code communication

Settings of task code communication.
By clicking [Passive HIProtocol] in the Ethernet Protocol menu on the left, the following screen will be

displayed.

] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘iew Favorites

Tools  Help |

J o Back - =2 o a ol | |@Slﬁ!arch [#|Favarites @Histnry ||%~r =h

Wzl
Super Lar
Lagin
System Configuration
Ethermet Protocol
» Pacsien I-.:L:E':_-"-'I
# dutematic Data Trammssion
Tag My

R

Ethernet Passive I'l!PmTOmk‘/ 1] ]
SR i e e aoss

© UDR/IF

Task Coda Port : & TCRSFP
1

Task Code Portd | ® TCP/TP

Task Code Fortd 1 & TER/IE

1
Port Mo PO0S ==:'.'.'-'J B ST D)
Port Mo [po02 Jora-6553% Do)
—
= [p007 _Joza-g 535 D)

-
21 -G353HDec * 15

Fart Timesut

SET

|@ Done

l_ l_ |@l My Computer

=
4

Figure 13.16 Ethernet Protocol - Passive HIProtocol setting screen

Table 13.14 Ethernet Protocol - Passive HIProtocol setting screen

No. Name Setting Options
1] | Task Code Port Select a connection protocol for task code. Mark either TCP/IP or UDP/IP.
2] | Port No. Set the logical port number of the connection for task code. Input a number in

the range of 1024 to 65535.

3] | Port Timeout

Set whether or not to enable timeout for the connection for task code. This
value affects to all connections for task code. Setting it to “Disable” will
disable 4] as well.

This timeout function monitors the duration of time when no TCP packet is
received at the task cord port. When a timeout is detected, the task cord port
sends out a packet including a connection cut-off request flag (FIN ACK).

4] | Value

Input the timeout duration for the connection for task code (in seconds). This
value affects to all connections for task code.

Input @ number in the range of 1 to 65535.
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(2) Message communication

This section describes how to perform message communication settings.

To set the message communication, select a connection number to set from the pull-down menu in the
Ethernet Protocol menu on the left, and click the [Go] button to display the following screen.

E EH-WD 10DR - Microsoft Internet Explorer

_' File Edt ‘iew Favorites Tools Help

| Eeed - = < ) o | ) search [F|Favorites (BHistory | [ S |
Weloome! Ethernet Passive HIFROTOCOL Connection Mo.1 ;l
Super User
Login :"s'fi?u?r?g}i'r.?;r' .............. 3
g L I Receive O wr oo
System Configuration Wi g
Fthemet Protoool : -.. rd Cepuantar .l.ll.u ; | g]
R 5] =M Other Sraticn 11 Closed Flag f  [ooo ,“
----- memmemmmmmmmmmmmmmmn (] [P fAddress [ iech® Receiving Buffer Guerfow R 001
1 ¢ futomatic Data TransmEson 1 1 1y i e} |
. = 5 ! 1 Part M 1028 {24-65000(0eck ' OpanFlg R__[poo 1
heeeecoeean 3T B bl Vit 5y Sy ettt I ST L et i
S g ]_*'. Evart Send Trigger Bit B 00 QOC-TEFHed b i ReopenDemard Bt R [0 Ly 10]
Logaut U Cyelk Send Time i S |-i:|:1::u:~e::_i 1 Rery Count Bon
1 . 1
: a
7]
1] 8]

|€| Dane

=

- k2 vy Computer

&

Figure 13.17 Ethernet Protocol — message communication setting screen

13-17



Chapter 13 System Configuration

Table 13.15 Ethernet Protocol — message communication setting screen

No.

Name

Setting Options

1

Automatic Data
Transmission

Select a connection number.

2]

Usage

Select a communication usage.
Not Use
Send/Receive
Send
Receive

3]

Connection

Select a connection type.
TCP/IP-Active Specified
TCP/IP-Passive Specified
TCP/IP-Passive Optional
UDP/IP Specified
UDP/IP Optional

4]

Port No.

Input the port number of Web Controller.

9]

Other Station

Set the other station.
IP Address
Port No.

6]

Send Type

Select a sending type.
Send Type
Event Send
Cyclic Send
Event Send Trigger Bit R
Cyclic Send Time

7]

Data sent Area

Select an area to send data from.
1/0: WRWM/WX/WY
Top
Size: 1-730 (Dec)

8]

Data received Area

Select an area to receive data.
I/0: WRWM/WY
Top
Size: 1-730(Dec)

9]

Status Register

Set the status register.
Receiving Counter
Transmitting Counter
Closed Flag
Receiving Buffer Overflow
Open Flag

10]

Control Register

Set the control register.
a) Re-open Demand Bit
b) Retry Count

c) Retry Interval
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|13.5 Serial Port Settings

This section describes how to perform settings of communication using the serial port of Web Controller.

By clicking [RS-232C Protocol] in the System Configuration index screen, the following screen will be

displayed.
E EH-WD 10DR - Microsoft Internet Explorer
Fle Edt View Favorites Tooks Help |-
Chedh o r =~ 6 o} | @isearch [F)Favortes (BHistory | [ & |
Waloome! Whalcome to RS-2350 Papga ;I
Super User
Lagin
System Gonfiguration
R5—232C Protoool
1]
2]
3]
4]
3]
&] Dore L A= My Computer o

Figure 13.18 RS-232C Protocol menu screen

Table 13.16 RS-232C Protocol menu screen

No. Name Setting Options
1] | Active HIProtocol Perform settings of RS-232C Active-HIProtocol.
2] | Passive HIProtocol Perform settings of RS-232C Passive-HIProtocol.
3] | General Port Perform settings of RS-232C general purpose communication port.
4] | Top Menu Return to the System Configuration index screen
5] | Logout Logout from the System Configuration
/\Caution!!

Keep in mind that what had become a setup of "Use" until now will be set to "Not Use" if one of
setup is set to "Use", since Active HIProtocol, Passive HIProtocol, and General Port cannot be

used simultaneously.
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(1) Active-HIProtocol

This section describes how to perform RS-232C Active HIProtocol settings on Web Controller.

By clicking [Active HIProtocol] in the RS-232C Protocol menu on the left, the following screen will be
displayed.

E EH-WD 10DR - Microsoft Internet Explorer

| &k v 2 - 0 . ﬁ| ﬁhard'l (3] Favorites @;;ﬂsbﬂw @' é " |

Wakoome! R&232C—-Active HIPratoool ;I
Super Use
Login Pretoce [T FE2aTs etroe- PRI TOGOL — 1]
= L Mode [Fiat Tee = — 2]
System Configuration Trarsmisson Control [ g 3)
R&E—237C Protoool Preced roceduel 1
» otve HProtooo Targst PLC [F-252 e 02 002 /2002 AT O.EF- 1 50 MF: P - e 4]
+ Passive HIProtacal Motwork Sddrezs LIFF UfFF e ep (- i e 5]
¢ Giararal Fort LD ZanfRegat Trigear Bit B W :IF}'}'EF'C.'r'm"* 6]
Top bdenu Az Toa _ Size =120 Dwc]
s ?] L L s } FLC 7] I
8]
9]
10 ] o A
1]
12]

SET

-]
€] Done L k= My Computer 7

Figure 13.19 RS-232C Protocol - Active HIProtocol menu screen
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Table 13.17 RS-232C Protocol - Active HIProtocol menu screen

No. Name Setting Options
11 | Protocol Displays the protocol name (Active HIProtocol).
This textbox is unchangeable.
2] | Mode Select a communication mode.
Not Use
Monitor only

Monitor & I/O Set/Reset Trigger
Datalink (Monitor & I/0O Set/Reset alternately)

3] | Transmission Control Select a transmission procedure.
Procedure a) Procedure1 1:1
b) Procedure2 1:1
4] | Target PLC Select the type of connected PLC.

a) H-20/40/64, H-200/250, H-300/700/2000
b) H-252, H302/702/1002/2002/4010, EH-150, MICRO-EH

3] | Network Address Input the network address defined by the task code which is the protocol of
HITACHI H/EH-series PLC. Refer to Appendix 2.

6] \Aﬁﬁﬁﬁ’?‘g_e?pﬁ‘wy an "R number fi¥ #e communication mode is set to “Monitor & I/0 Set/Reset Trigger,” select a
=

bit internal output “R” to be used as the trigger.
"1" (Set by user): Transmission is triggered by “Rise.”

Indicates “1” when tfansmission is properly completed. (Set by Web Controller)

Indicates “1” when transmission is improperly completed. (Set by Web Controller)

7] | Target PLC address Specify a monitoring data area on the connected PLC to read out data from.
a) /0 type: Select from WR/MWM/WL/WX/WY

b) Top I/0 number:

c¢) Size: Max. 120 words (hexadecimal)

8] | Stored address Specify an area on Web Controller to store data received from the connected
PLC.

a) I/0 type: Select from WR/WM/WY.

b) Top 1/0 number:

c) Size: (The number of areas specified in 6] is ensured.)

9] | Error code address Specify an area to store error codes when data from the connected PLC fails to
be received.

a) I/0 type: Select from WR/WM.

b) Top I/O number:

c) Size: (Fixed to 8 words)

10] | Source address Specify a sending area on the Web Controller.
a) I/0 type: Select from WR/WM/WX/WY.

b) Top I/0 number:

c¢) Size: Max. 100 words (hexadecimal)

11] | Target PLC address Specify a forced set area on the connected PLC.
a) /0 type: Select from WR/WM/WL/WY.

b) Top I/O number:

c) Size: Max. 100 words (hexadecimal)

12] | Error code address a) I/0 type: Select from WR/WM.
b) Top I/O number:
c) Size: (Fixed to 8 words)
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(2) Passive-HIProtocol

This section describes how to perform settings of RS-232C Passive HIProtocol on Web Controller.

By clicking [Passive HIProtocol] in the RS-232C Protocol menu on the left, the following screen will be

displayed.

a EH-WD 10DR - Microsoft Internet Explorer

Fie Edit ‘iew Favorites

Tooks  Help

| i S = é fl:E | @Sﬂarr:h EFM'*&" @""5“? " E" %

Weloome!
Super User
Login

System Configuration
RS—2320 Protocol

v Botie HProtooo!
+ Passiva HIPrtocal
+ Canaral Port

Top hisnis

Logoat

RS232C—Passive HIProtocol

Pratocd [FET 2 P Passin - MO RO TOGOL 1]

Trarsmission Cartral
Procedurs

Traremizzion Speed

|€| Dane

- i My computer

Figure 13.20 RS-232C HIProtocol - Passive HIProtocol menu screen
Table 13.18 RS-232C HIProtocol - Passive HIProtocol menu screen
No. Name Setting Options
1] | Protocol Displays the protocol name (Passive HIProtocol).
This textbox is unchangeable.
2] | Transmission Control Select a transmission procedure.
Procedure a) Not Use
b) Procedure1 1:1
c) Procedure2 1:1
3] | Transmission Speed Select a transmission speed.
a) 2.4kbps
b) 4.8kbps
c) 9.6kbps
d) 19.2kbps
e) 38.4kbps
f) 57.6kbps
4] | Modem Use Set whether or not to use a modem. Check the checkbox to use.
5] | Time out at reception Set the timeout at reception sequence of modem. To use the timeout
sequence of modem reception sequence of modem, check the checkbox and input the duration of
time in the range of 1 to 255.
6] Modem Time Out Set the modem timeout. To use the modem timeout, check the checkbox and
input the duration of time in the range of 1 to 255.
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(3) General Port

This section describes how to perform settings of RS-232C General purpose communication on Web
Controller.
By clicking [General Port] in the RS-232C Protocol menu on the left, the following screen will be displayed.

E EH-WD 10DR - Microsoft Internet Explorer

| File Edt ‘iew Favorites Tools Help |

| Spatr v 50T a . ﬂ| @%ard'l [E]Favorites @ihlstﬂ'y @v é |

Welcome! RS232C—-Genaral Port ;I
Super User
Login Protoocl ) '.T:\.II.E::'.‘?E.}:":."E Port B —— 1 ]
- . U ea @ bt L
System Gonfiguration R, e R e hy 2)
R5—232C Protoool SET
» Lotiva HProtooo
s Passiva HIP ool

s Haraml Porg
Tap Mians
Logout

‘&] Dane U | k= My Computer o

Figure 13.21 RS-232C HIProtocol - General Port menu screen

Table 13.19 RS-232C HIProtocol - General Port menu screen

No. Name Setting Options
1] | Protocol Displays the protocol name (General Port).
This textbox is unchangeable.
2] | General Purpose Select whether or not to use the general purpose communication.
Communication Setting a) Use
b) Not Use
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|13.6 ID/Password Settings

This section describes how to perform ID/Password settings on Web Controller.

By clicking [ID/Password] in the System Configuration index screen, the following screen will be displayed.

E EH-WD 10DR - Microsoft Internet Explorer

| Fle Edt View Favortes Tooks Help |-
s - = - @ [0 | Boearch [FFavortes (Bristory | R & |

‘Waloome!
Super User
Lagin

System CGonfiguration

‘Welcome to 10/ Faszaord Page ;I

!@ Dane

- | = My Computer ,.4,

Figure 13.22 |ID/Password menu screen

Table 13.20 ID/Password menu screen

No. Name Setting Options

1] | Individual Authorization setting List | Displays file access authorization for each user ID.
2] | Add ID/Password Register User IDs/Passwords.

3] | Delete ID/Password Delete User IDs/Passwords.

4] | Set file access authorization setting | Set the file access authorization.

5] | Top Menu Return to the System Configuration index screen
6] | Logout Logout from the System Configuration
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(1) Individual Authorization setting List

Displays a list of file access authorization for each registered user ID.
By clicking [Individual Authorization setting List] in the ID/Password menu on the left, the following screen
will be displayed.

2§ EH-WD 10DR - Microsoft Internet Explorer Ei=l

| Fle Edt Wiew Favortes Took Help |

|[ Back » = - € ﬁ| ) search (F|Favorites £fHistory | (- S

Wakome! The password setting for mail address ;I
Super User

ik OM Passmord —4———— 1]

System Configuration Has Pagzwr e 7 |

The password setting for mail adc Maw Passwardizznfirmatiord “ 1]
# Tle passwsrd satting for mail address
Top bsrus £|
Lageur

&] Dane 1 k2 My Computer Y

Figure 13.23 ID/Password - Individual Authorization setting List screen

Table 13.21 ID/Password - Individual Authorization setting List screen

No. Name Setting Options
1] | No. Displays User ID No.
2] | UserlID Displays User ID.
Click this link to view a list of access authorization for each User ID.
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Click the user name on this screen to display the file access authorization of the user.

E EH-WD 10DR - Microsoft Internet Explorer

Fle Edt View Favortes Took Help |-
Chedh o r =~ 6 o} | @isearch [F)Favortes ERHistory | [ & |
‘Walcome! 10 Set Pessword ;I
Super User
Lagin M Passeon | — 1)
System Configuration has Prasaward —]

K Set Possword Maw Password{confirmation B —— 3]

s [0 Sot Passwsed
FET|

[~
/

‘&] Dane L\ My Computer

Figure 13.24 |D/Password - Individual Authorization setting List display screen

Table 13.22 ID/Password - Individual Authorization setting List display screen

No. Name Setting Options

1] | UserID Displays the User ID whose list of access authorization is being
displayed.

2] | No. Displays File No.

3] | File Name Displays File Name.
No file name is displayed when Web Controller stores no file under the
File No.

4] | Disable ID/Password Indicates the ID/Password authentication is required or not when

accessing the file.

Check the checkbox to disable the ID/Password authentication.

5] | Status Indicates whether or not the user is authorized to access the file.
Without the access aurthorization, the user cannot access the file even if
his/her ID/Password is authenticated.

Authorized : Access to the file is permitted.
Not Authorized : Access to the file is not permitted.

/\ Caution!!

Note that if the “Disable ID/Password” checkbox is checked, the file can be accessed without ID/Password
even if the Status is set to “Not authorized.” This happens because Web Controller performs processing
based on the Disable ID/Password status first. Only when the checkbox is not marked, the setting of the
Status is effective on the processing. Therefore, make sure to uncheck the Disable ID/Password
checkbox to set an access control to a file.
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(2) Add ID/Password
Register User |IDs/Passwords. It is possible to register 16 User IDs/Passwords. Their IDs and passwords
are specified using 1 up to 16 one byte characters (upper and lower cases) or numeric.
By clicking [Add ID/Password] in the ID/Password menu on the left, the following screen will be displayed.

/] EH-WD10DR - Microsoft Internet Explorer
J File Edit Wiew Fawvorites Tools  Help |

J o Bach = = a ol | @Search [ Favarites @Histury ||%v &h
J.ﬁ.ddress j o JLinks 2

Wadcoms Add ID/Password
Super ser
Lcegr o Iﬁ‘_ , ]
System Configuration User I ‘2]
1D/ Password Passwerd [ — 3]
o Individusl Athorization setting 1
= dd 1D/ Fa WD T SET ]
o Delete 10/ Password
s Sat file access authoreateon setting

[~
L@ Done l_ l_ |@l My Computer i

Figure 13.25 ID/Password - Add ID/Password screen

Table 13.23 ID/Password - Add ID/Password screen

No. Name Setting Options

1] | No. Specify a User ID No. A number from 1 to 16 can be specified.
Numbers already registered can not be used.

2] | UserlID Input a User ID.
1 up to 16 one byte characters (upper and lower cases) or numeric
can be used.

3] | Password Input a Password for the User ID.
1 up to 16 one byte characters (upper and lower cases) or numeric
can be used.
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(3) Delete ID/Password

Delete registered User IDs/Passwords.
By clicking [Delete ID/Password] in the ID/Password menu on the left, the following screen will be

displayed.

/] EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Fawvorites Tools  Help

J o Bach = = a ol | @Search [ Favarites @Histury ||%v &h

LCgIn

System Confipuration
D/ Password

Audberirzation settimg

o Individu g 4
o Add 1D Passweord

o LDelate 10/ Password

& Zat file access suthoreaton setting

p Maru

Logoaut

J.ﬁ.ddress j o JLinks i
Wekoomed Delete ID/Password 1] 2] 3] ﬂ
Super User

"""

D=1 usarl IO

SET

L@ Done

l_ l_ |@l My Computer

a B

Figure 13.26 ID/Password - Delete ID/Password screen

Table 13.24 ID/Password - Delete ID/Password screen
No. Name Setting Options
1] | No. Displays User ID No.
2] | UserlID Displays User ID.
Click this link to view a list of access authorization for each User ID.
3] | Check Check the checkbox of the ID/Password to delete.
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(4) Set file access authorization setting

Set the file access authorization. File access authorization should be set for each file.
By clicking [Set file access authorization setting] in the ID/Password menu on the left, the following screen

will be displayed.

2 EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Fawaorites Tools  Help

J SBach v = v o | Dl search (3 Favorites  £History ||%~-r =h

Legin

System Gonfiguration
ID/Password

n setting

Mo

File Name

2]

1]

J.ﬁ.ddress j PaEn JLinks b
Webco me Set file access authonzation setting il
Super User

L@ Done

l_ l_ |@l My Computer

]

Figure 13.27 ID/Password - Set file access authorization setting screen

Table 13.25 ID/Password - Set file access authorization setting screen
No. Name Setting Options
1] | No. Displays File No.
2] | File Name Displays File Name. Click this link to view a list of access authorization

for each file.
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Click the file name on this screen to display the file access authorization of the file.

/2 EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘Wiew Fawaorites Tools  Help |

J el = x| o | Dl search (3 Favorites £ History ||%~-r =h

J Address

x| @0 | |Links

Weelcome
e |

e

System Gonfiguration
D/ Password

Sot file acorss authonzotion sotting
Fils Marma default him 1_1] Diasbls 10y Pasvecrd F {—5]

Mo User 1D

E 3] mu:orim-{— 4]

2]

|@ Done

I_ I_ |@l My Cormpuker

b=
7

Figure 13.28 |ID/Password - Set file access authorization setting screen

Table 13.26 ID/Password - Set file access authorization setting screen

No. Name Setting Options

1] | File Name Displays the name of the file being set.

2] | No. Displays User ID No.

3] | UserlID Displays User ID.

4] | Authorize Set the user's access authorization on this file. When “Disable
ID/Password” for this file is not checked, the user with this checkbox
marked can access this file after his/her ID/Password is authenticated. |If
this checkbox is not checked, however, the user cannot access this file
even after the ID/Password authentication.

5] | Disable ID/Password Checking this checkbox will allow users to access this file without
IDs/Passwords. Make sure to uncheck this box to set an access
control to the file.

The following table describes available access authorization setting options.

Table 13.27 ID/Password — List of file access authorization settings
Disable ID/Password Authorize Setting Options
1 X X Not accessible even with User ID/Password
2 X (0] Not accessible without User ID/Password
3 (0] X . )
Accessible without User ID/Password
4 (0] (0]

O: Checked X: Not checked
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|13.7 Change password for mail settings

This section describes how to change the password for mail settings.

By clicking [The password setting for mail address] in the System Configuration index screen, the following

screen will be displayed.

2§ EH-WD 10DR. - Microsoft Internet Explorer Ei=l

|[ Fle Edt View Favorites Tooks Help |

” Back ~ = - € ﬁ| () search (F|Favorites £fHistory | (- S

Walkome! The password setting for mail address ;I
Super User ' 1
Login O Fassmend [ ]

. ; < 2]
System Caonfiguration Faws Pagsward ¢ 3

The possword setting for mail adc Mew Password{cenfirmationd [ ]

+ Tle pazewend satting for mail address

Top hdsni SET
Logeur

7]
Y

&] Done L[k vy Computer

Figure 13.29 Password change screen on mail setting page

Table 13.28 Password change screen on mail setting page

No. Name Setting Options
1] | Old Password Enter the password currently used for the mail settings page.
2] | New Password Enter a new password for the mail settings page.

1 up to 16 one byte characters (upper and lower cases) or numeric can be used
for the password.

3] | New Password Enter the new password for the mail settings page again for confirmation.
(confirmation)
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|13.8 Change password for I/O Set

This section describes how to change the password for I/O Set.
By clicking [I/O Set Password] in the System Configuration index screen, the following screen will be

displayed.

E EH-WD 10DR - Microsoft Internet Explorer
Fle Edt View Favorites Tooks Help |

ceack ~ = - E) | @isearch [FFavorites CHistory | [ S

Welcome! 1 Set Password ;I
Super User 4—
Login O Paszwond [ ¢ R
- : 2
System Gonfiguration Meaw Pasgword <+— 3]
) Set Password s Paszwardiconfirmation) ]
v [FD Eat Passwesd
Top Mo 3ET|

=

Lot

[ ]
&] Dane 1 k2 vy Computer Y

Figure 13.30 1/O Set Password change screen

Table 13.29 1/O Set Password change screen

No. Name Setting Options
1] | Old Password Enter the current password for I/O Set.
2] | New Password Enter a new password for I/O Set.

1 up to 16 one byte characters (upper and lower cases) or numeric can be used
for the password.

3] | New Password Enter the new password for I/O set again for confirmation.

(confirmation)
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|13.9 Remarks

(1) Access control
Simultaneous access to the System Configuration page from multiple PCs is not permitted. Access to the

System Configuration page is not permitted during the login to the Super User Registration page or the mail

settings page.

Web browser Web browser

HUB
Accessing the System Configuration page. Simultaneous access to the System
Web Controller Configuration page is not permitted.
O iz B
(_122229292] /0]

Figure 13.31 Access control (Simultaneous access prohibited)

Web browser Web browser

HUB
. Access to the System Configuration page is
Accessing the Super User Y ¢ pag
. . . . Web Controller not permitted.
Registration page or mail settings Ol cinicas B
page. % I
(_122229292] [0

Figure 13.32 Access control

(2) Access timeout
If no operation is performed for 5 minutes after the login to the System Configuration page from a Web

browser, logout is forced. If this is the case, log in again by entering a password.

Web browser

HUB No operation performed Login is necessary

for 5 minutes.

J File Edt iew Favorites T

J@Eack-=>'°ﬁ|

Access to the System Configuration page

Web Controller
(o] [Fesecssae] ) :
Systom Configuration Login
— 3 Userl [
Password
_suBN |
(Tee2egezedl o)

Figure 13.33 Access timeout
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Chapter 14 Web Controller Extension HTML
tags

|14.1 HTML Extension Tags

In order to read out values on data memory in Web Controller via a Web browser, users need to create an
HTML file conforming to the HTML tags which have been extended based on our original specifications

(“extension tags”), and also need to register HTML files (“data read HTML files”) in Web Controller.

When Web Controller receives a browse request for an HTML file, CGI analyzes the HTML file, and
checks if the file has an extension tag. If the HTML file contains an extension tag, CGl retrieves various
information including the values on data memory and login information, and create a temporary HTML file to
be sent back. Web server sends back the temporary HTML file to the Web browser.

This means that users can read out values on data memory in Web Controller via a Web browser or

access the files for which they are authorized to access by using CGl and extension tags.

Web browser

HTML file returned [after
analysis of extension tag Operation Mode Setting Switch

/ “0”: Normal Mode

—d] —>§ sz::{

LAN cable Web Controller
Ethernet port e 000

200 o
:D—‘ DC24V
Figure 14.1 Browsing files in Web Controller
Web browser Web server CGl
1] Browse 2] Browse request 3] HTML flle HTML
URL input — > accepted retrieval files
request D |
6] HTML file 4] HT'}’"-.f”e >
return analysis
. N\ 4
7IHTML display | Data
memory
5] Generation of HTML filds ﬁ
including values on dataimemog

Figure 14.2 Reading out the values and various information using extension tags
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|14.2 Types of Extension tags

Following four types can be specified as an extension tag.

Table 14.1 Types of extension tags
Name of extension Application Sample tag statement
tag
1] | /O Monitor tag Retrieval of values stored on data memory <%lO Y 100 %>
2] | Login information | Takes over login information to the files for which users | <%IO SESSIONID %>
transfer tag are authorized to access.
3] | Logout tag Logout <%I0O LOGOUT %>
4] | /O pass tag To set if a password is required or not for 1/O set. <%I|O IOPASS 0 %>

The following are a sample HTML file with extension tag statements, and a sample screen displayed in a

Web browser.

Preparation of HTML files using an editor Web browser screen display

"} EH-WD10DR - Microsoft 1. [M[=]EJ

Fle Edt  View me"-

o0 00 Al
h]r!uupﬂr.rilu Mok Radress Z 1";"3] u‘“;

Fle Edt Formet Help

SHTML Habia, Warid!!
WL B

<HEALL m

1] Displays the value]

CTITLE e | &</ TITLE>

CHEAD) —
A 1] 1/0 Monitor tag | Sl |v\

Hel lo, Worldl!<E>

4] Specify if a password is required or nof]

- R T
s |-°| =F.}f kt}?'[m;_;},mhg&_q % for setting data memory
EI010RASS 12 4] 1/0 pass tag =E=
41 ¥ icddens MONE=IO_1 WALLE="R 0" [
CINFUT TYPE=text MAME=1OW.1>

{j[]-"l__|| TrFE=sbmit YALIUE=5ET> 2] Transfer the login information to the link
< FORM

O HREF= hrewme cxi ¥l ink L0 SESSTORIL ERAL i pked A 00CBROBR
210 LOGOUT R

3] Generate the link to logout

B[ [ Ercmtr

2] Login information transfer tag

3] Logout tag

Figure 14.3 Extension tags and display examples

HTML files start with <HTML> tag and end with </HTML> tag. Statements between <HEAD> tag and
</HEAD> tag describe the document information of the HTML file including a title. Statements between
<BODY> tag and </BODY> tag indicate the part displayed on a Web browser. <BR> tag used in the example
inserts a line break at a specified place. <FORM> tag and <INPUT> tag are used to send values to CGI. The
information described between <FORM> tag and </FORM> tag is sent to CGIl. Web Controller uses the tag
to set values to data memory. Refer to “Chapter 15 Setting values on data memory via a Web browser” for
details. <A> tag is used to specify a link to a file. Character strings between <A> tag and </A> tag are

displayed as a link. Refer to commercially available instruction manuals on HTML tags for details.
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|14.3 I/O Monitor tag

Values on data memory can be displayed on a Web browser using I/O monitor tags as in the following

table.
Table 14.2 What users can do with I/O Monitor tags

Description

1 | Display values on data memory numerically. Binary/decimal/hexadecimal/signed decimal can be
specified.

2 | Character strings are displayed based on the value of bit data.

Performs AND operation between the value on data memory and specified value, and displays the
result numerically.

4 | Performs AND operation between the value on data memory and specified value, and displays the
result as character strings.

5 | Displays the character strings set with comment tag.

The following table describes the types of data memory.

Table 14.3 Types of data memory
Types of data Description
memory
Bit data 1 bit data either “0” or “1.”
Word data 16 bit data (32 bit when double word data is used.)
Comment tag 0 - 128 byte character strings.

(1) Format of 1/0O Monitor tags
The following table describes the format of /O monitor tag.
Table 14.4 Format of 1/0 Monitor tags

Format
Variable format specification of I/O Monitor tag Example *

<%IO J%ata memory_Data number_Replaced datg= %3
A half-width End of I/O Monitor tag

Beginning of /0 Monitor tag A half-width

1

*1: This is the 1/0O monitor tag variable format specification when bit data is specified for the data
memory.

Refer to the following pages for details.

14-3



Chapter 14 Web Controller Extension HTML tags

(2) Format of I/O Monitor tag and display examples on a Web browser
1/0 monitor tag variable format specification is different depending on the data on data memory (bit data,

word data, or comment tag.) A half-width space should be used to separate variables in the format.

* When bit data is specified for the data memory

Table 14.5 Bit data - 1/0 Monitor tag format

Format

<%IO _Data memory_Data number_Replaced data_ %> (“_” means a half-width space.)

Replaced data can be specified as follows:

$True Character String$:False Character String$
Characters except “$” can be specified to be displayed as “True Character
String,” and “False Character String.” (“$” cannot be used, because it is used
as a separating character.) 0 - 16 one byte characters or 0 - 8 double-byte
characters can be specified (16 bytes in total).
* Note: Make sure not to exceed 16 bytes when both one byte characters
and double-byte characters are specified.

Example) $ON:$OFF$

Variables Contents Remar
ks
Data memory Supports the following 14 types as bit data. Essen
tial
X, Y, R, M, DIF, DFN, MCS, MCR, TD, SS, CU, CTU, CTD and CL.
Data number The following is the range of data numbers which can be specified with data | Essen
memory. tial
X 000 - 005 (Specify using 3 one byte decimal numbers.)
Y 100 - 103 (Specify using 3 one byte decimal numbers.)
R 000 - 7FF (Specify using 1 - 3 one byte hexadecimal
digits™.)
M 0 - 3FFF (Specify using 1 - 4 one byte hexadecimal
digits™.)
DIF and DFN 0 - 511 (Specify using 0 - 3 decimal numbers.)
MCS and MCR 0 - 49 (Specify using 0 - 2 decimal numbers.)
TD, SSand CU 0 - 255 (Specify using 0 - 3 decimal numbers.)
CTU, CTD and CL
Replaced Data | According to the value of data memory, any character strings can be | Do not
displayed. neces
When the value stored on the data memory is “1”, character strings specified | sarily
in “True Character String” is displayed. When the value stored on the data | be
memory is “0,” character strings specified in “False Character String” is | specifi
displayed. ed.

* 1: Make sure to use upper cases when alphabets are used. (Example: FF)
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* Format of 1/0 Monitor tag and display examples on a Web browser

Table 14.6 Bit data - I/O Monitor tag format samples

I/O Monitor tag format

Web browser display

X000 = <%I0 X 000 %>

X000 =1 (When X000 =1)

Y103 = <%I0 Y 103 %>

Y103 =0 (When Y103 = 0)

RO = <%IO R0 %>

RO = 1 (When RO = 1)

M100 = <%IO M 100 %>

M100 = 0 (When M100 = 0)

X005 = <%|0 X 005 $ON$:$OFF$ %>

X005 = ON (When X005 = 1)
X005 = OFF (When X005 = 0)

Y101 = <%IO0 Y 101 $OKS$:SNG$ %>

Y101 = OK (When Y101 = 1)
Y101 = NG (When Y101 = 0)

R10 = <%IO R 10 $$:$1234567890ABCDEF$ %>

R10= (WhenR10=1)
R10 = 1234567890ABCDEF (When R10 = 0)

M3FFF = <%IO M 3FFF $RUN$:$STOP$ %>

M3FFF = RUN (When M3FFF = 1)
M3FFF= STOP (When M3FFF = 0)

-] EH-WD10DR - Microsoft Internet Explore

<HTML> J File Edit Miew Fawarites  Tools  Help
<HEAD> SEack v = T i Search
<TITLE>bit data</TITLE> | @ [0 6 a
</HEAD> X000 = 0
<BODY>
X000 = <%I0 X 000 %><BR> Y103 =1
<BR>
Y103 = <%I0 Y 103 %><BR>
<BR> ° RO = ON
RO = <%I0O R 0 $ON$:$OFF$ %><BR>
<BR> hE .
M10 = <%IO M 10 $1234567890ABCDEF$:$$ %><BR> o
M10 = <%IO M 10 $$:$1234567890ABCDEF$ %><BR> MIO = 1234567280ABCDEF
</BODY>
</HTML>
When
X000=0
Y103 =1
Figure 14.4 Examples of HTML statements and Web browser display
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* When bit data or double word data is specified for the data memory

Table 14.7 Word data / Double word data - I/O Monitor tag format

Format

<%IO _Data memory_Data number_Output type Comparison data_Replaced data_ %> (* ” means a

half-width space.)

hexadecimal numbers™.)
Example) CP=FFFF

Variables Contents Remarks
Data memory | Supports the following 5 types as word data. Essential
WX, WY, WR, WM or TC.
Supports the following 4 types as double word data.
DX, DY, DR and DM.
Data number | The following is the range of data numbers which can be specified with | Essential
data memory.
WX 00 (Cannot specify other than 00.)
Wy 10 (Cannot specify other than 10.)
WR 0 - 3FFF, FOO0 - F19F (Specify using 1 - 4 one byte
hexadecimal digits™.)
WM 0 - 3FF (Specify using 1 - 3 one byte hexadecimal digits™.))
TC 0 - 255 (Specify using 3 one byte decimal numbers.)
DX 00 (Cannot specify other than 00.)
DY 10 (Cannot specify other than 10.)
DR 0 - 3FFE, FOO0O - F19E (Specify using 1 - 8 one byte
hexadecimal digits™.)
DM 0 - 3FE (Specify using 1 - 3 one byte hexadecimal digits™.)
Output Type Specifies types of the values on a Web browser. Do not
The following types can be specified: necessarily be
specified.
B (Binary) Displays values using one byte binary digits.
H (Hexa) Display values using one byte hexadecimal digits™.
D (Decimal) Display values using one byte decimal numbers
(signed numbers are not included).
S (Signed decimal)Display values using one byte decimal numbers
(signed numbers are included).
If output type is not specified, values are displayed using one byte
hexadecimal digit? as “H” is specified.
Comparison Performs AND operation between the Comparison data and the value | Do not
data on data memory. necessarily be
Comparison data can be specified as follows: specified.
(Essential
Immediately after “CP=" when replaced
For word data: 0000 - FFFF (14 one byte hexadecimal numbers™.) data is
For double word data: 00000000 - FFFFFFFF (8 one byte | specified.)

<Continues to the next page>

* 1: Make sure to use upper cases when alphabets are used. (Example: FF)

*2: Alphabets are displayed in upper case. (Example: FF)

14-6




Chapter 14 Web Controller Extension HTML tags

<Continued from the previous page>

Any data can be displayed based on the result of AND operation
between the value on the data memory and Comparison data.

When the result of AND operation between the value on the data
memory and the Comparison data equals to the Comparison data,
displays “True Character String,” and displays “False Character String”
when it does not.

Replaced data can be specified as follows:

$True Character String$:False Character String$
Characters except “$” can be specified to be displayed as “True
Character String,” and “False Character String.” (“$” cannot be used,
because it is used as a separating character.) 0 - 16 one byte
characters or 0 - 8 double-byte characters can be specified (16 bytes in
total).
*Note: Make sure not to exceed 16 bytes when both one byte
characters and double-byte characters are specified.

Example) $ON:$OFF$

Variables Contents Remarks

Replaced Make sure to specify Comparison data when specify Replaced data. | Do not

Data Output type assignment is disregarded. If this is the case, character | necessarily be
strings specified as Replace data is displayed. specified.

* Format of 1/0 Monitor tag and display examples on a Web browser

Table 14.8 Word data / Double word data - I/O Monitor tag examples

1/0 Monitor tag format

Web browser display

WRO = <%I0O WR 0 %>

WRO0 = ABCD (When WRO0 = HABCD)

WM10 = <%I0 WM 10 B %>

WM10 = 1010101111001101
(When WM10 = HABCD)

TC255 = <%IO TC 255 H %>

TC255 = ABCD (When TC255 = HABCD)

WRFFF = <%I0O WR FFF D %>

WRFFF = 43981 (When WRFFF = HABCD)

WM100 = <%IO WM 100 S %>

WM100 = -21555 (When WM100 = HABCD)

WR10 = <%I0 WR 10 CP=FF00 %>

WR10 = AB0O (When WR10 = HABCD)

WM1 = <%I0O WM 1 B CP=FF00 %>

WM1 = 1010101100000000
(When M1 = HABCD)

WR100 = <%I0 WR 100 D CP=FF00 %>

WR100 = 43776 (When WR100 = HABCD)

WM200 = <%I0 WM 200 S CP=FF00 %>

WM200 = -21760 (When WM200 = HABCD)

WX00 = <%IO WX 00 CP=003F $ALL$:$NOT$ %>

HOO3F)

WXO00 = ALL (When WX00 = HOO3F)
WX00 = NOT (When WX00 does not equal to

HOOOF)

WY10 = OK (When WY10 = HOOOF)
WY10 = <%lO WY 10 CP= 000F $OK$:$NG$ %> | WY10 = NG (When WY10 does not equal to

WRAO = <%IO WR A0 CP=000F
$$:$1234567890ABCDEF$ %>

WRAOQ =
numbers’™)
WRAO = 1234567890ABCDEF

any hexadecimal numbers *1)

(When WRAO = H***F, * equals to any hexadecimal

(When WRAO does not equal to H***F, * equals to

WRBO0 = <%IO WR B0 B CP=000F
$$:$1234567890ABCDEF$ %>

WRBO =
numbers *1)

WRBO0 = 1234567890ABCDEF

any hexadecimal numbers *1)

(WRBO = H*™*F, * equals to any hexadecimal

(When WRBO does not equal to H***, * equals to

WMB3FF

$ONS:$OFF$ %>

<%0 WM 3FF CP=FFFF | WM3FF = ON (When WM3FF = HFFFF)
WM3FF= OFF (When WM3FF does not equal to
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| | HFFFF)

21 : Make sure to use upper cases when alphabets are used. (Example: FF)

3 EH-WD10DR - Microsoft Internet Explorer
<HTML> i |
<HEAD> J File Edit ‘iew Favorites Tools  Help
<TITLE>word data</TITLE>
</HEAD> J etk - = - g ol | &l search [E|F
<BODY> _
WX00 = <%lO WX 00 %><BR> W00 = 0000
WY10 = <%I0 WY 10 %><BR> W10 = 000F
<BR>
WMO = <%I0O WM 0 %><BR>
WMO = <%0 WM 0 B %><BR> WhO = FFFF
WMO = <%I0O WM 0 H %><BR> =
WMO = <7410 WM 0 D %o<BRo WMD_1111111111111111
WMO = <%IO WM 0 S %><BR> WNMO = FFFF
<BR> WD = 65535
WR10 = <%0 WR 10 %><BR> WD = =1
WR10 = <%lO WR 10 CP=FF00 %><BR>
WR10 = <%IlO WR 10 B CP=FF00 %><BR>
WR10 = <%0 WR 10 D CP=FF00 %><BR> WR10 = FFFF
WR10 = <%lO WR 10 S CP=FF00 %><BR>
<BR> WR10 = FFOOD
WM100 = <%I0 WM 100 %><BR> WR10 = 1111111100000000
WM100 = <%I0 WM 100 CP=000F $OK$:$NG$ %><BR> WR10 = 65280
WM100 = <%I0O WM 100 D CP=000F $OK$:$NG$ %><BR> -
</BODY> WR10 = -236
</HTML>
W1 00 = Q00F
W00 = QK
W00 = OK
When
WX00 = 0000
WY10 = 000F
WMO = FFFF
WR10 = FFFF
WM100 = 000F
Figure 14.5 Examples of HTML statements and Web browser display
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* When comment tag is specified for the data memory

Table 14.9 Comment tag - I/0 Monitor tag format

Format

<%IO _Data memory_Data number_ %> (* " means a half-width space.)

Variables Contents Remarks

Data memory CT Essential

Data number The following is the range of data numbers which can be specified for CT. | Essential
CT 0 - 255 (Specify using 1 - 3 one byte decimal numbers.)

0 - 128 one byte characters or 0 - 64 double-byte characters can be specified (128 bytes in total) for
comment tag. Refer to “Chapter 15 Setting values on data memory via a Web browser” for setting comment
tags.

* Note: Make sure not to exceed 128 bytes when both one byte characters and double-byte characters are

specified.

* Format of 1/0 Monitor tag and display examples on a Web browser

Table 14.10 Comment tags - I/O Monitor tag samples
1/0 Monitor tag format Web browser display
<%lO CT 0 %> Comment (When CTO = Comment )
<HTML> /7] EH-WD10DR - Microsoft Internet Explord
<HEAD> ——
<TITLE>comments tag</TITLE> J File Edit View Favoribes Tools  Hel
</HEAD> s
J ‘=Back T S o ° ol | @Search
<BODY>
CTO0 = <%IO CT 0 %><BR> -
</BODY> CTO = Comment
</HTML>
When
CTO = Comment
Figure 14.6 Examples of HTML statements and Web browser display
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(3) 1/0 Monitor tag optional functions

1/0 Monitor tag has an optional function to include the value retrieved with I/O Monitor tag in the HTML tag

immediately after that.
This option can be specified as follows:

Table 14.11 1/0 Monitor tag - format for optional functions

Format

<%IlO Variable format specification of I/O Monitor tag %><*** -10- ***>

1/0 Monitor tag

Any HTML tag

* Sample use of I/O Monitor tag optional function and display on a Web browser

Table 14.12 1/0 Monitor tag - sample use of option

1/0 Monitor tag format

Web browser display

<%lO X 000 $CHECKED$:$$ %>
<INPUT TYPE="checkbox” -IO->

When X000 = 1, the checkbox is
checked.

<%lO R 0 $RED$:$BLUES %>
<FONT COLOR=-10->R0</FONT>

When RO = 1, “R0” is displayed in red.
When RO = 0, “R0” is displayed in blue.

<%0 WM 3FF %>
<INPUT TYPE="text” VALUE="-10-“>

The value of WM3FF is appeared in the
textbox.

(When WM3FF = HABCD, “ABCD” is
apeared.)

<%IO WR 100 CP=00FF $RED$:$BLUES$ %>
<BUTTON STYLE="COLOR:-IO-“>WR100</BUTTON>

When WR100 = H**FF (“*” can be any
characters), WR100 is displayed as a
red button.

When WR100 does not equal to H**FF
(**” can be any characters), WR100 is
displayed as a blue button.

<HTML>
<HEAD>
<TITLE>option -1O-</TITLE>
</HEAD>

<BODY>
RO:
<%I0O R 0 $CHECKED$:$$ %>
<INPUT TYPE=checkbox -IO-><BR><BR>

CT0 =
<%IO CT 0 %>
<INPUT TYPE=text VALUE="-10-"><BR><BR>

<%lO WR 0 CP=00FF $RED$:$BLUE$ %>
<FONT COLOR=-I0->WRO0</FONT>

] EH-WD10DR - Microsoft Internet Explo

J File Edit V“iew Favaorites Toaols He

J soBack = =2 va ﬁ|@5&arc

RO: &

CTD = IGDmment

WRO

</BODY>
</HTML> When
RO =1
CTO0 = Comment
WR0 =0
Figure 14.7 Examples of HTML statements and Web browser display
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|14.1 Login information transfer tag

Using Login information transfer tag, the login information can be transferred when accessing files with an
access control. When making links to other files in Web Controller using <FRAME> tag, <A> tag, or
automatic jump function to reference pages, this tag is used after the specified file.

The following table describes the format of Login information transfer tag.

Table 14.13 Format of Login information transfer tag

Format
<%|l0O_SESSIONID_ %>

Beginning of login information transfer tag End of login information transfer tag

A half-width A half-width

/\ Caution!!

Make sure to specify as follows when using screen refresh function (SMETA HTTP-EQUIV="REFRESH"
CONTENT="5">) on the screen to set values to HTML files with an access control or data memory.

<META HTTP-EQUIV="REFRESH" CONTENT="5;URL=./browse.cgi?xxx.htm<%IlO SESSIONID %>">
(xxx.htm is a file name)

This assignment is necessary, because the HTML file, which is referred to after the login to a file with an
access control or after setting values to data memory, is controlled by CGI, and a Web browser does not
have information on the referenced file.

<HTML>
<HEAD>
<TITLE>SESSION ID</TITLE>
<META HTTP-EQUIV="REFRESH" CONTENT="5;URL=./browse.cgi?session.htm<%I|O
SESSIONID %>">
</HEAD>

<BODY>
<A HREF=./browse.cgi?session.htm<%I|0O SESSIONID %>>Link to session.htm</A>
</BODY>
</HTML>

/i EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Bk - = - ﬁ|@53arch [

Link to session htm

Figure 14.8 Examples of HTML statements and Web browser display
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|14.5 Logout tag

Logout tag prepares a link to log out from the login status. Logout process is performed by clicking the link.
If a Web browser is closed without logging out, it is not possible to access files with an access control after
the logout process due to timeout is performed (5 minutes after the last access). Therefore, make sure to
include a logout tag when preparing an HTML file with an access control.

Logout tag can be specified as follows:
Table 14.14 Logout tag format

Format
<%Il0_LOGOUT_%>

Beginning of logout tag ] X End of logout tag

A half-width space A half-width space

/3 EH-WD10DR - Microsoft Internet Explore

<HTML> J File Edit  ‘iew Favorites Tools  Help
<HEAD> :
<TITLE>Logout</TITLE> [l <) fat | &) search
</HEAD>
<BODY> Logout
<%I0O LOGOUT %>
</BODY>
</HTML>
Figure 14.9 Examples of HTML statements and Web browser display
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|14.6 I/O pass tag

I/O pass tag specifies if a password is required for 1/0 set or not. It is used to put a password protection for
setting values on important data memory. Therefore, make sure to include 1/0 pass tag when preparing an
HTML file to perform 1/O set. HTML files which perform 1/O set without I/O pass tag causes an error. Include
I/O pass tag between <FORM> tag and </[FORM> tag in the format specified below.

Table 14.15 Format of 1/0O pass tag
Format
<%lO_IOPASS_Necessity of Password_%>
Beginning of I/O pass tag End of I/O pass tag
A half-width space A half-width space
Table 14.16 I/O pass tag format
Format

<%lO_IOPASS_Necessity of Password_%> (“_" means a half-width space.)

Variables Contents Remar
ks

Necessity of | Specify by “0” or “1.” Essen

password tial

0: Password is not required for I/O set.
1: Password is required for 1/O set.

<HTML>
<HEAD> ; EH-WD10DR - Microsoft Internet Explore
<TITLE>IO pass</TITLE> I
</HEAD> J File Edit ‘iew Favorites Tools  Help
<BODY> J SBack + = - E3 fal | £ Search
<FORM METHOD=post ACTION=./browse.cgi>
No password<BR>Y100<BR> Y100

<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
<INPUT TYPE=text NAME=IOV_1><BR> |
<INPUT TYPE=submit VALUE=SET><BR>

</IFORM> SET

<BR>

<FORM METHOD=post ACTION=./browse.cgi> password
<%0 IOPASS 1 %> Y100
password<BR>Y100<BR> |
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
<INPUT TYPE=text NAME=IOV_1><BR> SET
<INPUT TYPE=submit VALUE=SET><BR>

</FORM>

</BODY>
</HTML>
Figure 14.10 Examples of HTML statements and Web browser display
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By clicking the [submit] button for which 1/O set password is required, the following 1/0 set password input
screen will be displayed. Enter the I/O set password in the textbox, and click the [SUBMIT] button. The value
is set to the data memory after the 1/0 set password is authenticated. If the I/O set password does not match,
the 1/0 set password re-request screen with an error message will be displayed. Enter a correct I/O set
password, and click the [SUBMIT] button. Click the [BACK] button to return to the HTML file which was

referred before the 1/O set.

] EH-WD10DR - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools  Help

J coBach = == a ﬁ'l@Search

Browse I0set Password.

Fassword |

suemIT | Back |

Figure 14.11 1/0 set password input screen

] EH-WD10DR. - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools  Help

J coBachk = = o= a ﬁ-l@Search

Browse [0set Password.

[0 password error

Password |
suemrr | eack |

Figure 14.12 1/0 set password re-request screen
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|14.7 Extension tag error code

Extension tags, which do not conform to the specifications, cause an error. Extension tags with an error
will be displayed on a Web browser with an error code. (Symbols in the extension tag with an error are
replaced with HTML tags for the display on a Web browser.)

The following table shows error codes and description.

Table 14.17 Error codes and contents
Error code Contents of the error
200 Format of the extension tag is wrong.
201 Assignment of data memory is wrong.
202
203 . :
204 Assignment of data number is wrong.
205
206 Output type is specified for bit data on data memory.
207 . :
208 Assignment of output type is wrong.
209 Comparison data is specified for bit data on data memory.
210
211 Assignment of comparison data is wrong.
212
213
214
215 Assignment of replaced data is wrong.
216
217
218 Word data is specified for data memory, and replaced data is specified, but there is
no comparison data.
219 -
220 -
221 Duplicated definition of output type.
222 Duplicated definition of comparison data.
223 Duplicated definition of replaced data.
224 -
225 Assignment of comment tag is wrong.
553 System malfunction.
228 Order of assignment is wrong.
229 Assignment of output type is wrong.
230 Assignment of comparison data is wrong.

It may possible that the above error is caused because I/O allocation is not performed. Make sure to
perform I/O allocation using LADDER EDITOR for Windows ® before use.
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Chapter 15 Setting values from a Web browser
to data memory

|15.1 Data memory setting program

To set values on data memory in Web Controller via a Web browser, users need to create an HTML file
conforming to <FORM> tag, <INPUT> tag and <SELECT> tag as well as to <INPUT> tag attribute format,
<SELECT> tag attribute format and 1/O pass tag that we independently defined, and to register HTML files
(“dataset HTML files”) in Web Controller.

When receiving a browse request for a dataset HTML file, CGlI returns the requested HTML file. Then,
the Web browser displays a page including input boxes, checkboxes, pull-down menus and others. Users
enter or select values they want to set, and submit the dataset request on this page. When Web Controller
receives the dataset request, it analyzes whether the I/O pass tag is defined to require a password. If a
password is required, the Web browser displays a password authentication page. When a password is
entered on the password authentication page and accepted, the submitted data is written in the specified I/O
number area on data memory, and the referenced page is displayed on the Web browser again. If no
password is required, the submitted data is written in the specified I/O number area on data memory, and the

referenced page is displayed on the Web browser again.

Web browser Web server CGl
1] Browse request 2] Browse request acceptdd 3] HTML file HTML
URL input . ]
=R R —P» |— || retrieval files
T |
) 4] HTML file
. 5] HTML file ]analysis
6] 'Scr|ezr'] dlslplay return |
including input | ]
boxes
- [
SET
7] Enter values in
input boxes
8] Data set request 9] Data stetdreq”eSt 10] I/O pass tag
WRO = e S i analysis
SET Y
1] Password authentication *When a password 9
screen returned is necessary. \

12] Authentication < «— | | When a password
Password 's not necessary.
SUBMIT BACK 12] Password transmission 14] Password 15] Password ,

accepted o
—» ] authentication | Data
[ process—————_/memory
17] Display of referenced| 16] Referenced HTML /
HTML files files returned 4
o [ | -
SET

Figure 15.1 Setting values on data memory via a Web browser
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15.2 HTML statement to pass an argument to the data memory setting
program

Table 15.1 Data memory setting program - HTML statement

HTML statement example

<FORM METHOD=post ACTION=./browse.cgi>

<%IO IOPASS 0 %>

<INPUT TYPE=hidden NAME=Label VALUE="Data memory_Data number_Input type Designation of
consecutive data memory for setting values”>

<INPUT TYPE=text NAME=Value>

<INPUT TYPE=submit VALUE=SET>

</[FORM>

(_means a half-width space.)

Caution!!

Variables Contents Remarks
Label Label information is specified as follows: Essential
information

IO_N

Specify two consecutive values from 1 - 99 (1 - 2 decimal numerals) for the

above “N.”

Caution!!

Data memory Supports the following 14 types. Essential

X, Y, R, M

WX, WY, WR, WM, TC
DX, DY, DR, DM

CT

<Continues to the next page>

15-2



Chapter 15 Setting values from a Web browser to data memory

<Continued from the previous page>

*1:

Variables Contents Remarks
Data number Data numbers which can be specified depend on the data memory. The | Essential
following is the range of data numbers:
X 000 - 005 (Specify using 3 one byte decimal numbers.)
Y 100 - 103 (Specify using 3 one byte decimal numbers.))
R 000 - 7FF (Specify using 1 - 3 one byte hexadecimal digits™.)
M 0 - 3FFF (Specify using 1 - 4 one byte hexadecimal digits™.)
WX 00 (Cannot specify other than 00.)
WYy 10 (Cannot specify other than 10.)
WR 0 - 3FFF, FOOO - F19F (Specify using 1 - 4 one byte
hexadecimal digits™.)
WM 0 - 3FF (Specify using 1 - 3 one byte hexadecimal digits™.))
TC 0 - 255 (Specify using 1 - 3 one byte decimal numbers.)
DX 00 (Cannot specify other than 00.)
DY 10 (Cannot specify other than 10.)
DR 0 - 3FFE, FO00 - F19E (Specify using 1 - 4 one byte
hexadecimal digits™.)
DM 0 - 3FE (Specify using 1 - 3 one byte hexadecimal digits™.)
CT 0 - 255 (Specify using 1 - 3 one byte decimal numbers.)
Input Type When word data is used for the data memory, the input type can be | Do not
specified. necessarily
The following types can be specified: be
specified.
B (Binary) Specify using one byte binary digits. (Setting is
H (Hexa) Specify using one byte hexadecimal digits. not
D (Decimal) Specify using one byte decimal numbers (signed | permitted
numbers are not included). depending
S (Signed decimal)Specify using one byte decimal numbers (signed | on the type
numbers are included). of data
memory.)
When the input type is not specified, specify the value using one byte
hexadecimal digits. (Same when specifying a value for the above “H”.)
Caution!!
Do not specify the input type when bit data or comment tags are
used for the data memory.
Designation of | Specify consecutive data memory for setting values. Do not
consecutive Designation of consecutive data memory for setting values can be | necessarily
data memory | specified as follows: be
for setting specified.
values 1-99 (1 -2 one byte decimal numbers.)
If this is not specified, it is regarded to specify “1.”
Value Values can be specified as follows: Essential

IOV_N_M

Specify two consecutive values from 1 - 99 (1 - 2 decimal numbers)
corresponding to the label information for the above “N”.

Do not specify “M” when consecutive data memory is not specified. If
consecutive data memory is specified for setting values, specify values
within the range from 1 to the designated number.

Make sure to use upper cases when alphabets are used. (Example: FF)
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|15.3 Remarks

(1) URL after the data set

URL will change to the following after a value is set to data memory. Therefore, please note that reference

files should be specified to use screen refresh function or update function on a Web browser.

J Address

& http://192.168.0.1 /browse.ceitdefault htm

Figure 15.2 Reference URL before the data set

J Address

& http://19216801 fbrowse cai

Figure 15.3 Reference URL after the data set

(2) To delete comment tag

To delete the characters set in the comment tag “CT,” set a half-width space to the comment tag “CT.”

(3) Operation in case of an error

An error screen is displayed when HTML tags have an error such as that specify an invalid value to data

memory or the /O pass tag is not specified.
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|15.4 HTML tag examples for data memory setting

- HTML file to set a value to “Y100.”

Enter the value in the textbox and click [SET] to set the value.

(As the allowable data is bit data, the value should be either “0” or “1.”)

HTML statement example

<HTML>
<HEAD>
<TITLE>Set 1</TITLE>
</HEAD>
<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
Y100 = <INPUT TYPE=text NAME=IOV_1>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display
<=3 EH-WD10DR - Microsoft Internet E
J Fil=  Edit Miew Favorites  Tools
| < BRI A
Y100 = | SET
Figure 15.4 HTML tag example (1) for data memory setting
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+ HTML file to set a value to “R100” and “M100.”
Enter values in the textboxes corresponding to “R100” and “M100” respectively, and click [SET] to set the
values.

(As the allowable data is bit data, the value should be either “0” or “1.”)

HTML statement example

<HTML>
<HEAD>
<TITLE>Set 2</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>

<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="R 100">
R100 = <INPUT TYPE=text NAME=I0V_1><BR>
<INPUT TYPE=hidden NAME=10_2 VALUE="M 100">
M100 = <INPUT TYPE=text NAME=IOV_2><BR>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display

=3 EH-WD10DR - Microsoft Internet E

J File Edit “iew Favorites Tools

| ek o = 8 2] )
R100 = |
M100 = |
SET |

Figure 15.5 HTML tag example (2) for data memory setting
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+ HTML file to set values to two consecutive data memory starting from “Y100.”
Enter values in the textboxes corresponding to two consecutive data memory starting from “Y100,” (Y100
and Y101), and click [SET] to set the values.

(As the allowable data is bit data, the value should be either “0” or “1.”)

HTML statement example

<HTML>
<HEAD>

<TITLE>Set 3</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%I0 IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100 2">
Y100 = <INPUT TYPE=text NAME=IOV_1_1><BR>
Y101 = <INPUT TYPE=text NAME=IOV_1_2><BR>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display

=3 EH-WD10DR - Microsoft Internet E

J File Edit “iew Favorites Tools

| ek o = 8 2] )
Y100 = |
Y101 = |
SET |

Figure 15.6 HTML tag example (3) for data memory setting
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- HTML file to specify input types.
This file specifies a hexadecimal digit to “WRO0” (when input type is not specified), a binary digit to “WR1,”
a hexadecimal digit to “WR2,” a decimal digit to “WR3,” and a signed decimal digit to “WR4.”
Enter values in the textboxes corresponding to WRO - WR4 respectively, and click [SET] to set the values.

(Allowable data depends on the specified input type.)

HTML statement example

<HTML>
<HEAD>
<TITLE>Set 4</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>

<%I0 IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="WR 0">
WRO = <INPUT TYPE=text NAME=IOV_1><BR>
<INPUT TYPE=hidden NAME=10_2 VALUE="WR 1 B">
WR1(B) = <INPUT TYPE=text NAME=IOV_2><BR>
<INPUT TYPE=hidden NAME=10_3 VALUE="WR 2 H">
WR2(H) = <INPUT TYPE=text NAME=IOV_3><BR>
<INPUT TYPE=hidden NAME=I0O_4 VALUE="WR 3 D">
WR3(D) = <INPUT TYPE=text NAME=I0OV_4><BR>
<INPUT TYPE=hidden NAME=10_5 VALUE="WR 4 S">
WRA4(S) = <INPUT TYPE=text NAME=IOV_5><BR>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display

=3 EH-WD10DR - Microsoft Internet E

J File Edit “iew Favorites Tools

| ek o = 8 2] )
WRO = |
WR1(E) = |
WR2(H) = |
WR3(D) = |
WR4(S) = |
SET

Figure 15.7 HTML tag example (4) for data memory setting

15-8



Chapter 15 Setting values from a Web browser to data memory

+ HTML file to set a value using a checkbox
A checkbox can be used to set a value to “Y100.”
Using this HTML file, “1” can be set to “Y100” by checking the checkbox and click [SET].

HTML statement example

<HTML>
<HEAD>
<TITLE>Set 5</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%I0 IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
Y100<BR>
<INPUT TYPE=checkbox NAME=IOV_1 VALUE=1>:0ON<BR>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display

a EH-WD10DR - Microsoft Internet H

J Fil=  Edit Wiew Favorites Tools

| ek - = -8 2] B
Y100
I ON
SET |

Figure 15.8 HTML tag example (5) for data memory setting
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+ HTML file to set a value using a radio button
A radio button can be used to set a value to “Y100.”
Using this HTML file, “1” can be set to “Y100” by checking the radio button to specify “ON,” and click
[SET]. Using this HTML file, “0” can be set to “Y100” by checking the radio button to specify “OFF,” and
click [SET].

HTML statement example

<HTML>
<HEAD>

<TITLE>Set 6</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>

<%I0 IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
Y100<BR>
<INPUT TYPE=radio NAME=IOV_1 VALUE=1>:0N<BR>
<INPUT TYPE=radio NAME=I0V_1 VALUE=0>:0FF<BR>
<INPUT TYPE=submit VALUE=SET>

</FORM>
</BODY>
</HTML>
Web browser display

a EH-WD10DR - Microsoft Internet H

J Fil=  Edit Wiew Favorites Tools

| ek - = -8 2] B
100
0N
C0OFF
SET

Figure 15.9 HTML tag example (6) for data memory setting
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+ HTML file to set a value by selecting it from a list box
A list box can be used to set a value to “Y100” by selecting it from the list box.
Using this HTML file, “1” can be set to “Y100” by selecting “ON” and click [SET]. Using this HTML file, “0”

can be set to “Y100” by selecting “OFF” and click [SET].

HTML statement example

<HTML>
<HEAD>
<TITLE>Set 7</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%I0 IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="Y 100">
Y100<BR>
<SELECT NAME=IOV_1>
<OPTION VALUE="1">ON
<OPTION VALUE="0">OFF

</SELECT>
<INPUT TYPE=submit VALUE=SET>
</FORM>
</BODY>
</HTML>
Web browser display
a EH-WD10DR - Microsoft Internet H
J Fil=  Edit Wiew Favorites Tools
| ek - = -8 2] B
Y100
|DN vI SET |
Figure 15.10 HTML tag example (7) for data memory setting
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|16.1 General Specifications

Table 16.1 General Specifications
Item Specifications
Power supply type DC
Power voltage 24V DC
Current Consumption 150 mA
Power voltage 19.21t026.4V DC

fluctuation rage

Allowable momentary | 19.2 to 26.4 V DC: Operation is not interrupted by a momentary power failure of

power failure less than 1 ms.

Operating ambient 0 to 55 centigrade (Storage ambient temp. -10 to 75 centigrade)
temp.

Operating ambient 5 to 95% RH (no condensation)

humidity (Storage ambient humidity 5 to 95% RH (no condensation))
Vibration proof Conforms to JIS C0911

Noise resistance - Noise voltage 500 Vpp Noise pulse width 100 ns, 1ps.

(Noise created by the noise simulator is applied across the power supply
module's input terminal. This is determined by our measuring method.)

- Static noise: 3,000 V at metal exposed area
- Conforms with EN61131-2 (2003) and EN61131-2 (1994)

Supported standards Conforms with CE markings and C-TICK
Insulation resistance 20 M ohm or more between the DC power supply external terminal and the
protection earth (PE) terminal (based on 500 V DC mega)

Withstand voltage 500 V DC for one minute between the DC power supply external terminal and the
protection earth (PE) terminal

Grounding Class D dedicated grounding

Environment used No corrosive gases and no excessive dirt

Structure Attached on an open wall

Cooling Natural air cooling

|16.2 Dimensions Diagram

o

on*
Connoct
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F
RY OUTPUTS: 100-240VAC
SERIAL ' VI ax. 2.0A

24VDC Max. 2.0A
mcm-'zwovl@luc 0 1 2 3 < [ou]] U
v20000022| [«
=S ~ L]

b
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 J
 J

A

A

75 47

Y
A
Y

Unit (mm)

Figure 16.2 Dimensions Diagram
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|16.3 Function Specifications

Web Controller dedicated functions

function

No. ltem Description

1 | E-mail sending function |Web Controller is equipped with SMTP (Simple Mail Transfer Protocol) enabling e-
mails to be sent to a mail server. Web Controller supports POP-before-SMTP
method.

2 |Task code This function can be used on Ethernet port and serial port. Users can easily retrieve

communication data from Web Controller by connecting this unit to a touch panel or other device.

3 | Active-HIProtocol By connecting the serial port of Web Controller to the dedicated port of the HITACHI
Communication H/EH series PLC with a cross cable for serial communication, it is possible to
(Serial port) retrieve internal output data from HITACHI H-EH series PLC or to store the data in

Web Controller in HITACHI H/EH series PLC.

4 |General purpose By using dedicated instructions (TRNS 0/RECV 0), users can exchange data
configurable between Web Controller and a device with serial communication interface.
communication
(Serial port)

5 |Message communication [ Web Controller has the “Event Send” function that is triggered by a change in
(Ethernet port) internal data and the “Cyclic Send” function that sends out data cyclically at specified

intervals.

5 |Web service Users can register any HTML file in Web Controller. With the HTML tags dedicated
to Web Controller, data in Web Controller can be displayed (read out) on a Web
browser and can be set (written in) on the unit.

6 | Time retrieval function This function retrieves calendar and time from NTP and SNTP servers on the
network and synchronizes Web Controller to the calendar and time.

7 | System configuration Users can customize various parameters of Web Controller by using the Web-based

configuration tool. Customization authorization can be set to prevent incautious
customization by general users.

Controller Function

No.

Item

Description

Basic functions

Operations are performed according to the contents of user programs.

2 | Setting and display The setting and display functions are equipped for users to set or confirm various
types of operation status.

3 | Number of I/O points 1] External input/output: The numbers of points are 6 points for external input, and 4

points for external output.

2] Internal output: These areas are used for storing information temporarily. The 1/O
numbers includes M, WM, DM, R, WR, and DR.

3] An area to store the timer counter elapsed value is provided internally.

4] Array (corresponding to assignment statements only)
An array of /0O numbers can be expressed by enclosing with parentheses.

4 |User program memory |A program containing descriptions of controls is referred to as a user program. Web
Controller has work memory to execute user programs and Flash ROM to store them.

5 |Control method Web Controller runs a batch conversion of user programs at start-up, and
sequentially reads out the converted programs for serial execution.

6 |Run/stop control Run/stop operation of Web Controller is normally performed by users.

7 |Operation parameters Users can perform various settings for operation of Web Controller. Users can
also set operations when abnormalities are detected.

8 |[Change in RUN status |A part of a program can be modified during operation.

9 |Forced set/reset Forced set and forced reset of the specified I/O can be performed from the
programming unit connected to Web Controller.

10 |Forced output Forced output can be performed to the specified I/O number from the programming
unit connected to Web Controller. Outputs are shut off for the 1/O that is not
specified.

11 |Digital filter Digital filter functions can be set to the input.

12 | Dedicated port This is a communication port with dedicated protocol for the HITACHI H/EH series
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PLC.
13 | Self-diagnosis The self-diagnosis function constantly monitors the status of Web controller and
stores diagnosis results in a dedicated area (WRF000).
14 |Handling of When a problem occurs, an error code that indicates the error description is output
abnormalities to special internal output.
15 |Instruction

Programming can be performed for various purposes and usages by combining
Ladder and instruction word.
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|16.4 Ethernet Port Specifications

(1) Basic specifications

Item

Specifications

Ethernet specifications

Compatible with IEEE802.3, 10 BASE-T

Communication modulation type |Baseband

Media access type CSMA/CD

Protocol TCP/IP, UDP/IP, ICMP, ARP
Maximum segment length 100 (m)

Type of module-side socket

RJ-45 (8 pins)

Connection cable

Category 5 UTP or STP cable

(2) Message communication specifications

Item

Specifications

Communication protocol

Configured by user

Connections

6

TCP/IP Connection type

TCP/IP-Active Specified
TCP/IP-Passive Specified
TCP/IP-Passive Optional

Datagram connection type

UDP/IP-Send Specified
UDP/IP-Send Broadcast
UDP/IP-Receive Specified
UDP/IP-Receive Optional

Send type

Event send : Trigger bit (RO to R7BF)
Cyclic send : Configured in 1 second increments (1 to 65,535)

Receive type

Automatic reception in dedicated area

Maximum message length

730 words (1460 bytes)

Send/receive area

Send: WRO - 3FFF, WMO - 3FF, WX* and following consecutive areas
Receive: WRO - 3FFF, WMO - 3FF, WY* and following consecutive areas

Status register

1] Receiving counter

2] Transmitting counter

3] Close flag

4] Receiving buffer overflow flag
5] Open flag

Control Register

Reopen Request Bit (Configured among RO to R7BF)

Retry count (Configured among 0 to 999 times)

Retry interval (Configured among 0 to 999 seconds)

(3) Task code communication specifications

Item

Specifications

Communication protocol

Dedicated procedure with task code commands

Connections

4

TCP/IP Connection type

Passive Optional

Timeout monitoring

1 to 65,535 seconds

(4) Time data specifications

Item

Specifications

Communication protocol

SNTP

Retrieval Interval

Set by user (Ohr/1min to 99hr/99min)

Retrieved Time Data

Year/month/day of the week/hour/minute/second

Where the time data is stored

Special internal output area (WRF01B - WRFO1F)
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|16.5 Web Communication Specifications

ltem Category Specification
Web server HTTP Version 1.0
Web screen Super User Registration screen (system installed)

System Configuration screen (system installed)
Screens prepared by users

Web page registration

Types of files to be
registered

Files with extensions .htm, .gif or .jpg

The number of files to be
registered

Maximum 40 files (No. 1 to 40)

File size

No.1 to 8: 16k byte, No.9 to 24: 8k byte, No.25 to 40: 4k byte

Preparation

With HTML tags and dedicated tags, by dedicated CGlI
access

Web Browsing

Recommended browser

Microsoft Internet Explorer version 6 or later

Screens installed in
system

(1) Super User Registration screen

Maximum 4 Super Users (16 one-byte characters),
password 16 characters

(2) System Configuration screen
1] HTML registration
2] IP address
3] E-mail setting
4] ID/password
5] Password for mail settings
6] Password for /O set

(3) Mail settings
Conforms to CTML.
subject.

Input address for each specified

User authentication

Access control by ID/Password for each HTML file

Encryption

None

Number of IDs registered

16 (ID: 16 one-byte characters, password: 6 one-byte
characters)

1/0 Monitor Monitoring is operated from a Web browser based on the
HTML files with dedicated tags.
1] Monitor 1/0
External 1/0: X/Y/WX/WY, Internal output: R/M and others,
WR/DR/WM/DM
2] Display
Binary/decimal/hexadecimal display can be set. Values can
be replaced by characters for display. (Characters to
replace values: 32 one-byte characters or less)
1/0 set I/0 is set from a Web browser based on the HTML files with
dedicated tags.
1] Set 110
External output: Y/WY, Internal output: R/M and others,
WR/DR/WM/DM
2] Password input setting is possible for 1/0 set.
Comment Referencing and registration are performed from a Web

browser based on the HTML files with dedicated tags.

1] The number of comment tags: 256

2] Character of comments: 128 double-byte characters (256
one-byte characters)

3] Transferable to internal output WR by Ladder command
instruction
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|16.6 E-mail Specifications

Item

Specifications

Mail server protocol

SMTP

User Authentication

POP-before-SMTP (account: 1 to 64 one-byte characters, password: 1 to 64 one-
byte characters)

Encryption

None

Server configuration

Compatible with DNS.

SMTP server: Up to 64 one byte characters.
POP server: Up to 64 one byte characters.

Registration of E-mail address

One address up to 56 one byte characters.

Triggers

16 triggers (Settable from RO - 7FF)

Number of Registerable
Addresses

Up to 8 per trigger: up to 56 one byte characters.

Subject Up to 32 double-byte characters (64 one byte characters).
Body Up to 128 double-byte characters (256 one byte characters).
Data 3 words (selected from WRO - 3FF, FOOO0 - 1A9F, comment: up to 16 one byte

characters).
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|16.7 Serial Port Specifications

(1) Basic specifications

ltem Specifications

Communication system Half duplex

Synchronization Asynchronous

Transmission system Serial transmission (bit serial transmission)

Transmission code outgoing Sent out from the lowest bit in character units

sequence

Error control Vertical parity check, checksum, overrun check, framing check

Transmission unit Message unit (variable length)

Interface Conforms to RS-232C (maximum cable length 15m)

Type of module-side socket RJ-45 (8 pins)

(2) General purpose communication specifications

ltem Specifications

Communication instruction Dedicated communication instruction by Ladder program of the main unit (TRNS
0/RECV 0)

Communication speed Select from 300, 600, 1200, 2400, 4800, 9600, 19.2k, 38.4k, 57.6k

Startup system Transmission, reception after transmission, reception, transmission after
reception

Transmission code ASCII/Binary (Set by user)

Transmission format Select from 7 patterns: 7/8 data length, 1 start, 1/2 stop, parity present/not
present

Maximum message length 1024 bytes (including control characters)

Control procedure Configured by user

(3) Active-HIProtocol specifications

Item Specifications
Connected PLC HITACHI Programmable Controller
+ H-20/28/40/64, H-200/250/252, H-300/700/2000
+ H-302/702/1002/2002/4010, EH-150, MICRO-EH

Communication area of WR/WM/WL
connected PLC
Data transfer mode Monitor

Monitor & 1/0 Set/Reset Trigger (Trigger: specify RO — R7BF)
Data link (monitor and set)

Data transfer size Read: 120 words; Write: 100 words

Communication speed Automatic detection of communication speed of connected PLC

Startup system One-sided startup using the host side command, LUMP address settable
Transmission code ASCII

Transmission code configuration |7-bit data, 1 start, 1 stop, even parity

Maximum message length 503 bytes (including control characters)

Control procedure H-series dedicated procedure (HIProtocol) Standard protocol (transmission
control procedure 1), Simplified protocol (transmission control procedure 2)

(4) Passive-HIProtocol specifications

ltem Specifications
Communication speed Without modem Select from 4,800, 9,600, 19.2k, 38.4k
Using modem Select from 2,400, 4,800, 9,600, 19.2k, 38.4k, 57.6k
Startup system One-sided startup using the host side command
Transmission code ASCII

Transmission code configuration |7-bit data, 1 start, 1 stop, even parity

Maximum message length 503 bytes (including control characters)

Control procedure H-series dedicated procedure (HIProtocol) Standard protocol (transmission
control procedure 1), Simplified protocol (transmission control procedure 2)
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|16.8 Calculation Specifications

Control
Specifications

CPU

32-bit RISC processor

Processing system

Stored program cyclic system

Processing
speed

Basic Several y s/instruction
instructions

Application Several tens p s/instruction
instructions

User program memory

3 k steps max. (Flash ROM)

Timer set value

Operation Instruction | Basic instructions 39 types including LD, LDI, AND, ANI, OR, ORI, ANB, ORB, OUT, MPS,
processing word MRD, MPP
specifications
Arithmetic
instructions . . L
L 62 types (arithmetic, application, control, FUN, command, etc.)
Application
instructions
Ladder Basic instructions types such as
HE HA- A e -0
Arithmetic
instructions . . L
L types (arithmetic, application, control, FUN, command, etc.)
Application
instructions
110 External 1/0 processing Refresh processing
processing system
specifications
P Vo g‘;:“tzer of 0 Digital: input 6 points X000 to X005/output 4 points Y100 to Y103
Internal Bit 1,984 points (RO to R7BF)
output
Word 16,384 words (WRO0 to WR3FFF)
Special |Bit 64 points (R7CO0 to R7FF)
Word 512 words (WRF000 to WRF1FF)
Bit/Word shared 16,384 points, 1,024 words (MO to M3FFF, WMO to WM3FF)
Comment 128 points (for reference/registration from Web browser)
Timer Number of points 256 points (TD + CU)*1
counter

0 to 65,535, timer base 0.01 s, 0.1 s, 1 s (0.01 s has maximum 64 points
*2)

Counter set value

1 to 65,535 times

Edge detection

512 points (DIFO to DIF511: Decimal)
+ 512 points (DFNO to DFN511: Decimal)

Peripheral
equipment

Program system

Instruction word, ladder diagram

Peripheral unit

Programming software (LADDER EDITOR Windows® version)

Maintenance
functions

Self-diagnosis

PLC error (LED display): Microcomputer error, watchdog timer
error, memory error, program error, system ROM/RAM error, scan
time monitoring, etc.
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|16.9 I/O Specifications

(1) I/O terminal specifications and layout/wiring

Input Terminal

~
O [ecdeoeeoeo

© o000
o oo
© 0000

e

Input Power Supply
24V DC

|

SN
_|_

sl—0

]

*Power supply can be reversed as DC
input can flow in both directions

ol o

[ co]

TIT|I T||I|

NCnNcT o 2

Input Terminal

Output Terminal

.................................................

2vfov [N o] 1] 2T3

[ co

[o]

wer Terminal

i@@@@@@@@@.

Output Terminal

Load Power
e Supply24V DC
—|— 100-240V AC

— Power Supply
24V DC
Figure 16.2 Terminals Configuration and Connection
Table 16.1 Input specifications
ltem Specifications Circuit diagram

Input voltage 24V DC
Allowable input voltage rage 0 to 30V DC
Input impedance Approx. 2.8 k ohm
Input current 7.5mA typical
Operating ON voltage 15 VDC(min) =5
voltage T

OFF voltage 5 VDC(max) 3
Input lag ON > OFF 0.5 to 20 ms (configurable) o

ON > OFF 0.5 to 20 ms (configurable) g
Polarity None =
Insulation system Photocoupler insulation | ™1 )
Input display LED (green)

External connection

Fixed type terminal block

Table 16.2

Output specifications

Item

Specifications

Circuit diagram

Rated load voltage

5-250V AC, 5-30VDC

Minimum switching current

1 mA

Leakage current

15 mA or less

Maximum load |1 circuit 2A (24V DC, 240V AC)
current 1 common 5A

Output ON > OFF 15 ms(max)
response time 'ON'> OFF 15 ms(max)
Number of output points 4 points
Number of commons 1

Surge removing circuit None

Fuse None

Insulation system

Relay insulation

Output display

LED (green)

External connection

Irremovable type terminal block

External power supply (for
driving the relay)

Not necessary

Contact life *1

20,000,000 times (mechanical)
200,000 times (electrical: 2 A)

Insulation

1500 V or more (external-internal)

500 V or more (external-external)

211D jeulsly|
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|16.10 /O Numbers

The following table indicates usable I/O classifications and number of points

Table 16.16 Usable I/O classifications and the number of points
No. Function Symbol | Size Name Number of points
1 External | External I/O X B | Bit external input 6 bit
I/o WX W | Word external input 1 word
DX D | Double word external input
Y B [ Bit external output 4 bit
wy W | Word external output 1 word
DY D | Double word external output
2 Internal | Bit B | Bit internal output 1,984 bit
output B | Bit special internal output 64 bit
Word WR W | Word internal output 4,096 word
DR D | Double word internal output
WR W | Word special internal output 512 word
DR D | Double word special internal output
Bit/Word M B [ Bit internal output 16,384 bit
shared
WM Word internal output 1,024 word
DM D | Double word internal output
3 Others |Edge DIF B | Rising edge 512 points
detection
DFN B [Falling edge 512 points
Master MCS B [ Master control set 50 points
control
MCR B | Master control reset
Timer TD B | On-delay timer Timer 256 points (0.01 s timer has 0 to 63 only)
counter Counter 256 points (uses the same area as timer)
Ss B | Single shot timer (Use of the same No. by timer and counter not
CuU B | Up counter allowed)
CTU B | Up-down counter up input
CTD B [ Up-down counter down input
CL B | Elapsed value clear
TC W | Elapsed value

(Note) Size: B = Bit, W= Word (16 bit), D = Double word (32 bit)
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Chapter 17 Installation / Wiring

|17.1 Installation

(1) Installation location and environment
(@) When instaling Web Controller, use the unit under the environment within the general
specifications.
(b) Mount Web Controller onto a metal plate.
(c) Install Web Controller in a suitable enclosure such as a cabinet that opens with a key and tool.
(2) Installation of Web Controller

(@) (2) Precautions when installing Web Controller

1] When installing the base unit, fix it securely with screw in 2 places (M4, 20 mm in length or longer) or DIN
rail.

2] To use Web Controller within the ambient temperature range,

(a) Allow ample space for air circulation. (50 mm or more at top and bottom, 10 mm or more to the left
and right)

(b) Avoid installing Web Controller directly above the devices which generate significant heat such as
heaters, transformers or large-capacity resistors.

(c) When the ambient temperature reaches 55 centigrade or higher, install a fan or cooler to lower the
temperature to below 55 centigrade.

3] Avoid mounting Web Controller inside a panel where high-voltage equipment is installed.
4] Install Web Controller 200 mm or more away from high-voltage lines or power lines.

5] Avoid mounting upside down, vertical or horizontal.

L1
250 mn or more %_\
10 mm or more T AT 10 om or more . = L1 - 65mm
50 mm or more % . L2 : 70mm
*50 m or more —
10 mm or more T M 10 mm or more
50 m or more Figure 17.2 External dimensions
- Wiring duct B
Figure 17.1 Mounting clearances
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(b)  Mounting to a DIN rail.

Mounting to a DIN rail

1] Hook the claw (top side) attached to the back of the unit to the DIN rail.
2] Press the unit into the DIN rail until it clicks.

Note) After the installation, please make sure if the unit is securely fixed.

Securing on to a DIN rail.

Secure the unit with commercially available fixing brackets for securing
the DIN rail to fix it from both sides.(The product may move out of place
without being secured with fixing brackets.)

=

Removing from the DIN rail

I Lower the DIN rail attachment mounting lever (1)) using a flat-blade
H screwdriver, lift the unit upward to remove (2)).
2]
I

;1]

Figure 17.3 Mounting to a DIN rail
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|17.2 Wiring

(1) Separation of the power system
The power supplies include the power for Web Controller, power for 1/0O signals and power for general
equipment.
These power supplies should be wired from separate systems to a maximum extent.
When they are supplied from one main power source, separate the wiring with a transformer or similar

device to create different systems.

Main power supply NF

100V AC
| _ﬂ_o_ﬂ% %D_» DC power for main unit
240V AC Transformer
NF: Noise Filter
NF
_{}% %D_» Power for I/O signals
Transformer
NF
Q D_» Poyer for general
Figure 17.4 Example of power system diagram

2. Fail safe
1] Construct an interlock circuit outside of Web Controller

When Web Controller is turned on or off, input/output may not temporarily operate normally due
to the difference of the delay time or the start-up time between the power supply for Web
Controller and the external power supply for I/O signals.

Therefore, turn on the external power supply for I/O signals (especially DC power supply) before
turning on Web Controller.

In addition, a problem in the external power supply or the malfunction of Web Controller may
cause abnormal operations.

Such problems should be avoided to prevent from causing abnormal operations for the entire
system, and also from the viewpoint of creating a fail-safe mechanism. For the purpose,
construct circuits outside of Web Controller for the sections that may result in mechanical damage
or accident if abnormal operations occur including an emergency stop circuit, protective circuit and
interlock circuit.

2] Install a lightning arrester.

To prevent damages to the equipment due to lightning strikes, it is recommended to install a
lightning arrester for each power circuit for Web Controller.
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(3) Wiring to the power supply terminal

Screw Tightening Torque
M2.5 0.3-0.4Nm
(o] [0000060600]
100 V AC o 0000
-240V AC S 9900
O Breaker for short
circuit protection
@)
| [eeooceced] (o
=
|g Noise filter [— bC —
power y
Insulated [ |
transformer i /
(shielded)
Figure 17.5 Power supply wiring diagram

(4) Wiring cable for 1/O signals

Figure 17.6

Connection diagram for cables for 1/0 signals

17-4

(a) To avoid a voltage drop, use a cable of
2mm? or thicker for the power supply wiring.

(b) Use a cable of 2 mm? or thicker for the
function ground terminal (PE terminal), and
provide Class D grounding (100 ohms or
less).

The appropriate length for the ground cable
is 20 m or less.

11  Grounding for an instrumentation
panel and relay panel can be shared.

2]  Avoid grounding shared with the
equipment which may generate noises
such as high-frequency heating
furnaces, large-scaled power panel
(several kW or more), thyristor
exchanger, electric welders, etc.

3] Connect a noise filter (NF) to the
power cable.

(c) Tighten the terminal screws within the
torque range shown below.

Tighten each terminal screw within the
torque range specified above.

Only one piece of cable can be wired per
terminal if the cable type is between
AWG14 - AWG22 (2.1 - 0.36 mm?).
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(5) Wiring to the input terminals

ltem DC Input

- - - -= 1

Current output type | 1

proximity switch 1 1

| 1

-0 O -0
|<I> i 24V DC

External ?
wiring 666060666066
Don't 0 1 2 3 C0O 4 5
Connect
*Power supply can be reversed as the DC input can flow in
both directions.
Figure 17.7 Input wiring
(a) DC Input

11 When all input terminals (X000, X001...) and the common terminal (C) are loaded with 24V DC, the
input becomes ON status, and approximately 7.5 mA of current flows to the external input contacts.

2] For sensors such as proximity switches or photoelectric switches, current output type (transistor
open collector) can be connected directly. For voltage-output sensors, connect them to the input
terminal after going through the transistor first.

3] Take measures to prevent faulty contact at heavy current contacts.

Heawy __ourrent The current that flows to a contact when external
contacts are closed is approximately 7.5 mA.
= 1] If heavy current contacts are used by necessity,
Approx. 5OTA add a resistor as shown in the figure on the left
pavpe T 360 and supply sufficient current to the contact to
ohms iy prevent a faulty contact.
DC input

4] Limit the wiring length within 30 m.
(6) Wiring to the output terminal

Item Relay output
v v @ N o0 1 €0

©co00600000

FUSE

External
wiring Surge killer

24V'0V’@NC0123C0
©60009909

FUSE

Diode

Figure 17.8 Relay output wiring
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(a) (6) Wiring to the relay output terminals
@ Life of relay contacts
Lite characteristics { 125 W AC) Lite characterisbics { 250 W AC)
1000 1000
500 a0
M 125 Y rosd =1
10 2 = : = 100 AG 250 ¥ cos é-1
= AC 125 ¥ mso=0. 7] i
%_”D =——r= g_’““‘:' = i B0 Y wse 0T
g e Tam "=
2 10 = b A 21k e —
(lmn‘q 1000 Y
temes f L
1 1 .
q 1 ] 3 4 5 g q 1 ¥ 4 5 g
Contact switching current [ Contact switching current [
Life characterisbics
b Life of the contact is almost in inverse
2 proportion to the square of the current, so
I be aware that interrupting rush current or
10 directly driving the condenser load will
oW = —| considerably reduce the life of the relay.
F I¥ 50 ¥ L/E-T ns —
1] +—=
2 ]
= ] =
= =
mn}
wres TG 50 ¥ LAE=15 ns
1 'l 1 }
i} 1 1 ¥ 4 ] ]
Contact switching current [
@ Surge killer

For inductive load, connect a surge killer (condenser 0.1 microfarad, + resistance of
approximately 100 ohms) in parallel to the load. For DC load, connect a flywheel diode.

®

Fuse

Web Controller does not have a built-in fuse. Install a 6A fuse in the common to prevent the
external wiring from burning out. For the independent contact output section, install a 2A fuse

per circuit.

(7) Wiring to the unit terminals

Wiring for the power supply

Use a cable of 2 mmz, and twist it before use.

Insulated transformer
(shielded)

200 mm or more from the power line.

Leave a distance of 100 mm or more from the signal cable an

o) 3

DC power

(¢]

Q00

Cable for I/0O signals

Connection of a noise filter
is recommended.

Ground wiring

Use a cable of 2 mm* or

© 0000
© oo
© oooo

Leave a distance of at least 20
mm from the power line and do no|
route the wire next to the powe
cable

——

thicker for the wiring.

Class D grounding

Figure 17.9

Q00000 Q02) |O

L]

\

/

/

Metal plate
Apply Class D grounding

Outer hull (cabinet)
Apply Class D grounding

] ]

Wiring example
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Appendix  Cable Specifications

This section describes communication cables for Web Controller.
The following table shows the list of cables necessary for using the function of Web Controller.

[List of cable types]

Name of cable Specifications of cables Operation Related functions Related
mode port
LAN cable Category 5 (Straight/cross™) Web server, e-mail, Ethernet
Normal Mode |task code
communication
Cable Type | For connection to peripheral Normal Mode | Active-HIProtocol Serial
ports of MICRO-EH and EH-
CPU (cross)
Cable Type Il For connection to peripheral
Cable Type ports of H302/702/2002/4010
H+WVCB-**H"2 and to peripheral ports of
H200/252* (cross)

*1: Select a cable according to the network environment.

*2: WVCB-**H is the dedicated cable for the connection between H series PLC and PCs with programming
software.

*3: It is not possible to configure the combination of WVCB02H and EH-RS05 using MW Config Tool(S).

The following table describes the outline views of the shapes of connectors and pin number used for
cables listed above.

[Shapes of connectors]

Name of Outline view
No.
connector
E/%:
— —
I:I—’((@\I:I
— 0 —
1| R4 %:%
N —
== —
D@6 ® 6 6 ©® 6
AN W O Y 4
(male)
/ T 1 U\
©) O ® ® ® G
@ ® @ @ ® @ O
AN W O Y 4
92 D-sub 15 pin O O
(female)
/1 o\
G W B o O O
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Appendix Cable Specifications

The following table describes the cable schematic.

[Cable schematic]

Name of Cable schematic
No.
cable
RJ-45 RJ-45
White/ TD+| 1 © »O0 | | TD+ whites
TD-| 2 © >0 2 | TD-
. LAN cable White/Green RD+ 3 24 Z 3 RD+ White/Green
- (straight) Blue 4 4 Blue
White/Blue 560 o5 White/Blue
Green RD- 6 o= O 6 RD- Green
White/Brown 7 o O 7 White/Brown
Brown 8 o O 8 Brown
RJ-45 RJ-45
White/ TD+| 1 o —O 1 | TD+ white/Green
TD- 2 O— —0 2 TD- Green
o LAN cable white/Green RD+ | 3 Z“ "Z 3 | RD+ whites
- (CFOSS) Blue 4 /\ 4 Blue
White/Blue 50 7 N O 5 White/Blue
Green RD- 6 O LY 6 RD-
White/Brown 7 © o 7 White/Brown
Brown 8 o O 8 Brown
RJ-45 RJ-45
SG| 1 © O ] |SG
CD| 2 © ©2 |CD
ER1| 3 O o 3 [ERI
5 CB-T | ER2| 4 o= O 4 |[ER2
- ype SD| 50 o5 [SD
RD| 6 o= 0 6 [RD
DR| 7 o= \d »0 7 (DR
RS| 8 © \——0 8 |[RS
To Web Controller  To another device
D-sub 15 pin
RJ-45 (male)
PG5 1 O o1
CD| 2 © ‘\(75—0 2 |SD
ER1| 3 &1 ™0 3 |RD
ER2| 4 o= O 4 |RS
3 CB- Type Il SD | 5 o > 5 |CS
RD | 6 o+ © 6
DR | 7 o+ ™0 7 |DR
RS | 8 © \ O 8 |[PHL
O 9 |PGS5
To Web Controller L o114 |pvi
To another device
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Appendix Cable Specifications

Name of Cable schematic
cable
Cable Type IlI WVCB02H
D-sub 9 pin D-sub 9 pin D-sub 15 pin
RJ-45 (male) (female) (male)
SG 1 o= o 1 DCD 1 o— o 1
CD | 2 o —0 2 RxD 2 Ow o 2 SD
ER1| 3 o— O 3 TxD 3 o o 3 | RD
Cable Type ER2| 4 o= O 4 DTR 4 o o 4 RS
I+wWvCB-**H SD | 5 o— >0 5 SG 5 o Lo 5 cs
RD | 6 o l 0 6 DSR 6 O o 6
DR | 7 o b0 7 | RTS | 7 o Lo 7 | DR
RS | 8 o o8 | CTS |8 o= A
©9 RI 9 o o 9 |PGS
To Web Controller L 16 14 |PVI
To another device
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Appendix 2 Initialization to factory setting

To initialize the setting of Web Controller, set the Operation Mode Setting Switch to “7,” and turn on the

unit. “RUN LED” lights up for a few seconds, and starts blinking. Initialization is complete when the blinking
starts. Turn off the power, and set the Operation Mode Switch to “0” before using.

Operation Mode
Setting Switch

Web Controller
Blaaaazaaa: B ‘
F S ::.,.: S

. i

‘7" Initialization

Mode

:D—- DC24V

Figure Appendix 2.1 Setting Switch during Initialization Mode

Operation Mode
Setting Switch

Web Controller
Ol cazaaza Bl / ‘

F §§§‘ ../ “0": Normal Mode
. i

:D—- DC24V

Figure Appendix 2.2 Setting Switch during the use in Normal Mode

: sec . 250ms C 250ms . 250ms C 250ms . 250ms : 250ms .
On Off On Off On Off On Off

| Repeated cycle »{
Figure Appendix 2.3 Blinking pattern of “OK LED” during Initialization Mode
/\ Caution!!

Please note that all the settings of Web Controller including comment tags and ladder programs will be
initialized to the factory setting after initialization. Make sure to store HTML files and ladder programs on your
PC before initialization.
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Appendix 3 HTML sample files for Web pages

(1) HTML statement on 1/O Monitor and I/O set on the same HTML file

HTML statement example

HTML display sample

<HTML> /J EH-WD10DR - Microsoft Internet Explorer
<HEAD>
<TITLE>example 1</TITLE> J File Edit ‘iew Favorites Tools  Help
</HEAD> J SBack v = o« ° ﬁ | @%mch EF
<BODY>
WMO = <%0 WM 0 %><BR> WMO = D000
WM1 = <%I0 WM 1 B %><BR> WM1 = D000000000000000
WM2 = <%I0 WM 2 D %><BR> WM2 =D
WM3 = <%I0 WM 3 S %><BR> WM3 =0
<BR>
WRO = <%I0 WR 0 %><BR> WRO = 0000
WR1 = <%l0 WR 1 %><BR> WR1 = 0000
<BR>
WR10 = <%lO WR 10 B %><BR> WR10 = 0000000000000000
WR11 = <%0 WR 11 B %><BR> WR11 = 0000000000000000
<BR>
WR20 = <%I0 WR 20 D %><BR> WR20 = 0
WR21 = <%I0 WR 21 D %><BR> WR21 = 0
<BR>
WR30 = <%l0 WR 30 S %><BR> WR30 = 0
WR31 = <%l0 WR 31 S %><BR> WR31 = D
<BR>
<FORM METHOD=post ACTION=./browse.cgi> WMO = |
<%I0 IOPASS 0 %> Wt = |
<INPUT TYPE=hidden NAME=IO_1 VALUE="WM 0"> .
WMO = <INPUT TYPE=text NAME=IOV_1><BR> WM2 = |
<INPUT TYPE=hidden NAME=I0_2 VALUE="WM 1 B"> |
WM1 = <INPUT TYPE=text NAME=IOV_2><BR> WM3 =
<INPUT TYPE=hidden NAME=I0_3 VALUE="WM 2 D">
WM2 = <INPUT TYPE=text NAME=IOV_3><BR> WRD =
<INPUT TYPE=hidden NAME=IO_4 VALUE="WM 3 S">
WM3 = <INPUT TYPE=text NAME=IOV_4><BR> WR1 =
<BR>
<INPUT TYPE=hidden NAME=IO_5 VALUE="WR 0 2"> WR10 = |
WRO = <INPUT TYPE=text NAME=IOV_5_1><BR> =
WR1 = <INPUT TYPE=text NAME=IOV_5_2><BR> WR11 = |
<BR>
<INPUT TYPE=hidden NAME=IO_6 VALUE="WR 10 B 2">
WR10 = <INPUT TYPE=text NAME=IOV_6_1><BR> WR20 = |
WR11 = <INPUT TYPE=text NAME=IOV_6_2><BR> wR21 = |
<BR>
<INPUT TYPE=hidden NAME=I0_7 VALUE="WR 20 D 2">
WR20 = <INPUT TYPE=text NAME=I0OV_7_1><BR> WR30 = |
WR21 = <INPUT TYPE=text NAME=I0V_7_2><BR> N
<BR> WR31 =
<INPUT TYPE=hidden NAME=I0_8 VALUE="WR 30 S 2">
WR30 = <INPUT TYPE=text NAME=I0V_8_1><BR> SET| RESET
WR31 = <INPUT TYPE=text NAME=I0OV_8_2><BR> —I —l
<BR>
<INPUT TYPE=submit VALUE=SET> Logout
<INPUT TYPE=reset VALUE=RESET><BR> &) Dore
</FORM>
<%I0 LOGOUT %><BR>
</BODY>
</HTML>
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Appendix 3 HTML sample files for Web pages

(2) /0 Set using a textbox

HTML statement example

<HTML>
<HEAD>
<TITLE>example 2</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%I0O IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="M 0">
MO = <%IO M 0 %><BR>
<INPUT TYPE=text NAME=IOV_1><BR>
<INPUT TYPE=submit VALUE=SET>
<INPUT TYPE=reset VALUE=RESET><BR>
</FORM>
<%|0O LOGOUT %><BR>
</BODY>
</HTML>

(3) /0 Set using a checkbox and a radio button

HTML statement example

<HTML>
<HEAD>
<TITLE>example 3</TITLE>
</HEAD>

<BODY>

<FORM METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="M 1">
M1 =<%IO M 1 $ON$:$OFF$ %><BR>
ON:<INPUT TYPE=checkbox NAME=I0V_1 VALUE=1><BR>
OFF:<INPUT TYPE=checkbox NAME=I0V_1 VALUE=0><BR>
<INPUT TYPE=submit VALUE=SET><BR>

</[FORM>

<FORM METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="M 2">
M2 = <%I0O M 2 $ON$:30FF$ %><BR>
ON:<INPUT TYPE=radio NAME=IOV_1 VALUE=1><BR>
OFF:<INPUT TYPE=radio NAME=IOV_1 VALUE=0><BR>
<INPUT TYPE=submit VALUE=SET><BR>

</FORM>

<%I|O LOGOUT %><BR>

</BODY>
</HTML>

Appendix - 8

HTML display sample

; EH-WD10DR - Microsoft Internet E

J File  Edit YWiew Faworites Tools

J@Backv¢v°ﬁ|@f

MO =10

|
ﬂ RESET |

Logout

HTML display sample

/] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites  Tools  Help

J dSBack — = - 6 ol | €0 search

M1 = OFF
oM T
oFF: I

Elail

M2 = OFF
on
OFF:

sa|

Logout




Appendix 3 HTML sample files for Web pages

(4) /0 Set using a checkbox and a radio button (checked with default value)
HTML statement example

<HTML>
<HEAD>
<TITLE>example 4</TITLE>
</HEAD>

<BODY>
<FORM METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="M 3">
M3 = <%IO M 3 $ON$:$OFF$ %><BR>
ON:<%IO M 3 $CHECKED$:$$ %><INPUT TYPE=checkbox NAME=IOV_1 VALUE=1 -lO-
><BR>
OFF:<%l0O M 3 $$:3CHECKEDS$ %><INPUT TYPE=checkbox NAME=I0V_1 VALUE=0 -IO-
><BR>
<INPUT TYPE=submit VALUE=SET><BR>
</FORM>

<FORM METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="M 4">
M4 = <%IO M 4 SON$:30FF$ %><BR>
ON:<%I|O M 4 $CHECKED$:$$ %><INPUT TYPE=radio NAME=I0OV_1 VALUE=1 -|O-><BR>
OFF:<%I0 M 4 $$:$CHECKEDS$ %><INPUT TYPE=radio NAME=I0OV_1 VALUE=0 -I0-><BR>
<INPUT TYPE=submit VALUE=SET><BR>

</FORM>

<%IO LOGOUT %><BR>

</BODY>
</HTML>

HTML statement example

] EH-WD10DR - Microsoft Internet Explorer

J File Edit ‘Wiew Favorites Tools  Help

J doBach = = a ﬁ|@5&arch

M3 = OFF
oM T
OFF: ¢

SET|

M4 = OFF
oM C
OFF: &

ol

Logout
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Appendix 3 HTML sample files for Web pages

(5) To change the color of output characters depending on the value of I/IO memory

HTML statement example

<HTML>
<HEAD>
<TITLE>example 5</TITLE>
</HEAD>
<BODY>
MO = <%0 M 0 %><%lO0O M 0 $BLUE$:$RED$ %><FONT COLOR=-I0-><%I0 M 0
SONS$:SOFF$ %></FONT><BR>
MI = <%0 M 1 %><%O M 1 $BLUE$:$RED$ %><FONT COLOR=-10-><%I0 M 1
$ONS$:$OFF$ %></FONT><BR>
<BR>
<%I0O LOGOUT %><BR>
</BODY>
</HTML>

HTML display sample

#2J EH-WD10DR - Microsoft Internet Explore
J File Edit Miew Favorites Tools  Help

J ol = x| i | £0) Search

MO = 1:0N
M1 = Q:OFF

Logout
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Appendix 3 HTML sample files for Web pages

(6) Set the Time data on Web Controller using the time data on a PC (Using Java Script)

HTML statement example HTML display sample

<HTML> /3 EH-WD10DR - Microsoft Internet Explord
<HEAD> [T e D
<TITLE>time</TITLE> J File Edit Wiew Favorites Tools  Help
<SCRIPT TYPE="text/javascript"> y
ol ] P J mle = x| o | €00 Search
function Time() {
now = new Date(); IEUU-‘i “Year
year = now.getYear(); 22 .
month = now.getMonth() + 1; | MontEELay
date = now.getDate(); |2 * Day of week
day = now.getDay();
hours = now.getHours(); |1 157 * Hour/Minute
minutes = now.getMinutes();
seconds = now.getSeconds(); I-‘ﬂ : Second
if(date < 10) SET |
date ="0" + date;
if(minutes < 10)
minutes = "0" + minutes; Logout
document.TimeSet.IOV_1_1.value = year;
document.TimeSet.IOV_1_2.value =" + month + date;
document.TimeSet.IOV_1_3.value = day;
document. TimeSet.IOV_1_4.value = ™ + hours +
minutes;
document.TimeSet.IOV_1_5.value = seconds;
setTimeout("Time()",1000);
}
1/-->
</SCRIPT>
</HEAD>

<BODY onLoad=Time()>
<FORM NAME=TimeSet METHOD=post ACTION=./browse.cgi>
<%IO IOPASS 0 %>
<INPUT TYPE=hidden NAME=10_1 VALUE="WR F01B 5">
<INPUT TYPE=text NAME=IOV_1_1>:year<BR>
<INPUT TYPE=text NAME=I0OV_1_2>:month date<BR>
<INPUT TYPE=text NAME=I0V_1_3>:day of the week<BR>
<INPUT TYPE=text NAME=I0OV_1_4>:hour minute<BR>
<INPUT TYPE=text NAME=I0V_1_5>:second<BR>
<INPUT TYPE=hidden NAME=10_2 VALUE="R 7F9">
<INPUT TYPE=hidden NAME=I0V_2 VALUE=1>
<INPUT TYPE=submit VALUE=SET><BR>
</[FORM>
<%I0 LOGOUT %><BR>
</BODY>
</HTML>

/i\\vauuull::

the local time data cannot be set in the setting of the special internal output if the NTP server is assigned for
the time retrieval. Refer to “Chapter 11 Network Setting” for details. Refer to “Chapter 13 System
Configuration” for the configuration of NTP.
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Appendix 4 Sample programs for TCP/IP
communication to upper hosts

Please note that sample programs listed here are information only, and we do not guarantee our support on

their operation and contents.

Operation of sample programs listed here are verified with our personal computers, however, we do not
guarantee operations for any environment.

(1) Sample 1 - To access the task port (server port) of Web Controller

@b Gantraller W

— b Caontraoller

IP &ddress |192 ! I‘IﬁB s ID ! |1
Port Mao. Igum

— Request Task Code

— Tagk Code Responze

=10l

1. Click the [Connect] button to open connection to the IP
address/Port No. specified in [Web Controller to be
connected]

2. Click the [Send] button to send the task code specified
in [Request task code].

3. The response to the request task code is displayed in
[Response task code].

4. Click the [Clear] button to clear the contents in the
[Request task code] column.

5. Click the [Exit] button to end the software.

25end

R i

Clear

=
e
o |

Exit

Source code sample using Visual

Option Explicit
Option Compare Text

‘Form load
Private Sub Form_Load()

IPText(0).Text = "192"
IPText(1).Text = "168"
IPText(2).Text = "0"
IPText(3). Text = "1"
PortText. Text = "3004"
SendText.Text =""
ReceiveText. Text = ™
buttons.

End Sub

‘Connect

Winsock1.Connect
buttons.

End Sub
‘Send

Dim Bin() As Byte

data

Private Const HEADER =
Number(H00)+LUMP address(FFFF0000)

'Forced variable declaration
'Not case sensitive

"0000FFFF0000" 'Request task code(HO0O0)+Serial

‘Set the initial IP address

'Set the initial Port No.

'Initialization of Transmission task code
'Initialization of monitor

Call Command_Enabled_Sub(0) 'Enabled the Send, Receive, Disconnect

Private Sub ConnectCommand_Click()

‘Specify the IP address to be connected
Winsock1.RemoteHost = IPText(0).Text & "." & IPText(1).Text & "." & _

IPText(2).Text & "." & IPText(3).Text

Winsock1.SendData Bin

Winsock1.RemotePort = PortText. Text 'Specify the Port No. to be connected

'‘Open TCP/IP Wecuoy/\ﬁ <)

Call Command_Enabled_Sub(1) 'Enabled the Send, Receive, Disconnect

Private Sub SendCommand_Click()

Call AscToBin(HEADER & SendText.Text, Bin) 'Binary conversion of sending

'Send data
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Appendix 4 Sample programs for TCP/IP communication to upper hosts

(Continued from the previous page)

‘Binary conversion
Private Sub AscToBin(ByVal Data As String, ByRef Bin() As Byte)

Dim i&

If LenﬁData) Mod 2 Then 'When the length of character strings is an odd number,
add “0” at the end

Data = Data & "0"

End If

ReDim Bin(0 To Len(Data) / 2-1)

Fori=0 To Len(Data) /2 -

N tB|n(|) ="&h" & M|d(Data i*2+1,2) 'Stores in buffer after binary conversion

ex

End Sub
‘Disconnect
Private Sub StopCommand_Click()

Winsock1.Close 'Set connection close

E dCSJaII Command_Enabled_Sub(0) 'Enabled the Send, Receive, Disconnect buttons.
nd Sub

‘Monitor clear

Private Sub ClearCommand_Click()

ReceiveText. Text = 'Initialization of monitor
End Sub
‘Completion

Private Sub EndCommand_Click()

Winsock1.Close 'Set connection close
End 'End

End Sub
‘Generated when new data is transferred.
Private Sub W|nsock1 DataArnvaI(ByVaI bytesTotal As Long)

Dim Bin() é
Dim HData As tring
Dim RData As String
Dim i As Long

Winsock1.GetData Bin
If bytesTotal >= 2 Then
RData =""
Fori =6 To bytesTotal - 1 '6 : Take data from response task code
HData = Hex(Bin(i
If Len(HData) = 1 Then
‘After converted to a hexadecimal numberl_f)ut ‘0” at the end for one digit number.

RData = RData & "0" & HData
Else
RData = RData & HData
End If
Next i

End If

'Display Receiving Data
If ReceiveText.Text =" Then
ReceiveText.Text = RData
Else
'Put a line break
End ﬁeceiveText.Text = ReceiveText. Text + Chr(13) + Chr(10) + RData
n

End Sub
‘Set the button enabled when executin% Send
Private Sub Command_Enabled_Sub(ByVal En_F As Byte)

If En_ F=0Then
'Wa|t|ng for the connection open
ConnectCommand.Enabled = True  'Connect

SendCommand.Enabled = False 'Send
£l StopCommand.Enabled = False 'Disconnect
se
‘Connecting
ConnectCommand.Enabled = False 'Connect
SendCommand.Enabled = True 'Send
End ﬁtopCommand Enabled = True 'Disconnect
n

End Sub
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Appendix 4 Sample programs for TCP/IP communication to upper hosts

(2) Sample 2 - To receive data from Web Controller (TCP/IP server)

#: Eth_Server

Server Port

Manitar

=10l x|

DataPRecy

Mo I
=004 {* Only receiving

" Return receiveing data

1. Click the [Start] button to wait for the connection
| oo :\Tg‘gest at the port number specified in “Server Port
2. Click the [Send] button to send the Send Column
B data to the active port.

3. Click the [Cancel] button to disconnect.

4. Click the [Monitor Clear] button to clear the display
of the [Monitor] column.

5. Click the [Exit] button to end the software.

Ad|
I
Stop Manitar Clear Exit |
Option Explicit 'Forced variable declaration
Option Compare Text 'Not case sensitive
Public JBU As String

Public Port_No As String
Public Time_cnt  As Integer
Public ReEnd_flg As Integer
'Form Load
Private Sub Form Load()
Monitor_Text.Text =""
End Sub
‘Monitor clear
Private Sub ClearCommand_Click()
Monitor_Text.Text ="" 'Initialization of monitor
End Sub
'End
Private Sub EndCommand_Click()
tcpServer.Close

End
End Sub

Source code sample using Visual Basic

'Initialization of monitor

tcpServer.SendData SText. Text

End Sub

‘Cancel _

Private Sub StopCommand_Click()
tcpServer.Close 'Set connection close

ReEnd_flg =2
End I\S/Iotr)mitor_ ext. Text = Monitor_Text.Text + "Cancelled + Chr(13) + Chr(10)
nd Su

‘Waiting for the connection request
Function tcpConnect()
"“Set whole number to LocalPort property
tcpServer.LocalPort = Port_No
‘Call out listen method
tcpServer.Listen
ch (Q/Iocgnitor_Text.Text = Monitor_Text.Text + "Waiting for connection open” + Chr(13) +
r
End Function

(Continues to the next page)
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Appendix 4 Sample programs for TCP/IP communication to upper hosts

(Continued from the previous page)

‘Generated when remote machine requests connection
Private Sub tcpServer_ConnectionRequest(ByVal requestID As Long)
Dim IP_Ad As String
Dim Po_No As String

‘Confirms if the control status is closed. If not,

‘accept new connection after closing current connection.

If tcpServer.State <> sckClosed Then tcpServer.Close

‘Accepts request with the requestID parameter

tcpServer.Accept requestID

IP_Ad = tcpServer.RemoteHostIP

Po_No = tcpServer.RemotePort

Monitor_Text.Text = Monitor_Text.Text + "Connection established IP_Addr: " + IP_Ad + "
Port_No: " + Po_No + Chr(13) + Chr(10)

End Sub

‘Starts test

Private Sub testCommand_Click()
Dim i As Integer

While True ‘Endless loop
Port_No = LoPortText1.Text
Call tcpConnect ‘TCP server processing
ReEnd_flg=0 ‘Reception end flag clear
Do
DoEvents ‘Wait for the END of TCP server reception
Loop Until ReEnd_flg >= 1
If ReEnd_flg = 2 Then 'Cancelled
Exit Sub
End If
Wend
End Sub
'‘Generated when new data is sent
Private Sub tcpServer_DataArrival(ByVal bytesTotal As Long)
‘Declares variable for receiving data. Call out GetData method, and set the data to the Text
property of the txtOutput textbox.

Dim strData() As Byte

Dim HEX_DAT As Variant

Dim i As Long

ReDim bSendData(256) As Byte 'Sending data (in bytes)

‘Receiving message
tcpServer.GetData strData
‘Data conversion
JBUF =""
Fori =0 To bytesTotal - 1 'Takes out from serial number
HEX_DAT = Hex(strData(i))
If Len(HEX_DAT) = 1 Then
‘After converted to a hexadecimal number, put “0” at the end for one digit number.
JBUF = JBUF & "0" & HEX_DAT
Else
JBUF = JBUF & HEX_DAT
End If
Next i
Monitor_Text.Text = Monitor_Text. Text + "Message received: " + JBUF + Chr(13) + Chr(10)
'Determined if response is received
If LANOption(1).Value = True Then
'Response received
Fori=1 To Len(JBUF)
'Concerts sending data
bSendData(i - 1) = Asc(Mid(JBUF, i, 1))
Next i
'Set it the same as the data length
ReDim Preserve bSendData(Len(JBUF) - 1)
tcpServer.SendData bSendData
Monitor_Text.Text = Monitor_Text.Text + "Message sent: " + JBUF + Chr(13) + Chr(10)
End If
End Sub

(Continues to the next page)
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Appendix 4 Sample programs for TCP/IP communication to upper hosts

(Continued from the previous page)

Private Sub tcpServer_close()
B:pServer.Close 'Set connection close
o}
DoEvents ‘Wait for the normal end
Loop Until tcpServer.State = sckClosed
Monitor_Text.Text = Monitor Text.Text + "Closed from client" + Chr(13) + Chr(10)
End I;eEnd_Tlg =1 ‘End flag ON
nd Su
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